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Lessons from working with Ron:

Simple. Practical. Understandable. Communicate/explain/teach.

Frolic in solution space. It helps understand the problem and the constraints, and
may lead to a solution.

Consider changing the problem. What's the real goal? What are the real
constraints?

Emphasize principles over technique—but implement it, and algorithms matter!



Some of Ron’s election topics

= Public service

= Verifiability

= Verification and Auditing

= Voting systems

= Bespoke social choice functions
= Whimsical /Pedagogical
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Verifiability: Software independence

PHILOSOPHICAL
TRANSACTIONS
OF ——
THE \\KYY‘\L/L‘U
sociery L\ Publ ).nl online 6 August 20

On the notion of ‘software independence’
in voting systems

By RonaLp L. Rivesth*

mputer Science and Artificia Laboratory,
Massachusetts Institute of Technology (MIT), Cambridge, MA 02139, USA

Tllh]‘per defines and explores the notion of ‘software independence’ in voting systems:

e is software independent it an (ur otected) change or error in its

an_undete an_elect ttcome’. For

ryplographic ns are software

independ ariations and implica ition are . Tt is proposed

that software-independent, voting systems should be preferred, and software-dependent

voting systems should be avoided

An initial v of this paper was prepared for use by the Technical Guidelines
Development Committ i spment of the Voluntary Voting

Guidelines, which will specify the requirements that the USA voting systems must meet

Keywords: security; voting; software independence

1. Introduction
The main purpose of this paper is to introduce and carefully define the
terminology of ‘software-independent’ and ‘software-dependent’ voting systems,
and to discuss their ies. This paper is definitional in character; there are

Refinements and elaborations of software independence

There are a number of possible refinements and elaborations of the notion of
software independence. T now motivate and introduce the distinction between
strong software independence and weak software independence.

Security mechanisms are typically one of two forms: prevention or detection.
Detection mechanisms may also be coupled with means for recovery. When
identification of participants and accountability for actions is also present, then

foundation for deterrence. Given the importance
sms, [ propose two

or in an election outcome
(due to a (lldnge or error in the software) can be corrected without rerunning
the election.
A voting system that is weakly software independent conforms to the by
definition of software independence; that is, there is no recovery mechanism.
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Principle 9: AUDITABLE
The voting system itable and enables evidence-based electio

.1-An error or fa  voting system software or hardware cannot cause an
undetectable change in election results.

9.2~ The voting system produces readily available records that provide the ability to
check whether the election outcome is correct and, to the extent possible, identify the
root cause of any irregularities.

9.3 - Voting system records are resilient in the presence of intentional forms of
tampering and accidental errors.

9.4 - The voting system supports efficient audits.

If a system is not SI, it can change
results with no trace. Example: DREs
If a system is not SSI, even if a
failure is “detected,” recovery might
be impossible. Example: BMDs

Sl is a necessary security property for
voting systems.

NB: principle not technology or

technique
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. A voting system should not merely report the outcome: it

should also provide sufficient evidence to convin mable observers

that the wpnrlewluulunm- is correct. Many deployed systems, notably
paperles

RE machines still in use in US elections, fail certainly the
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detect that material changes were made to the soft
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provide more formal mathematical definitions of ST This
subtleties and gaps in th al definition, ame
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be SI, how to formalize “detection” of a chang on outcom
the fact that ST is with respect to a set of detection mechanisms (which
must be legal and pract nmn, the need to limit false alarms, and how SI
applies when the social choice f
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1 Introduction
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ty, and trust. This is particularly
ng Electronic voting machines,
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What does “detectable” mean? Are
there any constraints on the cost of
the detection? What if the only
method of detection is infeasible,
illegal, or violates voter privacy?
Who or what does the detection?

Is there any penalty for false alarms?
Does a system that always sounds an
alarm “detect” problems?

Is there a dispute-resolution
mechanism? Vulnerability to FUD
attacks?
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Abstract

the outcome is untrustworthy.

= A system is defensible if, when the
reported outcome is correct, it is
possible to generate convincing public
evidence that the reported outcome

is correct—despite any malfunctions,
software errors, or software
alterations that might have occurred.
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Evidence-Based Elections

Elections should be structured to provide cony

Philip B. Stark and David Wagner | University of California, Berkeley

cing afirmative evidence that the reported outcomes

. This can
voting systems, compliance audies and risk

I deally, what should an election do? Certainly, it
who won, but

witha

ing audits.

software, there’s no guarantee that electronic voting
‘machines record votes accurately. And, because paper-

produce it found the real win-
ners—or report that it can't. This isn't automatic; it
requires thoughtful design of voting equipment, care-
fully planned and implemented voting and vote-count
ing processes, and rigorous postelection auditing.

The systems and processes currgnﬂy deployed in mg

the vote that can't be directly observed by voters, there's
no way to produce convincing evidence that the elec-
tronic record accurately reflects voters’ intent. Internet
Voting shares the shortcomings of paperless electronic
voting machines and has additional vulnerabilities.

US often fail to meet this goal,
the equipment, gaps in processes, o Bt to audn
effectively. The first essential requirement is voting
equipment that produces a trustworthy audit trail that
can be used to confirm that the votes were recorded and
tabulated correctly. Given the present state of technol-
ogy, this means the voting system must produce a tangi-
ble, physical record of the vote that can be cl\cck:dby the
and retained for
typically  votereisbl pape ecord (VVPR).
Currently, approximately 25 percent of US voters

use paperless electronic voting machines that don't pro-
!

duce such a record.

Because paperless clectronic voting machines rely
on complex software and hardware, and because there's
no feasible way to ensure that the voting software i free
of bugs or that the hardware is executing the proper

Numerous g ave
been documented. Paperless voting machines in Cart-
eret County, North Carolina, irretrievably lost 4,400
votes; other machines in Mecklenburg, North Carolina,
recorded 3,955 more votes than the number of people
who voted; in Benalillo County; New Mexico, machines
recorded 2,700 more votes than voters; in Mahoning
County, Ohio, some machines reported a negative total
vote count; and in Fairfax, Virginia, county officials
found that for every 100 or so votes cast for one can-
didate, the electronic voting machines subtracted one
vote for her? In short, when elections are conducted on

paperless voting machines, there’s no way to produce
convincing evidence that the right candidate won.
VVPRs are important, but they aren't a panacea. If
these records aren't examined after the election, then
their value is eliminated. For instance, in 13 states, a

Riffing on Ron: What if nobody looks? Evidence-based elections

EVIDENCE-BASED ELECTIONS:

CREATE A MEANINGFUL PAPER TRAIL, THEN AUDIT
Andrew W. Appel (Princeton University)
Philip B. Stark (University of California, Berkeley)

EVIDENCE-BASED ELECTIONS

There is no perfect, infallible way to count votes. All methods—including optical scan,
touchscreen, and hand counting—are subject to errors, procedural lapses, and deliberate
Almost all U.S. count their votes using computer-based technology,
such as and l-scan machincs. Computer-based methods are subject to
“hacking”, that is, the replacement of legitimate vote-counting software with a computer program
that changes (some fraction of) the votes in favor of the hacker’s preferred party. Hacking can be
performed remotely (even if the machines are supposedly “never connected to the Internet”) and
itis very difficult to detect. Voters and election administrators see nothing out of the ordinary.

The vulnerability of computers to hacking is well understood. Modern computer systems,
including voting machines, have many layers of software, comprising millions of lines of computer
code; there are thousands of bugs in that code.'?* Some of those bugs are security vulnerabilities
that permit attackers to modify or replace the software in the upper layers; so we can never be sure
that the legitimate vote-counting software or the votc-marking user interface is actually the
software running on election day.*

One might think, “our voting machines are never connected to the Internet, so hackers
cannot get to them.” But all voting machines need to be programmed for each new election: they
need a “ballot-definition file” with the contests and candidate names for cach clection, and lists of
the contests different voters are eligible to vote in. This programming is typically done via
removable media such as a USB thumbdrive or a memory card. Vote-stealing malware can




Verification: Detection Audits

Percentage-Based versus Statistical-Power-Based

Vote Tabulation Audits

John MCCARTHY, Howard STANISLEVIC, Mark LINDEMAN, Arlene S. ASH,

Vittorio ADDONA, and Mary BATCHER

ending federal and state electoral-integrity bills
specify hand audits of 1% to 10% of all precincts. However,
percentage-based audits are usually inefficient, because they re-
quire large samples for large jurisdictions, even though the sam-
ple needed to achieve good accuracy is much more affected by
the closeness of the contest than population size. Percentage-
based audits can also be ineflective, since close contests may
ire auditing a large fraction of the total to provide confi-
dence i the utcome. We present a plausible satisical fame-
work that we have used in advising state and local election
officials and legislators. In recent federal elections, this audit
‘model would have required approximately the same effort and
resouces as the less effective percentage-based audits now be-
ing considered.

KEY WORDS: Election audits; Eleetion recounis; Electronic
voting; Precinet sampling.

1. INTRODUCTION

Electronic vote tally miscounts arise for many reasons, in-
cluding hardware malfunctions, unintentional programming er-
rors, malicious tampering, or stray ballot marks that inter-
fere with correct counting. Thus, Congress and several states
are considering requiring audits to compare machine tabula-
tions with hand counts of paper ballots in randomly chosen
precincts. Audits should be highly effective in detecting mis-

counts large enough to alter election outcomes; and they should
be efficient—no larger than necessary (o confirm the winners
While financial and quality control audits set sample sizes that
are very likely to detect errors large enough to cause harm,
most proposed election auditing laws specify sampling fixed or
tiered percentages of precinets. For example, Connecticut has
just adopted a law (Public Act 07-194) requiring random au-
dits of 10% of voting districts (precinets) in selected contests.
We believe that the laws are written this way because most
nonsttisians havo unrealitc fears sbout th inadequscy nf
ave not

the statistical effectiveness of percentage-based schemes in gen-
eral; and because statisticians have—thus far—rarely been in-
volved in drafting audit options for legislators. Statisticians of
course know that we can measure the effectiveness of sampling
strategies by their statistical power, which principally depends
on the number of units sampled and the size of the effect to
be detected. Thus, fixed-percentage audits are inefficient (to0
large) in the vast majority of contests, especially in statewide
contests that involve many hundreds of precinets and that are
not close; also, they are ineffective (too small) in the rare con-
tests with small winning margins. However, most statisticians
know little about election procedures and are not well-equipped
to respond when asked “what percentage shall we put in the
bill?* We hope that this article helps fill that gap.

Vote tabulation audits entail supervised hand-to-cye man-
ual counts of all voter-verified paper ballots in a subset of
precinets, randomly selected shortly afler an election and be-
fore results are certified. We assume that a “hard copy” record
of cach voter’s choice, one that was reviewable by the voter

On Auditing Elections When Precincts Have Different Sizes

Javed A. Aslam
College of Computer and Information Science
Northeastern University
Boston, MA 02115
JjaaGees. neu. edu

Abstract

‘We address the problem of auditing an election when
precincts may have different sizes. Prior work in this
field has emphasized the simpler case when all precincts
have the same size. Using auditing methods developed
for use with equal-sized precincts can, however, be in-
efficient or result in loss of statistical confidence when
applied to elections with variable-sized precincts.

We survey, evaluate, and compare a variety of ap-
proaches to the variable-sized precinct auditing problem,
including the SAFE method [11] which is based on the-
ory developed for equal-sized precincts. We introduce
new methods such as the negative-exponential method
“NEGEXP” that select precincts independently for audit-
ing with predetermined probabilities, and the “PPEEWR'
method that uses a sequence of rounds to select precincts

eplacement according ( prob-
ability distribution that may depend on eror bounds for
each precinct (hence the name PPEBW: probability pro-
portional to error bounds, with replacement), where the
error bounds may depend on the sizes of the precincts, o
on how the votes were cast in each precinct

We give experimental results showing that NEGEXP
and PPEBWR can dramatically reduce (by a factor or two
or three) the cost of auditing compared to methods such

s SAFE that depend on the use of uniform sampling
Sampling so that lareer precincts are audited with appro-

Raluca A. Popa and Ronald L. Rivest

Computer Science and Artificial Intelligence Laboratory

Masachusts st ofTechnlos)
ambridge, MA 02139
{ra \.=1~,:4uesL]Fm‘L.ﬂau

1 Introduction

Post-election audits are an essential tool for ensuring
the integrity of election outcomes. They can detect,
with lng.h probability, both errors due to machine mis-
programming and errors due to malicious manipulation
of electronic vote totals. By using statistical samples,
they are quite efficient and cconomical. This paper ex-
plores auditing approaches that achieve improved effi-
ciency (sometimes by a factor of two or three, measured
in terms of the number of votes counted) over previous
‘methods.

Suppose we have an election with n precincts, P, ...,

5. Let v; denote the number of voters who voted in
precinct Ps; we call v; the “size” of the precinct ;. Let
the total number of such voters be V = 3, v;. Assume
without loss of generality that vy > vz >+ > vy

We focus on auditing precincts as opposed to votes
‘because this is the common form of auditing encountered
in practice. If one is interested in sampling votes, then
the results in Aslam et al. [1] apply because the votes
can be modeled as precincts of equal size (in particular,
of size one). Tn this paper, we are interested in the more
general problem, that is, when precincts have different
sizes.

Precinet sizes can vary dramatically, sometimes by an
order of magnitude or more. See Figure 2. Methods
for auditing elections must, if they are to be efficient and
effective, take such precinct size variations into account.

Suppose further that in precinct P; we have both elec-
tronic records and paper records for each voter. _Th
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Tl of Apl S Sets of Half-Average Nulls Generate
Risk-Limiting Audits: SHANGRLA

© Institue of Mathematical Statistics, 2008

CONSERVATIVE STATISTICAL POST-ELECTION AUDITS Philip B. Stark(®?)

BY PHILIP B. STARK
University of California, Berkeley

There are many sources of error in counting votes: the apparent winner
might not be the rightful winner. Hand tallies of the votes in a random sam-
ple of precincts can be used to test the hypothesis that a full manual recount
would find a different outcome. This paper develops a conservative sequen-
tial test based on the vote-counting errors found in a hand tally of a simple
or stratified random sample of precincts. The procedure includes a natural
escalation: If the hypothesis that the apparent outcome is incorrect is not re-
jected at stage s, more precincts are audited. Eventually, either the hypothesis
is rejected—and the apparent outcome is confirmed—or all precincts have
been audited and the true outcome is known. The test uses a priori bounds on
the overstatement of the margin that could result from error in each precinct.
Such bounds can be derived from the reported counts in each precinct and
upper bounds on the number of votes cast in each precinct. The test allows
errors in different precincts to be treated differently to reflect voting tech-
nology or precinct sizes. It is not optimal, but it is conservative: the chance
of erroneously confirming the outcome of a contest if a full manual recount
would show a different outcome is no larger than the nominal significance
level. The approach also gives a conservative P-value for the hypothesis that
a full manual recount would find a different outcome, given the errors found
in a fixed size sample. This is illustrated with two contests from Novem-
ber, 2006: the U.S. Senate race in Minnesota and a school board race for the
Sausalito Marin City School District in California, a small contest in which
voters could vote for up to three candidates.

Umvczsltv of California, Berkeley, (,A USA
tarkOstat. berkeley . ed:

Abstract. Risk-limiting audits (RLAs) for many social choice functions
can be reduced to testing sets of null hypotheses of the form “the aver-
e of this list is not greater than 1/2” for a collection of finite lists
of nonnegative numbers. Such social choice fanctions include majority,
super-majority, plurality, multi-winner plurality, Instant Runoff Voting
(IRV), Borda count, approval voting, and STAR-Voting, among others.
The audit stops without a full hand count iff all the null hypotheses are
rejected. The nulls can be tested in many ways. Ballot polling is pamcw
larly simple; two new ballot-polling risk functions
without replacemont aro givon. Ballot-lovel comparison audits transform
each null into an equivalent assertion that the mean of re-scaled tab-
ulation errors is not greater than 1/2. Tn turn, that null can then be
tested using the same statistical methods used for ballot polling —applied
to different, finite lists of nonnegative mumbers. The SHANGRLA app-
roach thus reduces auditing different social choice functions and differ-
ent audit methods to the same simple statistical problem. Moreover,
SHANGRLA comparison audits arc more efficient than previous compar-
ison audits for two reasons: (i) for most social choice functions, the condi-
tions tested are both necessary and sufficient for the reported outcome to
be correct, while previous methods tested conditions that were sufficient
but not necessary, and (ii) the tests avoid a conservative approxima-
tion. The SHANGRLA abstraction simplifies stratified audits, including
audits that combine ballot polling with ballot-level comparisons, pro-
ducing sharper audits than the “SUITE” approach. SHANGRLA works
with the “phantoms to evil zombies” strategy to treat missing ballot
cards and missing or redacted cast vote records. That also facilitates
sampling from “ballot-style manifests,” which can dramatically improve
efficiency when the audited contests do not appear on every ballot card.
Open-source software implementing SHANGRLA ballot-level compari-
son audits s available. SHANGRLA was tested in a process pilot andit
of an instant-runoff contest in San Francisco, CA, in November, 2019.

: Sequential tests - Martingal ’s inequality

1 Introduction

A risk-limiting audit (RLA) of a reported election contest outcome is any proce-
dure that guarantees a minimum probability of correcting the reported outcome




Some of Ron’s work on affirmative

CLIPAUDIT: A Simple Risk-Limiting
Post-Election Audit

Ronald L. Rivest
MIT CSAIL

rivest@mit.edu
January 31, 2017

Abstract

We propose a simple risk-limiting audit for elections, CLIPAUDIT.
To determine whether candidate A (the reported winner) actually beat
candidate B in a plurality election, CLIPAUDIT draws ballots at random,
without replacement, until either all cast ballots have been drawn, or
until

—b>8Va+b

where a is the number of ballots in the sample for the reported winner
A, and b is the number of ballots in the sample for opponent B, and
where 3 is a constant determined a priori as a function of the number
1 of ballots cast and the risk-limit o
CLIPAUDIT doesn’t depend on the unofficial margin (as does Bravo).
We show how to extend CLIPAUDIT to contests with multiple win-
ners or losers, or to multiple contests.

Keywords: clections, auditing, post-election audits, risk-limiting audit.

evidence

DirrSuM — A Simple Post-Election Risk-Limiting Audit

Ronald L. Rivest
MIT CSAIL, rivest@mit.edu

May 10, 2018

We present DIFFSUM, & :unpl& risk-limiting post-
election ballot-polling audit. See (3, 2, 1] for background.

You wish to check that candidate A really won a plu-
rality clection against candidate B. You may sample the
n cast paper ballots without replacement

Procedure DIFFSUM;
1. [Choose ] Tet d be the number of dec-
imal digits in n, and choose ¢ = d + &
where ¢ controls the error rate (the chance
of the audit sccepting an incorret oulcome)

5

ol 1|2 ]3]4
‘max error rate | 22% | 15% | m% [6% | 4%
[Begin] Draw an initial sample of 24 ballots.

[Tally] Determine the number a of votes for 4
in your sample, and the mumber b of votes for .
[Stop?] Stop the audit (accept A as winner) if
a>

(a=b>c-(a+b) [0l

[Continue?] 1f a+b =, stop (you have just
completed a full recount). Other
your random sample and return to step 3.

Remarks: The initial size 24 of the sample in step 2 is
arbitrary. In step 5 the increase in sample size is also
arbitrary: it could b by a singlo ballot

The name “DIFFSUM” was chosen because (1) says

(difference)? > ¢ - (sum) @

Error rate: The error rate bounds given in Step 1 are
based on extensive simulations for 6 = 0 to d,d = 3to 7,
n=10%, and 4. We measured the crror rate over
10,000 simulated elections in cach case. Each simulation
emnmlul the error rate when the election was & tie
& worst-case scenario; with more realistic. margi

ervor rate drops dramatically, so that in practice

= d should give very reliable audits,

Bxample: An election with 1 = 50,000 votes can be
audited using ¢ = 7 for a risk limit of & = 10%. For m
0.20, DIFFSUM examines about 175 ballots (estimated),
BRAVO (with o = 0.10) examines abont 115 (estimated).
In simulations for this cloction, DIFFSUM with ¢ = 7
examines about 157 ballots on average, and has an error
rate of less than 0.04%; DIFFSUM with ¢ = 5 examines
about 112 ballots on average, and has an crror rate of
less than 0.2%. Bravo cxamines about 119 ballots on
average, and has an error rate of approximately 2.5%.
Extension: In practice, onc should ccasc random sam-
pling once a significant mumber (say 4%) of the ballots
have been sampled, when switching over to a full hand
recount becomes more economicl.

With more candidates, lot DIFFSUM check that the
sample winner beats the sample’s strongest loser.
Conclusion: DIFFSUM is exceptionally simple, and ap-
pears quite comparable to BRAVO in terms of fficiency
and error rate. Further simulations and analysis would
be helpful
Acknowledgment: 1 thank Philip Stark for helpful

nments.
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A Bayesian Method for Auditing Elections

Ronald L. Rivest

Computer Science and Artificial lmelllgcmt' Lab,
" Cambridge,
rivest@mit. edu

Emily Shen
Computer Science and Artificial Intelligence Lab,
MIT, Cambridge, MA 02139
eshenOcsail.mit.edu

Abstract

We propose an approach to post-election auditing based
on Bayesian principles, and give experimental evidence
for it efficiency and effectiveness. We call such an au-
dit 3 “Bayer i It s 1o cotol e probubi-
ity of miscertification (certifying a wrong election out-
come). The miscertifcaion probabiliy i computed vs-
ing a Bayesian model based on information gathered by
the audit so far

A Bayes audit i a single-ballot audit method applic:
ble to any voting system (e.g. plurality, approval, TR
Borda, Schulze, etc.) as long as the number of ballot
types is not too large. The method requires only the abil-
ity to randomly sample single ballots and the ability to
compute the election outcome for a profile of ballots. A
Bayes audit does not require the computation of a “mar-
gin of victory” in order to get started.

Bayes audits are applicable both to ballot-polling au-
dits, which work just from the paper ballots, and to con
parison audits, which work by comparing the paper bal-
Tots o their electronic representations. The procedure is
quite simple and can be described on a single page.

“The Bayes audit uses an efficient method (which may
be based on the use of gamma variates or on Pélya’s Urn)
for simulating a Bayesian posterior distribution on the
tally of a profle of ballots

1 Introduction

This_section provides a quick introduction to post-
election audits and our notation. Section 2 then presents
our proposed Bayes audit procedure. Section 3 gives
the results of our initial experiments using this method
on simulated and real election data. Section 4 consid-
ers some extensions and variations of the basic method,
and Sections 5 and 6 discuss and summarize what we
have leamed about the Bayes audit. Appendix A pro-
vides some additional technical details on efficient im-
plementation methods.

1.1 Post-election audits

Informally, the purpose of a post-clection audit is to
check that the reported election outcome is correct, by
auditing enough randomly chosen ballots.

Absolute certainty isn’t required of an audit (the only
way to achieve absolute certainty is to audit by hand all,
or nearly all, of the ballots), but a good audit should have:
a high probability of exposing (and correcting) an incor-
rect reported outcome.

‘The number of ballots audited is typically variable, de-
pending on factors such as the margin of victory (close
elections require more work), the random sampling pro-
cess, whether the audit is a ballot-polling audit or a com-
parison audit, and (if a comparison audit) the number and
nature of errors found. The audit may proceed in stages,
auditing more and more ballots until an audit result can

Bayesian Tabulation Audits Explained and Extended

Ronald L. Rivest
MIT CSAIL
rivest@mit.edu

Version February 13, 2018

Abstract

“Tabulation audits for an election provide statistical
evidence that a reported contest outcome is “cor-
rect” (meaning that the tabulation of votes was
properly performed), or else the tabulation audit
determines the correct outcome.

Stark [51] proposed risk-limiting tabulation
audits for this purpose; such audits are offective
and are beginning to be used in practice in Col-
orado [38] and other states

We expand the study of election audits based
on Bayesian methods. Such Bayesian audits use
a slightly different approach first introduced by
Rivest and Shen in 2012 [44]. (The risk-limiting
audits proposed by Stark are “frequentist” rather
than Bayesian in character.)

We first provide a simplified presentation of
Bayesian tabulation audits. Suppose an election
has been run and the tabulation of votes reports a
given outcome. A Bayesian tabulation audit begins
by drawing a random sample of the votes in that
contest, and tallying those votes. It then considers
what effect statistical variations of this tally have
on the contest outcome. If such variations almost
always yield the previously-reported outcome, the
audit terminates, accepting the reported outcome.
Otherwise the audit is repeated with an enlarged
sample.

We_highlight the auditing of such multiple-
jurisdiction contests where some of the

have an electronic cast vote record (CVR) for each
cast paper vote, while the others do not. Complex
situations such as this may arise naturally when
some counties in a state have upgraded to ne
cquipment, while others have not. Bayesian audits
are able to handle such situations in a straightfor-
ward manner.

We also diseuss the benefits and relevant consid-
erations for using Bayesian audits in practice.

Keywords: elections, auditing, post-election au-
dits, risk-limiting audit, tabulation audit, bayesian
audit.

Contents
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| don't always agree with Ron:

Bayesian Audits Are Average But
Risk-Limiting Audits are Above Average

Amanda K. Glazer®), Jacob V. Spertus, and Philip B. Stark

Department of Statistics, University of California, Berkelcy, CA.
{anandaglazer, jakespertus, phstark}@berkeley. edu

tract. Post-election audits can provide convincing evidence that
e

cct—t er
by mamally mspecting ballots solcted. st randor from .t
paper trail of votes. Risk-limiting audits (RLAs) control the probabili
that, if the reported outcome is wrong, it is not corrected before the
outcome becomes official. RLAs keep this probability below the

d “risk limit.” Bayesian audits (BAs) the pr
reported outcome is wrong, the “upset probability.” The upset. probabil-
ity does not exist unless one invents a prior probability distributio
cast votes. RLAS ensure that if this election’s reported outcome
the procedure has a larg ecting it. BAs control a weighted
average probability of correcting wrong outcomes over a hypothetical col-
lection of elections; the wei hV\wumv Trom the prior. In general, BAs do
not ensure a

ction when
the report ovtcome is wrong. ‘Vunparu\ v priors that
invay

riant under relabeling the candidates, lead to upset probabiltios
an be far smaller than the chance of correcting wrong reported out-
‘We demonstrate the difference using simulations based on several
real contests.

Key : El ¢ - Risk-limiting audits - Bayesian audits

1 Introduction

The 2 Presidential election was attacked by Russian hackers, and
U.S. intelligence agencies warn that several nation-states are already mount-
ing attacks on the fon [2

; many use mm;nm

error from any sourc
appear to win.

e et a1 (Bis) F.—\,m-—lr\ 020, LNCS 12455, pp. 84-94, 2020.
/10.1007/97
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Facilitating audits

Method

Ronald L
and Artificial Intelligence Laboratory
achusetts Institute of Technology
Cambridge, MA 02

Abstract

This note proposes a cute little heuristic method of
generating a uniformly distributed pseudo-random

ection s, A function s d ceibed tlw
s as input a 15-digit g
procinct. mumber i, and wmmm pscudo-random
ontput x; = J The seed § is
obtained by rolling fifteen dice in a public ceremony

rks well for auditing methods
‘GEXP, that set different auditing probabil
different precincts.
call the proposed method the ‘S

as it is based on taking the fractional part of a sum
of three square roots. One of the nice features of this
method is that it can be performed on the simplest
of pocket, calculators (assuming it has a square-root
button). Thus, local election officials and /or election

-an easily determine and for verify whethe
or not cach particular precinct should be audited,
once the seed S has been determined at headquarters
‘The SSR method should be highly unpredictable to
not know the

10 advantage in determining whic

on a simple calculator.

Keywords:  pseudo-random
random fum ion, dice, sampling,
squ quare roots,

1 Introduction

‘The auditing of elections has become an ar

carch and di Sce (1, 6, 5, 7, 2

A post-election audit consists of five steps. The

first step is to collect all of the initial election re-
lts from each precinet; thi

termines the apparent mar victory. The sccond
step is to use these collected results to detern
pammeve- of the audit, such as the sampl
bility that each pr audited. The
mml,[»pwu.“nuu seect the precincts u\w.ﬂr
dited; this
Iving dice. “Th fourth step is to recount hvhmd
the paper ballots in the sclected precincts. Finally, if
ignificant, discrepancies are found, the audit
calated (to a larger
the third ste
wudited

& > C @& people.csail.mit.edu/rivest/sampler.py

# Reference implementation code for pseudo-random sampler
# for election audits or other purposes.

# Written by Ronald L. Rivest

# filename: sampler.py

# url: http://people.csail.mit.edu/rivest/sampler.py
sampler_version = "November 14, 2011"

Relevant to document being produced by an ad-hoc working group chaired

by Prof. Philip Stark (U.C. Berkeley) regarding election auditing.

Tested using python version 2.6.7.  (see www.python.org)

(Will not work with Python version 3, e.g. 3.x.y)

(Note added 2014-09-07: As per a suggestion by Chris Jerdonek, one should
consider this proposal as based on the use of UTF-8 encoding for strings
throughout. This comment resolves some potential ambiguities about h

strings are converted to byte T before hashing, and the types of
strings input by raw_input S

https://github. cam/cjerdcnek/rlvest sampler-tests
for more discussion and test-cases.

)

PR SRS SRR TN

This program provides a reference implementation of a recommended procedure
to pick a random sample of a given size from a specified set of integers.

This program is "open source” (MIT License) and may be freely used in
almost any way whatsoever by others. (Details given below)



k-Cut: A Simple Approximately-Uniform

Method for Sampling Ballots in Post-Election

Audits*

ridhar and Ronald L. Rivest

tute of Technology, Cambridge MA
mayurilmit.edu
rivest@csail.mit.edu

Abstract. We present an appros
how risk-limiting audits can compe
maintaining their * Our fram

during audits
Moreover, we present and analy: ple approximate sampling m
“k-cut”, for picking a ballot randomly from a stack, without counti
Our method involves doing k “cuts,” each involving moving a random
portion of ballots from the top to the bottom of

pproximations, while

random, k-cut doe

counting many ballo y

chosen ballots is to the uniform distribution, and design mitigation pro-
dures. We show that k

audit, based on empirical data, which provides

sampling efficiency. Tk d has bee

and is scheduled to be used in Michigan pilot audits in December 2018.

s enough for a ri; i lection

Keywords: sampling - elections - auditing - post-election audits - risk-
limiting audit - Bayesian audit.

Consistent Sampling with Reple

Ronald L. Rivest
MIT IL
rivest@mit.edu

ract

We ing” that allows for sampling

replacement.

a pseudorand and sample those with the smallest a

ch

em sampled a ne

associated pseudorandom number, and returns it to the pool of items being

sampled

vith
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Ripping off Ron: PRNGs

C & statberksiy.od

Pseudo-Random Number Generator using SHA-256

What this does

Contributors &

G toteono oo
. = @ jarrodminman ilmar
Resomest @ sovarconios. s

1Y akgiazer ol
cryptorandom
o D © e O o D —
generatorand random The pototype

generator s buit on SHA-256. v ket
P ———
[ S E——
« Bug eports:htos:Github comystatablcryptorandomfssues

Installation from binaries
$ pip install cryptorandon

Installation from source

Install dependencies using:
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secrecy and verifiability without cryptography

The ThreeBallot Voting System

Ronald L. Rivest
Computer Science and Artificial Intelligence Laboratory
Massachusetts Institute of Technology
Cambridge, MA 02139
rivestenit.edu

October 1, 2006°

Abstract

We present a new paper-based voting method with in-
teresting security propertics. The attempt here is to
see if one can achiove the same security properties of
phic voting protocols, but

phy, using only paper bal

nitially, T thought the pro-

al, but several readers discov

k (see Section 4.4) that appears

to be rather difficult to fix without making the result
ing system much less usable in practice. Currently, this
papen should this be viewed more 4 an academic pro
poslthan  peactical popossl. Pehagssome cision

ising at the moment

The principles of ThreeBallot are simple and casy to
understand.

In this proposal, not only can each voter verify that
her vote is recorded as she intended, but she gets a “re-
ceipt” that she can take home that can be used later
to verify that her vote is actually included in the final
tally. Her receipt, however, does not allow her to prove

how she voted.

“ThreeBallot” voting system, each voter casts
three paper ballots, with certain restrictions on how they
may be filled out, o the tallying works
ballots are of course “voter-verif
are scanned and published on a web site, so anyone may

‘matching her receipt. Deletion or modification of bal
lots is thus detectable; so the integrity of the election is
verifiable

1 Introduction

Designing secure voting systems is tough, since the con-
straints are apparently contradictory. In particular, the
requirement for voter privacy (no one should know how
Alice voted, even if Alice wants them to know) scems
to contradict verifiability (how can Alice verify that her
vote was counted as she intended?

Like most cryptographic proposals, ThreeBallot uses a
public “bulletin board”-a public web site where election
officials post copies of all of the cast
be 3n of them if there are n voters) and a list of the
names of the voters who voted. (Some states might
voter ID's rather than voter names

One key principle of ThrecBallot is to “vote by rows’

The Thr

the columns and casts them separatel, keping
of one
ThreeBallot provides a nice level of end-to-end
verifiability—the voter gets
cast as intended and counted as ¢

You have here three optical scan ballots arranged as
three columns; you will be casting all three ballots.

Proceed row by row through the multi-ballot. Each
row corresponds to one candidate. There are three
“bubbles” in a row, one on each ballot.

To vote FOR a candidate, you must fill in
exactly two of the bubbles on that candidate’s row.
You may choose arbitrarily which two bubbles in
that row to fill in. (It doesn’t matter, as all three
ballots will be cast.)

To vote AGAINST a candidate (i.e., to not vote
FOR the candidate, or to cast a “null” vote for
that candidate), you must fill in exactly one of the
bubbles on that candidate’s row. You may choose
arbitrarily which bubble in that row to fill in. (It
doesn’t matter, as all three ballots will be cast.)

You must fill in at least one bubble in each row;
your multi-ballot will not be accepted if a row is
left entirely blank.

You may not fill in all three bubbles in a row; your
multi-ballot will not be accepted if a row has all
three bubbles filled in.

You may vote FOR at most one candidate per
race, unless indicated otherwise (In some races, you
are allowed to vote FOR several candidates, up to
a specified maximum number.) It is OK to vote

A~ A TRTON 11




BALLOT

President
Alex Jones
Bob Smith

Carol Wu

Senator
Dave Yip

Ed Zinn

BALLOT

President
Alex Jones
Bob Smith

Carol Wu

Senator
Dave Yip
Ed 7

BALLOT

President
Alex Jones
Bob Smith

Carol Wu

Senator
Dave Yip

Ed Zinn

Figure 1: A sample ThreeBallot multi-ballot, with a first race for President with candidates Jones, Smith, and Wu
and a second race for Senator with candidates Yip and Zinn.

Figure 2
Zinn as

exactly one mark.

when view

BALLOT

President

lex Jones [

Bob Smith

Sarol Wu ¢

nator

Dave Yi

Ed 7

A filled-out version the multi-ballot of Figure 1, showing a vote FOR Smith for President and a vote FOR

ip

enator, since the rows for these

as a conventiona

(There are many oth

ballot,

® | Bob Smith [ ]
O °

BALLOT BALLOT

President President

) | Alex Jones O | Alex Jones

Bob Smith

Carol Wu Carol Wu

enator Senator

Dave Yip o

Ed Zinn ]

Dave Yip
Ed Zinn

andidates ha filled-in bubbles (mar} . All other rows have

ways such choices could have been indicated.) Note that ballot 75

ks like an overvote for President.

16,
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Open-source software

! @ github.com/ron-rivest/audit-lab

README.md

Pioned

9 T-6.5808-clmate-change Pt

Documentation for OpenAuditTool.py (Bayesian audit
support program)

o e V2

0 sudisn b

OpenAuditTool.py. is Python3 software (or siite of programs) to support the post-election auditing of elections.
with multiple contests and multiple separately-managed collections of paper ballots.

Ronald L. Rivest
ron-rivest

The software is designed to be helpful for auditing elections such as the November 2017 Colorado election, which

Follow had hundreds of contests spread across 64 counties.
#4248 folowers - 0 ollowng = This README file is a design do , not iptic what yet. is stillin
e L L
Table of contents
« Overview

« Election and audit
« Scanning of cast paper ballots
« Auditing
« Audit workflow
> Pre-election
> Election
Audit
Setup audit
© Start audit
« Implementation notes: identifiers, votes, file names, and directory structure
Identifiers



& olthub.comron-rivestElectionAuditWreRepo.

READMEmd.

ElectionAuditWareRepo

Existing related software

General purpose auditing software

‘auditing methods and best practices.

@ 6sars
© 7watching
¥ 3fots

Norleaes pubished

of Colorado.

O.g

version at democracyworks:

the state of Colorado.

\, developed for

improve many other aspects.

- Phiip Stark's oniine web app

« Tools for

online web app

around limitations of ColoradoRLA to do ballot-polling audits.

& github.comjron-ivest/consistent._sampler

0 @ neumons. & ° W ook
Spp—
Contributors 2
Routine saspler for poviding (rocErT
oy O]
"ids", y jects (strings, tuples, ) ventatoude
whatover). We assume that s are istinct.
Consistent sampling works by associating a random "cket number” with each d;the desired sampl i found by
Languages

ng
numbers.

 Python 1000%

"seed"; this seed may
typically a large integer or long string.

Thave
then their saml ize wi i (for
seed)
. pa
b 3 One of the additional parameters to the
routine is *take" - the size of the desired sample.
(its "t ) 3
F— 5 decimal
fraction 0.dddd...dddd between 0 and 1.
an the input, appear in the sample

‘more than once.
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Influence on my work:

= taught me more than | remember about mixnets, ZKP, homomorphic encryption,
E2E-V, distributed ledgers

= detection audits led to risk-limiting audits

= software independence led to evidence-based elections, contestability, defensibility &
formalizing Sl

= improving RLAs

= better PRNGs for statistics and audits
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