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In Torrent of Falsehoods, Trump Clai
Election Is Being Stolen

Most television networks cut away from the statement President
Trump gave Thursday night from the White House briefing room
on the grounds that what he was saying was not true.

you count the vote: y win;” President Trump said Thurs; ht in an unusually
subdued, 17-minu ised sta om the lectern in the White Hou riefing room.




Half of Republicans say Biden won because of
a 'rigged' election: Reuters/Ipsos poll

By Chris Kahn MIN READ

(Reuters) - About half of all Republicans believe President Donald Trump

“rightfully won” the U.S. election but that it was stolen from him by wid
voter fraud that favored Democratic President-elect Joe Biden, according to a

new Reuters/Ipsos opinion poll.

The Nov. 13-17 opinion poll showed that Trump’s open defiance of Biden’s
victory in both the popular vote and E College app to be affecting
public’s confidence in American dem /, especially among Republicans.
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JOINT STATEMENT FROM ELECTIONS INFRASTRUCTURE GOVERNMENT
COORDINATING COUNCIL & THE ELECTION INFRASTRUCTURE SECTOR
COORDINATING EXECUTIVE COMMITTEES

Original release date: November 12,2020

WASHINGTON - The members of Election Infrastructure Government Coordinating Council (GCC) Executive Committee - Cybersecurity and Infrastructure Security
Agency (CISA) Assistant Director Bob Kolasky, U.S. Election Assistance Commission Chair Benjamin Hovland, National Association of Secretaries of State (NASS)
President Maggie Toulouse Oliver, National Association of State Election Directors (NASED) President Lori Augino, and Escambia County (Florida) Supervisor of
Elections David Stafford - and the members of the Election Infrastructure Sector Coordinating Council (SCC) - Chair Brian Hancock (Unisyn Voting Solutions), Vice
Chair Sam Derheimer (Hart InterCivic), Chris Wlaschin (Election Systems & Software), Ericka Haas (Electronic Registration Information Center), and Maria Bianchi
(Democracy Works) - released the following statement:

“The November 3rd election was the most secure in American history. Right now, across the country, election officials are reviewing and double checking the

entire election process prior to finalizing the result.

“When states have close elections, many will recount ballots. All of the states with close results in the 2020 presidential race have paper records of each vote,
allowing the ability to go back and count each ballot if necessary. This is an added benefit for security and resilience. This process allows for the identification and
correction of any mistakes or errors. There is no evidence that any voting system deleted or lost votes, changed votes, or was in any way compromised.

“Other security measures like pre-election testing, state certification of voting equipment, and the U.S. Election Assistance Commission’s (EAC) certification of
voting equipment help to build additional confidence in the voting systems used in 2020.

“While we know there are many unfounded claims and opportunities for misinformation about the process of our elections, we can assure you we have the

utmost confidence in the security and integrity of our elections, and you should too. When you have questions, turn to elections officials as trusted voices as they
administer elections.”
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LIVE: Giuliani Testifies—Georgia Senate Subcommittee Continues Hearing on Election Issues (Dec. 30)
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Trump supporters file lawsuit asking Georgia to
decertify election, declare Trump the winner
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Sidney Powell files voting lawsuit in Ga.



Wi
Sldney Powell shares 270-page binder of
documents buttressing election fraud claims

s Editor | &% | December 27, 2020 08:56 PM




Lin Wood Doxed Georgia Officials to Hundreds of
Thousands of QAnon Supporters

The pro-Trump lawyer asked an ‘Army of Patriots’ on Telegram to dig
up dirt on officials who wil decide whether he is disbarred or not,

MORE
LIKE THIS

Nawe
Georgia's New QAnon
Congresswoman Refused
to Wear a Mask at Her
Swearing-In

‘The Democrats’ Lazy
varred or not — and to help o QAnon Attack Ad Will Only
Make Things Worse

them in their research, Wood published
th

from, the harm s causing,
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Disciplinary Board of the State Bar of Marjorie Taylor Greene

Georgia said that it had “received information cor Believes in Frazzledrip,
Anon's Wildest

d attorney ma violated one or more of Gonspiracy Theory

the Rules of Professional Conduct”
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I;ro -Trump Lawyer Lin Wood Is Investigated for Alleged Illegal Voting in
Georgia

Wood promoted claims that the election was rigged against former President Donald Trump
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‘acy Dies in Darkn

Sidney Powell’s secret ‘military intelligence
expert,’ key to fraud claims in election lawsuits,
never worked in military intelligence
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Mike Lindell, Mary Fanning, and Brannon Howse Present the Docu-movie:

Exposing Election Fraud — and the Theft of America
; by Enemies Foreign and Domestic
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Republicans Are P-Hacking the Supreme Court

Texas is seeking to overturn the 2020 election based on a shoddy statistical analysis. It's just what you would expect from medical researchers.

| SPENT THE last month watching, with alternating apprehension and delight, as President

Trump's cynical legal efforts to overturn the presidential election deteriorated into absurdity.

After dozens of lawsuits were thrown out of court, and votes were certified in contested

states, I thought we'd reached the end of the road. But it turns out there was one gut punch RENEW + GIVE
left to deliver, a bright red line no science-minded person like myself can bear to see

crossed. That's right, Donald Trump misused statistics.

—— The Texas attorney general filed a Jawsuit Monday

SUBSCRIBE asking the US Supreme Court (o intervene in the
election. Before your heart rhythm changes too Most Popular
dramatically, I should tell you that legal experts
consider the case “doomed” That doesn’'t mean the SCIENCE

ts Find Strange

ists
lawsuit can’t be dangerous. It introduced the strange- c"ners Under a Half Mile of

but-real number “quadrillion” into the political
AT sTHN
discourse for a couple of news cycles and seeded a

new set of numerical conspiracy theories that could se1ence

live on for y s so-called proof of election fraud. jon-Year-Old DNA Rewrites
ive on for years as so-called proof of election frau Mammothe: Evolationary Tree
On Tuesday, as 18 more states prepared to back the J0HN TIMMER. ARS TECHNICA

Texas lawsuit, press secretary Kayleigh McEnany

0 WIRED and stay smart sEAR

Sub:
with: more of your favorite Ideas tweeted out one of its central claims: “Chances of
writers.

6 Clever Ways to Use the
Biden winning Pennsylvania, Michigan, Georgia, Windows Command Prompt

: ) WHITSON GORDON
Wisconsin independently after @realDonaldTrump's

early lead is less than one in a quadrillion.” She then proceeded to type out the number with SCIENCE

all of its 15 glorious zeroes.

The Brain's ‘Background Noise’




2020: i State results v Presid|

Feb. 22, 2021, 9:17 AM PST / Source: Associated Press

By The Associated Press

WASHINGTON — The Supreme Court on Monday formally rejected a
handful of cases related to the 2020 election, including disputes
from Pennsylvania that had divided the justices just before the
election.

The cases the justices rejected involved election challenges filed by
former President Donald Trump and his allies in five states President
Joe Biden won: Arizona, Georgia, Michigan, Pennsylvania and

Wisconsin.

Other than the disputes from Pennsylvania, the justices' decision not
to hear the cases was unsurprising. The court had previously taken
no action in those cases and in January had turned away pleas that
the cases be fast-tracked, again suggesting the justices were not
interested in hearing them.




Sidney Powell Drops Georgia Suit, Marking End to
Presidential Election-Related Lawsuits in State

BY NICOLE FALLERT ON 1/19/21 AT 5:00 PM EST
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Politics
Dominion sues Giuliani over
false election fraud claims

Voting machine company Domini ileda $1.3
billion lawsuit against former president Donald
Trump's lawyer Rudy Giuliani on Jan. 25.

Related

Giuliani wasn't just a Trump partisan but a shrewd
marketer of vitamins, gold, lawsuit says
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Dominion sues pro-Trump lawyer Sidney Powell,
seeking more than $1.3 billion
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Dominion Sues MyPillow, CEO Mike Lindell Over Election Claims

g-machine maker’s lawsuit alleges defamation, s ore 3 billionindamages
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WASHINGTON—Or t makers of voting machir
prominent supporter of former President Donald Trump, alleging that the busin 3 Sffi‘f;",ﬁmum
had defamed the company with false accusations that it had rigged the 2020 election for April :

Joe Biden.

18



S. Ct. Case No.

11tk No. 20-14418

Cir. C
N.D. Ga. Case No. 20-cv-04651-SDG

IN THE
SUPREME COURT OF THE UNITED STATES

L. LIN WOOD, JR.
Petitioner,
vs.
BRAD RAFFENSPERGER, et al.,

Respondents.
N FOR WRIT OF CERTIORARI

On Petition for a Writ of Certiorari to the Eleventh Circuit Court of Appeals.

L. Lin Wood, Esq. (lead counsel)
GA Bar No. 774588
L. LIN WOOD, P.
P.0. BOX 52584
Atlanta, GA 30305-0584
-1402




Case 1:17-cv-02989-AT Document 809-2 Filed 08/24/20 Page 2 of 15

IN THE UNITED STATES DISTRICT COURT FOR
THE NORTHERN DISTRICT OF GEORGIA
ATLANTA DIVISION

DONNA CURLING, et al,
Plaintiff,

CIVIL ACTION FILE NO.: 1:17-cy-
vs. 1989-AT

BRIAN P. KEMP, et al.

Defendant.

FIFTH SUPPLEMENTAL DECLARATION OF PHILIP B. STARK

FIFTH SUPPLEMENTAL DECLARATION OF PHILIP B. STARK
PHILIP B. STARK hereby declares as follows:

PHILIP B. STARK hereby declares as follows:

1. This statement supplements my declarations of September 9, 2018, September 30, 2018,

October 22, 2019, and December 16, 2019.  stand by everything in the previou This statement supplements my declarations of September 9, 2018, September 30, 2018,

declarations. October 22,2019, and December 16, 2019. I stand by everything in the previous
1 False Assertions about the Fulton County Pilot Audit declarations.

Secretary of State Raffensperger issued the following (undated) press release on L False Assertions about the Fulton County Pilot Audit

approximately June 30, 2020: Secretary of State Raffensperger issued the following (undated) press release on
AUDIT SUPPORTS PRIMARY OUTCOME approximately June 30, 2020:'

(ATLANTA) - A pilot post-clection audit Monday confirmed the outcomes of
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the presidential preference primarics in Fulton County, Sccretary of State Brad AUDIT SUPPORTS PRIMARY OUTCOME
Raffensperger announced today
: (ATLANTA) - A pilot post-election audit Monday confirmed the outcomes of
This procedure demonstrates once again the validity of the results produced by the presidential preference primaries in Fulton County, Secretary of State Brad
Georgia’s new secure paper-ballot system,” [SOS Raffensperger] said. “Auditing Raffensperger announced today.

“This procedure demonstrates once again the validity of the results produced by
e last visited 27 July Georgia’s new secure paper-ballot system,” [SOS Raffensperger] said. “Auditing

supports_primary_outcome last visited 27 July
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Why Georgia’s Unscientific
Recount ‘Horrified’ Experts

Observers, including the inventor of the auditing process used by the state,
were skeptical of a measure seemingly aimed at placating the GOP.




63. Fulton County did not produce the image file corresponding to every cast vote record.
For the first machine count, production included images of ballots or BMD printout

cards for only 168,726 of the 528,776 cast vote records: 376,863 image files are

missing. For the second machine count, Fulton County’s production included images

of ballots or BMD printout cards for 510,073 of the 527,925 cast vote records: 17,852

image files are missing.

. Entire batches of images are missing from Fulton County’s production, for example,

images from Scanner 801 batch 117 and Scanner 801 batch 118 are referred to in the

cast vote records for the second machine count but the images were not among the

electronic records. Without additional discovery it is impossible to determine whether
the missing images are missing because of human error, programming errors (bugs), or
malware in Fulton County’s election management system (EMS). Of course, those

possibilities are not mutually exclusive.




47. The following table shows the counts of election-day votes in Fulton County precinct
RWOL1 for the three presidential candidates, according to the original machine count,
the machine recount, and the “audit,” and vote-by-mail and advance votes for the

original election and the recount. (The audit did not report precinct-level results for

vote-by-mail or advance voting.)

[Audit [ 243] 88[ 1] | [ T ]
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40. I searched the audit spreadsheet for tallies that matched the numbers in these missing
ABBSs. There are no data in the audit spreadsheet matching rows 4—11 of the table.

There are data that match rows 1, 2, and 3, but with distinctively different batch

identifiers.!! It is plausible that these are genuinely different batches, and I have no

reason to believe otherwise: some identical counts in different batches are to be




58, supra, Coalition Plaintiffs identified 12 hand-marked ballots from Fulton County

precinct RWO1 that were scanned twice in the first machine count (the original

election). The pairs of images are listed in the table below. The format of the numbers

is

[scanner number] [batch number] [image number].

air

Image A

Image B

05162_00234_000096

05162_00235_000057

05162_00234_000093

05162_00235_000054

05162_00234_000074

05162_00235_000036

05162_00234_000072

05162_00235_000034

05162_00234_000068

05162_00235_000030

05162_00234_000069

05162_00235_000031

05162_00234_000054

05162_00235_000014

05162_00234_000031

05162_00235_000090

05162_00234_000026

05162_00235_000085

05162_00234_000017

05162_00235_000076

05162_00234_000013

05162_00235_000072

05162_00234_000014

05162_00235_000073

05162_00234_000003

05162_00235_000062

05162_00234_000001

05162_00235_000060




73. Coalition Plaintiffs also identified one hand-marked paper ballot that was scanned
twice in RWO1 in the machine recount, and at least seven hand-marked paper ballots
that were scanned thrice in RWO1 in the machine recount. I used the software in
Appendix 6 to check their work: the twenty-nine images indeed seem to represent only
eleven distinct pieces of paper, even though they contributed twenty-nine votes to
some contests, including the presidential contest. Appendix 8 shows the sets of

images. The table below lists the pairs and triples.

e

1| 0080100044 000168 | 00801 00043 000168 |

2| oosor_oooss-oo00ss | ovsot_oooss ooo0ms | |
3 oosot oooss.ooona2 | ooeotoooks oooosz | |
"4 [oste0.coo7s.ooouzs | osteoooosroooons | |
5 [G0754.00017.000024 | 00791.00026 000051 | 0679106015 000010 |
"6 [00754.00017.000025 | 0079100026 000086 | 0679106015 000015 |
& [ 007o4.00015.000011 | 00791.00026.000019 | 0079100015 000052 |
"o [ 60754.00019.000002 | 00791.00026 000079 | 0079100015 000022 |
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AP US.News WorldNews Politics Sports Entertainment Business Technology Health Science

ﬁlmp election probe in Georgia cites voting system breach

By KATE BRUMBACK and CHRISTINA A. CASSIDY

—

ATLANTA (AP) — The pre gating whether former President Donald Trump and
others illegally tried to interfere in the 2020 election in Georgia is seeking information about the
alleged involvement of a Trump ally in the breach of voting equipment at : roughly 20

‘miles south of her Atlanta office.
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STATE OF NEW HAMPSHIRE
In the Year of Our Lord Two Thousand Twenty One

AN ACT authorizing an audit of the Rockingham County district 7 state representative
race.

Be it Enacted by the Senate and House of Representatives in General Court convened:

2:1 Purpose. Notwithstanding any provisions of law to the contrary, this act
authorizes and directs an audit of the ballot counting machines and their memory cards
and the hand tabulations of ballots regarding the general election on November 3,

2020 in Windham, New Hampshire of Rockingham County district 7 house of

representatives for the purpose of determining the accuracy of the ballot counting




New Hampshire

UnNENL, HSLIGE,
Office of the Attorney General

Resources ™ News & Medi Public Documents ¥ Contact by Division

_
Forensic Election Audit Team's Report
Eecion o

Jolnt Report of the Secretary of State and Attorney General Regarding the Ser &

Windham Forensic g Requests & Respo
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Audit was conducted in a stand-alone building located inside a military compound. The
building was surrounded by an easy-to-monitor perimeter.

2) Location, premises, chain of custody, and security transparency

a)

The audit was conducted in a Regional Training Institute building located inside
the New Hampshire Army National Guard Pembroke Readiness Center.
Additional security support on the base gate and outside of the building was
provided by New Hampshire State Police. The building perimeter was protected
in person 24/7 by state troopers.

Inside the building, additional security was provided by New Hampshire
Department of Justice investigators.

Building access control and monitoring systems were provided by the New
Hampshire Army National Guard and programmed to permit access to the
building by a limited number of access cards. All use of the access cards was
logged by the National Guard.

Security-sensitive materials, such as spare seals, were removed from the room
each night and given to the State Trooper on duty for overnight safekeeping. The
State Trooper on duty did not have an access card to enter the building, but had a
complete view into the working room through large windows.

Alivestream of the room, with audio, was broadcast 24/7.* Multiple physical
clocks were positioned strategically in the room and visible in the livestreams.
Security seals of voting equipment were publicly inspected multiple times during
the audit; the inspections were livestreamed.

Material under chain-of-custody was placed closest to the windows, allowing
those outside of the room a clear view. In particular, the State Trooper on duty

34



A panoramic view of the room taken from the far corner of the observation area during the
hand recount phase of the audit. Screens on the perimeter tables were providing a close-up
view of the documents on the hand count tables.

Cameras were readjusted to provide views from all angles, including over-the-shoulder in high
detail and zoomed in as needed during the machine hardware audit.
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Processed Ballots Unprocessed Balots
storage area storage area

N

Staging for
Reseaiing

Reference 4
Scanning

Media

Ballot flow in the room during the machine recount process. To facilitate observability, the
ballot movements shown in blue arrows and green arrows alternated and never happened at

the same time.

9) Locating all cast ballots:
a) Volunteers opened each election material container and determined its
contents: cast ballots, other election materials, or a combination.
b) Cast ballots immediately proceeded to the next step.
c) Other election materials were reboxed for further scrutiny at a later step. (One
box contained a combination of cast ballots and other election materials, so a
new box was created for the other election materials at this step.)

10) Creating scan batches and adding ballot IDs:
a) Volunteers divided the ballots in each box into one or more “scan batches.”
Each scan batch had an orange scan batch cover sheet. (Most scan batches
contained between 150 and 300 ballots.)
b) On the bottom of the back of each ballot, volunteers wrote a unique ballot ID
number in red ink. Bates stamps designated for this purpose broke down, so
most ballot IDs were hand-written by the volunteers.
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Media Media

Workflow schematics for the machine count (left) and hand count (right)
6) Workflow, key design parameters

a) Only one type of activity took place in the working area at any given time,
prioritizing clarity and observability over speed or efficiency.
i) This allowed the four official video cameras to capture all the activities in the
room.
ii) Itincreased the predictability of processes and made it easier to have all
materials under control during the lunch break and at the end of each day.
It allowed the activities to be organized in a way that kept the most
important action as close as possible to the observers.
We managed inventory and flow control over the materials subject to chain of
custody to make those materials as easy as possible for the audience to track
visually.
i) Only a limited number of ballots were at any given time unsealed out of the
boxes.
ii) Only a limited number of ballots were on the processing tables at any time.
iii) Only workers who were clearly identifiable (wearing bright yellow vests)
were allowed to move ballots from one station to another.
When activities changed, there was a clear demarcation.
i) The current activity was finalized.
ii) The transition was announced.
iii) The floor plan was set up for the next activity.
iv) Details of the next workflow were (re)announced.
v) Instructions were given to the volunteers as needed.
vi) The next workflow began.




everything livestreamed; observers allowed, outside “wire"

data products pushed to web daily

inventory all materials, log chain of custody

write identifiers on all ballots (red/green ink)

high-resolution images of all ballots

tabulate all ballots on all 4 machines

image memory cards and EPROMS

forensic examination of ballot paper

fiber optic inspection of scanners for dust

only sworn election officials touched ballots/machines until retabulation done
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Machine 1 Machine 2

overvote/undervote 14.5% 19.3%
rate in State Rep

contest machine

count, 2020

Machine 3

15.5%

Machine 4

16.0%
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Neopost DS-35

Product Detall Download POF Brochure

[hr]

Isn't your time too valuable to spend stuffing envelopes? Now the D535 can do it for you, simply and efficiently. The Neopost D535 Folder Inserter neatly

prepares your documents for mailing with ease and accuracy. It's quiet. It's simple. And you'll wonder how you ever got along without it.

State-of-the-art full color touch screen
15 programmable jobs

2 sheet and 1 insert/BRE feeders

No. 10 up to 6 x 9.5 envelopes

secure'n feed double detection







Number of erroneous overvotes on 75 ballots folded through Kristi aurent’s otherwise
unmarked vote target when the State Representative contest was fully voted for all four

1l-ta if Test deck available at
if deck with no
slection-1-unf ] f

head first oot first foot first
face down face up face down

. Laurent on 75 ballots folded through Kristi St. Laurent’s
otherwise unmarked vote target when only one candidate in that contest was s
tapes available a
deck available at
deck with no folds :
iments/test-e on-2-unfolded.pdf
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import numpy as np

from PIL import Image, ImageDraw, ImageFont
import os, sys, re, itertools

import cv2

import time

from cryptorandom import cryptorandom as cr

from cryptorandom.sample import random_sample
from permute.utils import hypergeom_conf_interval

# Contest
CONTEST = 'gov' # which contest to look at: 'rep' for State Representative, 'gov

for Governor

# fold detection settings

KERNEL_WIDTH = 5 width of Gaussian kernel for blurring the area with fold lines
CANNY_LO = 50 Thresholds for Canny filter before Hough

CANNY_HI = 150

RHO = 1 distance resolution in pixels of the Hough grid

THETA_RES = np.pi / 400 angular resolution in radians of the Hough grid

HOUGH_THRESH = 60 minimum number of votes (intersections in Hough grid cell)
MIN_HOUGH_LINE_LEN = 100 minimum number of pixels making up a line (consider raising to 100)
MAX_HOUGH_LINE_GAP = 25 # maximum gap in pixels between connectable line segments

LINE_DETECT_METHOD 'fld' # method for detecting lines. Use 'Hough' for probabilistic Hough method,
# 'fld" for fast line detector

CANNY_LENGTH_THRESHOLD = 50 # for fld

CANNY_APERATURE_SIZE = 5 # for fld

SLOPE_LIMIT = 0.8 # ignore lines with slopes larger than this

# image registration settings

MAX_FEATURES = 5000 # for warping ballot images to the template

GOOD_MATCH_FRAC = 0.15 # quantile of best features to keep for warping ballot images
SIDE_MATCH_THRESH = 0.6 # threshold for matching to front or back

# vote detection settings
VOTE_THRESH = 200 # mean gray value threshold in a vote target to consider it a marked oval

# reporting settings
SKIP = 0 # number of image files to skip, for parallel processing
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Verified extra possibles: 268
Verified over possibles: 609
Ratio: 268/609 = 0.44

Expected handcount extras: ~22

Estimated lost for St. Laurent: 99+22 = 121
Estimated extras for Rs: 299-22 = 277
Ratio: 121/277 = 0.44
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Other things we've checked:

Number of ballots: 10,006 +/- 2, as reported

Pollbook signatures

Absentee applications and envelopes (found three uncounted ballots)
Forensic inspection of ballots: printing, ink, hand-marking, paper thickness
Memory cards

EPROMs
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Forbes
BREAKING * BUSINESS

Trump Cheered An Election Review
In This Tiny New Hampshire Town
— Auditors Just Said There’s No
Proof Of Fraud

@ Listen to article 4 minutes

TopLINE When New Hampshire began auditing a state legislative race in the town

of Windham this month, former President Donald Trump suggested proof of
read voter fraud could be lurking in the small suburban community — but

Windham’s auditor: Thursday concluded there’s no evidence of vote-

the town, in anothe ointment for Trump supporters who have failed to

substantiate any of the wild claims of nationwide fraud in the November election.

51



= DfUmbIe Videos - Search Q O signin

©

. w

' 0
,;E',.%:‘.,MA [ ::V 'r"&':_:‘

il [ ey

LJV.‘:’I..}_ ( L ["jk

— 5 — ~ - —

: 3

: -

o4 FOCRPO someceen s HACKINS OECCRACY MEN HoPmE ™



= D rumble

Vidoos + Search

53



10:50 7 - T -
< Tweet

" Marylyn T@d

It does not answer the
question and you're going to
jail Harri!!! You never audited
the card Harri!! You put it in
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Kevin & WindhamNHAuditors - 6 days ago

Now the crappy machines are breaking down, too? How much is Soro's paying you guys? | will
never vote unless it is with paper ballots. | knew when Bush allowed machine ballots the sheep were
in big trouble. Ken is a hero, and thankfully a Christian, we win in the end, Satan doesn't get much
time.

Reply - Share >

Jovan Hutton Pulitzer asks if 28%
of ballots not counted in Windham,
NH is fraud or failure

jack

Assemble the gallows!

~ E GraniteGrok (%) # |
28 This comment has been preserved and will not be deleted. Last night, | was informed that it has
f been turned into the NH Attorney General's office as Philip Start feels that he has been threatened.

| cannot remove it as it is now considered to be possible evidence.




“Congratulations to the great Patriots of Windham, New Hampshire for their incredible

fight to seek out the truth on the massive Election Fraud which took place in New

Hampshire and the 2020 Presidential Election,” Trump wrote on May 6 on his now-
defunct blog. “People are watching in droves as these Patriots work tirelessly to reveal

the real facts of the most tainted and corrupt Election in American history.”

Spreaker

i, S—— 7 ) LIVE w/
ed, -

T

#JovanHuttonPulitzer
udited, and 2? 0,
prOVENi 28%  What? 28% of the ballots cast were

of the ballots ?
st werenor Mot counted? #WTF

counted! "
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What? 28% of the ballots cast were not counted? #WTF



In August 2021, some thoughtful person signed me up for:

BeNaughty
Blendr

Christian Filipina
Match

QurTime
QuickFlirt
WantUBad
Zoosk
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Case 1:21-cv-01864-CKK Document 19 Filed 11/10/21 Page 1 of 51

IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

PHILIP B. STARK and FREE SPEECH
FOR PEOPLE,

Plaintiffs,
v.

UNITED STATES ELECTION
ASSISTANCE COMMISSION,

Defendant.

Civil Action No. 1:21-cv-01864 (CKK)

PLAINTIFFS’ MEMORANDUM OF POINTS AND AUTHORITIES IN
OPPOSITION TO DEFENDANT’S MOTION TO DISMISS OR, IN THE
ALTERNATIVE, FOR PARTIAL SUMMARY JUDGMENT




A bit of research progress
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RiLACS: Risk-Limiting Audits via Confidence Sequences

Tan Waudby-Smith?!, Philip B. Stark?, and Aaditya Ramdas?

LCarnegie Mellon University
YUniversity of California, Berkeley

ianws@cmu.edu, stark@stat.berkeley.edu, aramdas@cmu.edu

November 16, 2021

Abstract

Accurately determining the outcome of an election is a complex task with many potential
sources of error, ranging from software glitches in voting machines to procedural lapses to
outright fraud. Risk-limiting audits (RLA) are statistically principled “incremental” hand counts
that provide statistical assurance that reported outcomes accurately reflect the validly cast
votes. We present a suite of tools for conducting RLAs using confidence sequences — sequences
of confidence sets which uniformly capture an electoral parameter of interest from the start of
an audit to the point of an exhaustive recount with high probability. Adopting the SHANGRLA
[1] framework, we design nonnegative martingales which yield computationally and statistically
efficient confidence sequences and RLAs for a wide variety of election types.




Non(c)esuch Ballot-Level Risk-Limiting Audits
for Precinct-Count Voting Systems

Philip B. Stark!0000-0002-3771-9604

ity of California, Y, stark@stat.berkeley.edu

s) guarantee a high probability of
es before the outcomes are certified.
icient RLASs use ballot-level comparison, comparing the vot-
m’ pretation of individual bal andom
(cast- um records, CVRs) from a trustworthy paper trail to a human
interpretation of the same car mparisons require the votin;
tem to create and expo s in 2 that can be linked to the in-
dividual ballots the CVRs purport to repre: . Such links can be created
by keeping the lmll: in the order in which they are
ing a unique s numb. ch ballot. But for prec
(PCOS), these strategies may compromise vote anony:
which ballots are cast may identify the voters
unique pseudo-random number (
card aft r las

a genuine nonce on each ballot or misreports the nonces it used, the
ompromised (however, the anonymity of votes

might be compromised). One method allows untrusted technolog;
d to imprint and to retrieve ballot cards. The method is adaptive
if the tochnology behaves properly, this protection does not increase the
wes, the
to confirm the reported results when the
‘hnlls Lu; r than if the imprinting and retrieval
is incorrect, the audit still limit:

misbehaved or not.
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ALPHA: AUDIT THAT LEARNS FROM PREVIOUSLY HAND-AUDITED

BALLOTS

BY PHILIP B. STARK !

! Department of Statistics, University of California, Berkeley, stark@stat.berkeley.edu

A risk-limiting election audit (RLA) offers a statistical guarantee:
the reported electoral outcome is incorrect, the audit has at most a known
maximum chance (the risk limit) of not correcting it before it becomes fi-
nal. BRAVO (Lindeman, Stark and Yates, 2012), based on Wald’s sequential
probability ratio test for the Bernoulli parameter, is the simplest and most
widely tried method for RLAs, but it has limitations. It cannot accommodate
sampling without replacement or stratified sampling, whic! .

iency and are sometimes required by law. It applies only to ballot-polling
audits, which are less efficient than comparison audits. It applies to plural-
ity, majority, super-majority, proportional representation, and instant-runoff
voting (IRV, using RAIRE (Blom, Stuckey and Teague, 2018)), but not to
other social choice functions for which there are RLA methods. And while
BRAVO has the smallest expected sample size among sequentially valid
ballot-polling-with-replacement methods when the reported vote shares are

actly correct, it can require arbitrarily large samples when the reported re
ported winner(s) really won but the reported vote shares are incorrect. Al
PHA is a simple generalization of BRAVO that (i) works for sampling with
and without replacement, with and without weights, with and without strati-
fication, and for Bernoulli sampling; (ii) works not only for ballot polling but
also for ballot-level comparison, batch polling, and batch-level comparison
audits; (iii) works for all I choice functions covered by SHANGRLA
(Stark, 2020), including approval voting, STAR-Voting, proportional repre-
sentation schemes such as D’Hondt and Hamilton, IRV, Borda count, and
all scoring rules; and (iv) in situations where both ALPHA and BRAV
ply, requires smaller samples than BRAVO when the reported vote shares
are wrong but the outcome is cor orders of magnitude in some
amples. ALPHA includes the lamll\ of betting martingale tests in RiILACS
(Waudby-Smith, Stark and Ramdas, 2021), with a different betting strategy
parametrized as an estimator of the population mean and explicit flexibilit
to accommodate sampling weights and population bounds that change with
each draw. A Python implementation is provided.
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Sweeter than SUITE: Supermartingale Stratified
Union-Intersection Tests of Elections

Jacob V. Spertus and Philip B. Stark*

University of California, Berkeley, Department of Statistics
jakespertus@berkeley.edu; pbstark@berkeley.edu

Abstract. Stratified sampling can be useful in risk-limiting audits (RLAs),
for instance, to accommodate heterogeneous voting equipment or laws

that mandate jurisdictions draw their audit samples independently. We

combine the union-intersection tests in SUITE, the reduction of RLAs

to testing whether the means of a collection of lists are all < 1/2 of
SHANGRLA, and the nonnegative supermartingale (NNSM) tests in AL-
PHA to improve the efficiency and flexibility of stratified RLAs. A simple,
non-adaptive strategy for combining stratumwise NNSMs decreases the

measured risk in the 2018 pilot hybrid audit in Kalamazoo, Michigan,
USA by more than an order of magnitude, from 0.037 for SUITE to

0.003 for our method. We give a simple, computationally inexpensive,
adaptive rule for deciding which stratum to sample next that reduces

audit workload by as much as 74% in examples. We also present NNSM-
based tests that are computationally tractable even when there are many

strata, illustrated with a simulated audit stratified across California’s

58 counties.




More Style, Less Work: Card-style Data Decrease Risk-limiting Audit
Sample Sizes

AMANDA K. GLAZER, JACOB V. SPERTUS, and PHILIP B. STARK, Department of Statistics, Uni-
versity of California, Berkeley

US. elections rely heavily on computers such as voter registration databases, electronic pollbooks, voting machines, scanners,
tabulators, and results reporting websites. These introduce digital threats to election outcomes. Risk-limiting audits (RLAs)
mitigate threats to some of these systems by manually inspecting random samples of ballot cards. RLAs have a large chance
of correcting wrong outcomes (by conducting a full manual tabulation of a trustworthy record of the votes), but can save
labor when reported outcomes are correct. This efficiency is eroded when sampling cannot be targeted to ballot cards that
contain the contest(s) under audit. If the sample is drawn from all cast cards, then RLA sample sizes scale like the reciprocal
of the fraction of ballot cards that contain the contest(s) under audit. That fraction shrinks as the number of cards per ballot
grows (i.c., when clections contain more contests) and as the fraction of ballots that contain the contest decreases (i.c., when
a smaller percentage of voters are cligible to vote in the contest). States that conduct RLAs of contests on multi-card ballots
or RLAs of small contests can dramatically reduce sample sizes by using information about which ballot cards contain which
contests—by keeping track of card-style data (CSD). For instance, CSD reduce the expected number of draws needed to audit
a single countywide contest on a 4-card ballot by 75%. Similarly, CSD reduce the expected number of draws by 95% or more
for an audit of two contests with the same margin on a 4-card ballot if one contest is on every ballot and the other s on 10%
of ballots. In realistic examples, the savings can be several orders of magnitude.

CCS Concepts: + Applied ing — Voting/electi ies; Computers in other domains; Computing in
government;

Additional Key Words and Phrases: Elections, audits, risk-limiting, ballots, card-style, sampling

ACM Reference format:

Amanda K. Glazer, Jacob V. Spertus, and Philip B. Stark. 2021. More Style, Less Work: Card-style Data Decrease Risk-limiting
Audit Sample Sizes. Digit. Threat.: Res. Pract. 2, 4, Article 32 (October 2021), 15 pages

https://doi.org/10.1145/3457907

Style is a way to say who you are without having to speak.
- Rachel Zoe
1 INTRODUCTION

The principle of evidence-based elections is that elections should provide convincing evidence that the reported
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They may look and look, yet not see: BMDs cannot be tested adequately
Philip B. Stark, Ran Xie

Bugs, misconfiguration, and malware can cause ballot-marking devices (BMDs) to print incorrect votes. Several approaches to testing BMDs have been proposed. In logic
and accuracy testing (LAT) and parallel or live testing, auditors input known test votes into the BMD and check the printout. Passive testing monitors the rate of "spoiled”
BMD printout, on the theory that if BMDs malfunction, the rate will increase noticeably. We show that these approaches cannot reliably detect outcome-altering problems,
because: (i) The number of possible interactions with BMDs is enormous, so testing interactions uniformly at random is hopeless. (ii) To probe the space of interactions
intelligently requires an accurate model of voter behavior, but because the space of interactions is so large, building an accurate model requires observing a huge number
of voters in every jurisdiction in every election--more voters than there are in most jurisdictions. (iii) Even with a perfect model of voter behavior, the number of tests
needed exceeds the number of voters in most jurisdictions. (iv) An attacker can target interactions that are expensive to test, e.g., because they involve voting slowly; or
interactions for which tampering is less likely to be noticed, e.g., because the voter uses the audio interface. (v) Whether BMDs misbehave or not, the distribution of
spoiled ballots is unknown and varies by election and possibly by ballot style: historical data do not help much. Hence, there is no way to calibrate a threshold for passive
testing, e.g., to guarantee at least a 95% chance of noticing that 5% of the votes were altered, with at most a 5% false alarm rate. (vi) Even if the distribution of spoiled
ballots were known to be Poisson, the vast majority of jurisdictions do not have enough voters for passive testing to have a large chance of detecting problems but only a
small chance of false alarms.
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A Declaration of Software Independence

Nojciech Jamroga!, Peter Y. A. Ryan'®) Steve Schneider?,
Carsten Schiirmann®, and Phlllp B. Stark*

1 Univ y of Luxembourg, Esch-sur-Alzette, Luxembourg
peter.ryanCuni.lu
2 Uni ity of Surrey, Guildford, England
3 IT University of Copenhagen, Copenhagen, Denmark
4 University of California, Berkeley, USA

Abstract. A voting 0 e port the outcome: it

should also provide suffici lence to convince reasonable observers

that the reported outcome is correct. Many deployed s; , notably

paperless DRE machines still in use in US elections, fail certainly the
ibly the first of these

pun plc and requirement for voting s;
reliance on software is “tamper-evident”,
to detect that material changes were nmdc to the softw
without inspecting that software. This important notion has so far been
formulated only informally.

Here, we provide more formal mathematical definitions of SI. This
exposes some subtleties and gaps in the original definition, among them:
what elements of a system must be trusted an election or system to
be SI, how to formalize “detection” of a change to an election outcome,
the fact that SI is with respect to a set of detection mechanisms (which
must be I and practical), the need to limit false alarms, and how SI
applies when the social choice function is not deterministic.
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Who Was that Masked Voter? The Tally
Won’t Tell!

0, Peter B. Roenne! (30, Dimiter O
Fatima-Ezzahra El Orche'(%), Najmeh Sorous
and Philip B. Stark?®)

! Interdisciplinary Centre for Security, Reliability, and Trust, SnT,
University of Luxembourg, Luxembourg City, Luxembourg
{peter.ryan,peter.roenne,dimiter.ostrev,fatimaezzahra.elorche,
najmeh.soroush}@uni.lu
2 Department of Statistics, University of California, Berkeley, CA, USA
stark@stat.berkeley.edu
3 ENS, CNRS, PSL Research University, Paris, Frang
fatimaezzahra.elorche@ens.fr

Abstract. We consider elections that publish anonymised voted ballots
or anonymised cast-vote records for transparency or verification pur-
poses, investigating the implications for privacy, coercion, and vote sell-
ing and exploring how partially masking the ballots can alleviate the
isste

Risk Limiting Tallies (RLT), which reveal only a random sample of bal-
lots, were previously propos ate some coercion threats. Mas
ing some ballots provides c with plausible deniability, while

limiting techniques ensure that the required confidence level in the

ction result is achieved. Risk-Limiting Verification (RLV) extended this

Here we show how these ideas can be generalised and made more
flexible and effective by masking at a finer level of granularity: at the
level of the components of ballots. In particular, we consider elections
involving complex ballots, where RLT may be vulnerable to pattern-
based vote buying. Wi ose various measures of
sistance and investigate how several sampling/m
inst these measures. Using methods from coding th

analyse signature attacks, bounding the number of voters who can
be coerced. We also define new quantitative measures for the level of
coercion-resistance without plausible deniability and the level of vote
buying-resistance without “frec lunch” vote sellers.

These results and the different strategics for masking ballots are of
general interest for elections that publish ballots for auditing, verifica-
tion, or transparency purpos

68



Assertion-Based Approaches to Auditing
Complex Elections, with Application
to Party-List Proportional Elections

Michelle Blom'!®, Jurlind Budurushi?®, Ronald L. Rivest®
Philip B. Stark?®, Peter J. ¥ nessa Teague®
and Damj

! School of Computin,

michelle.blom@unimelb.edu.au
? Cloudical Deutschland GmbH, Berlin, Germany
jurlind.budurushi@cloudical.io
3 Computer Science 11

Massachusetts Institute of Technology.
* Department of Statistics, University of Ca

3 Department of Data Scienc y

, Australia

P l‘l»\’lll(‘ Au

tions including plurality, multi-winner plurality, super-majority, Hamil-
ian methods, and instant runoff voting. How
atic approach to building assertions. Here, we
near dependence sformations of the vot
forme
ions :v\rh as Hamiltonian
free list elections and elections using the D'Hondt method, expanding
the set of social choice functions to which SHANGRLA applies directly.
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A Unified Evaluation of Two-Candidate
Ballot-Polling Election Auditing Methods*

Zhuoqun Huang!, Ronald L. Rivest?[0000-0002-71
Stark3[0000-0002-3771-9604] "y essp, Teague5[0000-000:
Damjan Vikcevic!/610000-0001-7780-9586]

! School of Mathematics and Statistics, University of Melbourne, Parkville, Australia
2 Computer Science & Artificial Intelli Laboratory, Massach Institute of
Technology, USA
% Department of Statistics, University of California, Berkeley, USA
* Thinking Cybersecurity Pty. Ltd.

5 College of Engineering and Computer Science, Australian National University
¢ Melbourne Integrative Genomics, University of Melbourne, Parkville, Australia
damjan.vukcevic@unimelb.edu.au

Abstract. Counting votes is complex and error-prone. Several statis
cal methods have been developed to assess election accuracy by manually
inspecting randomly selected physical ballots. Two ‘principled’ methods
are risk-limiting audits (RLAs) and Bayesian audits (BAs). RLAs use fre-
quentist statistical inference while BAs are based on Bayesian inference.
Until recently, the two have been thought of as fundamentally different.
We present results that unify and shed light upon ‘ballot-polling’ RLAs
and BAs (which only require the ability to sample uniformly at random
from all cast ballot cards) for two-candidate plurality contests, which
are building blocks for auditing more complex social choice functions,
including some preferential voting systems. We highlight the connections
between the methods and explore their performance.

First, building on a previous demonstration of the mathematical equiv-
alence of classical and Bayesian approaches, we show that BAs, suitably
calibrated, are risk-limiting. Second, we compare the efficiency of the
methods across a wide range of contest sizes and margins, focusing on
the distribution of sample sizes required to attain a given risk limit.
Third, we outline several ways to improve performance and show how
the i i explains the

Keywords: Statistical audit - Risk-limiting - Bayesian




Auditing Ranked Voting Elections with
Dirichlet-Tree Models: First Steps*

Floyd Everestl [0000—0002—2726—6736] Michelle B101112 [0000—0002—0459—-9917] Phl]lp
’ ’
B. Stark3[0000-0002-3771-9604] peter J. Stuckey?[0000-0003-2186-0459] Vapegsa,

s
Teagued0000-0003-2648-2565] 414 Damjan Vukeevicl6[0000-0001-7780-9586]

! School of Mathematics and Statistics, University of Melbourne, Parkville, Australia
2 School of Computing and Information Systems, University of Melbourne, Parkville,
Australia
3 Department of Statistics, University of California, Berkeley, CA, USA
4 Department of Data Science and Al, Monash University, Clayton, Australia
5 Thinking Cybersecurity Pty. Ltd., Melbourne, Australia
¢ Melbourne Integrative Genomics, University of Melbourne, Parkville, Australia
damjan.vukcevic@unimelb.edu.au

Abstract. Ranked voting systems, such as instant-runoff voting (IRV)
and single transferable vote (STV), are used in many places around the
world. They are more complex than plurality and scoring rules, pre-
senting a challenge for auditing their outcomes: there is no known risk-
limiting audit (RLA) method for STV other than a full hand count.
‘We present a new approach to auditing ranked systems that uses a sta-
tistical model, a Dirichlet-tree, that can cope with high-dimensional pa-
rameters in a computationally efficient manner. We demonstrate this ap-
proach with a ballot-polling Bayesian audit for IRV elections. Although
the technique is not known to be risk-limiting, we suggest some strategies
that might allow it to be calibrated to limit risk.
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Assessing the accuracy of the
Australian Senate count

Key steps for a rigorous and transparent audit

Michelle Blom Philip B. Stark

michelle.blom@unimelb.edu.au stark@stat.berkeley.edu

Peter J. Stuckey Vanessa Teague

peter.stuckey@monash.edu vanessa.teague@anu.edu.au

Damjan Vukcevic

damjan.vukcevicQunimelb.edu.au

June 23, 2022

1 Introduction

Australian paper-based elections counted in a polling place are carefully designed
to be both privacy-preserving and verifiable. Scrutineers can watch each voter put
a ballot paper in each box (one for the Senate and one for the House of Represen-
tatives), then watch the manual count of first preferences, or the two-candidate-
preferred count, after the polls close. The counting of postal votes can also be
scrutinised, although postal voting entails considerable trust in the postal service.
Senate votes are electronically counted after the ballot papers are scanned and the




Evidence-Based Elections
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= US elections neither tamper evident nor resilient.

74



= US elections neither tamper evident nor resilient.

= Need systems/procedures that can provide strong evidence that the reported
winners really won.
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= US elections neither tamper evident nor resilient.

= Need systems/procedures that can provide strong evidence that the reported
winners really won.

= Every electronic system is vulnerable to bugs, configuration errors, & hacking.
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Security properties of paper

= tangible/accountable
= tamper evident
= human readable

= large alteration/substitution attacks require physical access & many accomplices
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Security properties of paper

= tangible/accountable

= tamper evident

= human readable

= large alteration/substitution attacks require physical access & many accomplices

Not all paper is trustworthy
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ENVIRONMENT CRIME AND JUSTICE FOOD MEDIA INVESTIGATIONS

[l sANUARY 8, 2020

A New Voting System Promises
Reliable Paper Records. Security
Experts Warn It Can’t Be Trusted.

A just-released study says over ninety percent of errors introduced by ballot
marking devices go undetected.

A

FREEDOM TO TINKER

research and expert y on digital technologies in public life

3
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Serious design flaw in ESS ExpressVote touchscreen:
“permission to cheat”

'SEPTEMBER 14, 2018 BY ANDREW APPEL

Kansas, Delaware, and New J of purchasing voting machines with a serious design flaw, and they
should reconsider while there is stil time!
Over the past 15 years, almost all the states have moved away from paperless touchscreen voting systems (DR
optical-scan paper ballots. They've done so because if a paperless touchscreen is hacked to give fraudulent results, there's
and no way to correct; but f an optical scanner were hacked to give fraudulent results, the fraud could be
by a random audit of the paper ballots that the voters actually marked, and corrected by a recount of those paper
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Ballot-Marking Devices Cannot Ensure the Will of
the Voters

ndrew W. Appel =, Richard A. DeMillo, and Philip B. Stark

Published Online: 17 Sep 2020| https://doi.org/10.1089/€lj2019.0619
F Tools

Abstract

The complexity of U.S. elections usually requires computers to count ballots—but computers can be hacked, so election
integrity requires a voting system in which paper ballots can be recounted by hand. However, paper ballots provide no
assurance unless they accurately record the votes as expressed by the voters.

Voters can express their intent by indelibly hand-marking ballots or using computers called ballot-marking devices (BMDs).
Voters can make mistakes in expressing their intent in either technology, but only BMDs are also subject to hacking, bugs,
and misconfiguration of the software that prints the marked ballots. Most voters do not review BMD-printed ballots, and
those who do often fail to notice when the printed vote is not what they expressed on the touchscreen. Furthermore, there is
no action a voter can take to demonstrate to election officials that a BMD altered their expressed votes, nor is there a
corrective action that election officials can take if notified by voters—there is no way to deter, contain, or correct computer
hacking in BMDs. These are the essential security flaws of BMDs.

Riskdimiting audits can ensure that the votes recorded on paper ballots are tabulated correctly, but no audit can ensure that
the votes on paper are the ones expressed by the voter on a touchscreen: Elections conducted on current BMDs cannot be
onfirmed by audits. We identify two properties of voting systems, contestability and defensibility, necessary for audits to

onfirm election outcomes. No available BMD certified by the Election Assistance C ontestable or defensible.
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Hand-marked paper ballots are a record of what the voter did.
Machine-marked paper ballots are a record of what the machine did.

BMDs make voters responsible for catching & correcting machine

errors/bugs/hacks.

Experiments & polling-place observations show few voters check BMD printout;

fewer notice errors.
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Madison, Oconee, and Oglethorpe. The study, dated January 22, 2021, was
not published; its existence was discovered through a Georgia Open Records
Act request by The Atlanta Journal Constitution.> Dr. Gilbert does not
mention this study.
. The results of the Haynes and Hood (2021) study are summarized in the table
below. Less than 19 percent of voters looked at the BMD printout for 5
onds or more.
Duration of glance [ Percentage of voters
did not look at all [20.0 percent
31.3 percent
one to five seconds (299 percent

five seconds or more 18.8 percent

Contests

Clarke

Jackson

Madison

Oconee

[ Oglethorpe

Dougherty

[ Fulton

Minimum
estimated time
required to read
4 words per

included in Haynes
& Hood (2021)
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Did the reported winner really win?

= Procedure-based vs. evidence-based elections

= sterile scalpel v. patient’s condition
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= Procedure-based vs. evidence-based elections

= sterile scalpel v. patient’s condition
= Any way of counting votes can make mistakes

= Every electronic system is vulnerable to bugs, configuration errors, & hacking
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Did the reported winner really win?

= Procedure-based vs. evidence-based elections

= sterile scalpel v. patient’s condition
= Any way of counting votes can make mistakes
= Every electronic system is vulnerable to bugs, configuration errors, & hacking

= Did error/bugs/hacking cause the wrong candidate(s) to appear to win?
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Evidence-Based Elections

PB. Stark and D.A. Wagner
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1. INTRODUCTION
DEALLY, what should an election do? Certainly, an elec-
tion should find out who won, but we believe it also should
produce convincing evidence that it found the real winners—
o teport that it cannot. This is not automatic; it requires
thoughtful design of voting equipment, carefully planned and
implemented voting and vote counting processes, and rigorous
post-clection auditing.

While approximately 75% of US voters currently vote on
equipment that produces a voter-verifiable paper record of the
vote, about 25% vote on paperless electronic voting machines
that do not produce such a record [1].

Because paperless electronic voting machines rely upon
complex software and hardware, and because um is no
feasible way (o ensure that the voting software is free of
bugs or that the hardware is executing the proper soﬁwnm
there is no guarantee that electronic voting machines record
the voter’s votes accurately. And, because paperless voting
machines preserve only an electronic record of the vote
that cannot be directly observed by voters, there is no way
to produce convincing evidence that the electronic record
accurately reflects the voters” intent. Internet voting shares the
shortcomings of paperless electronic voting machines, and has

ditional yulnerabilities.

Numerous failures of electronic voting equipment have been
documented. Paperless voting machines in Carteret County,
North Carolina irtetrievably lost 4,400 votes; other machines
in Mecklenburg, North Carolina recorded 3,955 more votes
than the mumber of people who voted; in Bernalillo County,
New Mexico, machines recorded 2,700 more votes than voters;
inMaboning County. Ohio, some macines reported s negative

tal vote count; and in Fairfax, Virginia, county officials found
it or every hundred or so votes cast for one candidate, the
electronic voting machines subtracted one vote for her [2]
In short, when elections are conducted on paperless voting

GEORGETOWN LAW TECHNOLOGY REVIEW

EVIDENCE-BASED ELECTIONS:
CREATE A MEANINGFUL PAPER TRAIL, THEN
AUDIT

Andrew W. Appel” & Philip B. Stark™

CITE AS: 4 GEO. L. TECH. REV. 523 (2020)
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Voting system properties needed to justify public trust

= (Strong) Software Independence
= Contestability

= Defensibility
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Voting system properties needed to justify public trust

= (Strong) Software Independence
= Contestability
= Defensibility

DREs, BMDs, online voting have none of these properties.
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Risk-Limiting Audits (RLAs, Stark, 2008)

= If there's a trustworthy paper record of votes, can check whether reported winner

really won.
= Can manually count

= If you accept a controlled risk of not correcting a wrong reported outcome, can save
effort
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A risk-limiting audit has a known maximum chance of not correcting the reported
outcome if it's wrong & never changes correct outcomes.
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outcome if it's wrong & never changes correct outcomes.

Risk limit: largest possible chance of not correcting a wrong reported outcome, no
matter where or how errors/problems occurred.
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A risk-limiting audit has a known maximum chance of not correcting the reported
outcome if it's wrong & never changes correct outcomes.

Risk limit: largest possible chance of not correcting a wrong reported outcome, no
matter where or how errors/problems occurred.

Establishing whether paper trail is trustworthy involves other processes, generically,
compliance audits along w/ thorough canvass, ballot accounting, pollbook/participation
reconciliation, eligibility verification, demonstrably secure chain of custody, etc.
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A risk-limiting audit has a known maximum chance of not correcting the reported
outcome if it's wrong & never changes correct outcomes.

Risk limit: largest possible chance of not correcting a wrong reported outcome, no
matter where or how errors/problems occurred.

Establishing whether paper trail is trustworthy involves other processes, generically,
compliance audits along w/ thorough canvass, ballot accounting, pollbook/participation
reconciliation, eligibility verification, demonstrably secure chain of custody, etc.

DRE & BMD printout is not trustworthy, no matter how well it's protected.
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RLA pseudo-algorithm

while (!(full handcount) && !(strong evidence outcome is correct)) {

examine more ballots
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RLA pseudo-algorithm

while (!(full handcount) && !(strong evidence outcome is correct)) {
examine more ballots

}

if (full handcount) {

handcount result is final
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SCIENCES . sees-t
ENGINEERING 4 &3
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The National
Academies of

Elections should be conducted with human-readable paper ballots. Paper ballots form a body of evidence
that is not subject to manipulation by faulty software or hardware and that can be used to audit and verify the
results of an election. Human-readable paper ballots may be marked by hand or by machine (using a ballot-
marking device), and they may be counted by hand or by machine (using an optical scanner), the report says.
\Voters should have an opportunity to review and confirm their selections before depositing the ballot for
tabulation. Voting machines that do not provide the capacity for independent auditing — i.e., machines that do
not produce a printout of a voter’s selections that can be verified by the voter and used in audits — should be
removed from service as soon as possible.

States should mandate a specific type of audit known as a “risk-limiting” audit prior to the certification
of election results. By examining a statistically appropriate random sample of paper ballots, risk-limiting audits|
can determine with a high level of confidence whether a reported election outcome reflects a correct tabulation




Risk-Limiting Audits

= Endorsed by NASEM, PCEA, ASA, LWV, CC, VV, ...

= ~60 pilot audits in AK, CA, CO, GA, IN, KS, MI, MT, NJ, OH, OR, PA, RI, WA,
WY, VA, DK.

= CA counties: Alameda, El Dorado, Humboldt, Inyo, Madera, Marin, Merced,
Monterey, Napa, Orange, San Francisco, San Luis Obispo, Santa Clara, Santa Cruz,
Stanislaus, Ventura, Yolo.

= Routine statewide in CO since 2017. Statewide audits in AK, KS, WY in 2020.
= Laws in CA, CO, GA, NV, NJ, OH, OR, RI, TX, VA, WA
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Sets of Half-Average Nulls Generate
Risk-Limiting Audits: SHANGRLA

Philip B. Stark'

University of California, Berkels
stark@stat.berkeley. edu
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Sets of Half-Average Nulls Generate Risk-Limiting Audits
(SHANGRLA)

by Michelle Blom, Andrew Conway, Philip B. Stark, Peter J. Stuckey and Vanessa Teague.
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b; is ith ballot card, N cards in all.

1, ballot i has a mark for candidate

1candidate(bi) = {

0, otherwise.

1 ice bi -1 o b,‘ 1
AAlice,Bob(bi) = Al ( ) 2Bb( )+ E[O,l]

mark for Alice but not Bob, Aalice,Bob(bi) = 1.

mark for Bob but not Alice, Aalice,Bob(bi) = 0.

marks for both (overvote) or neither (undervote) or doesn't contain contest,

AA]ice,Bob(bi) - 1/2
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N
- 1
AR lice Bob = N > Aatice,Bob(bi)-

i=1
Mean of a finite list of N bounded numbers.

Alice won iff Aghce,Bob > 1/2.
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Plurality & Approval Voting

K > 1 winners, C > K candidates in all.

Candidates {wj }K_; are reported winners.

Candidates {KJ}J-C:_lK reported losers.
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Plurality & Approval Voting

K > 1 winners, C > K candidates in all.
Candidates {wj }K_; are reported winners.
Candidates {KJ}J-C:_lK reported losers.

Outcome correct iff

AP >1/2) foralll<k<K, 1<j<C—-K
ol J

w

K(C — K) inequalities.
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Plurality & Approval Voting

K > 1 winners, C > K candidates in all.
Candidates {wj }K_; are reported winners.
Candidates {/; J-C:_IK reported losers.

Outcome correct iff

A >1/2, foralll<k<K, 1<j<C-K

w

K(C — K) inequalities.

Same approach works for D'Hondt & other proportional representation schemes. (Stark
& Teague 2015)
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Super-majority

f € (0,1].

Alice won iff

(votes for Alice) > f x (valid votes for anyone)

Set

|~

,bj has a mark for Alice and no one else

-

A(bi) = ,  b; has a mark for exactly one candidate, not Alice

iR O N

, otherwise.

Alice won iff
AP > 1/2.



Borda count, STAR-Voting, & other additive weighted schemes

Winner is the candidate who gets most “points” in total.

salice(bi): Alice's score on ballot /.

Scand (bi): another candidate’s score on ballot /.

sT: upper bound on the score any candidate can get on a ballot.

Alice beat the other candidate iff Alice's total score is bigger than theirs:

SAlice(bi) - sc(bi) + 5+
2st '

AA]ice,C ( b/) =

Alice won iff AR}, . . > 1/2 for every other candidate c.
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Ranked-Choice Voting, Instant-Runoff Voting (RCV/IRV)

2 types of assertions (Blom et al. 2018):

1. Candidate i has more first-place ranks than candidate j has total mentions.
2. After a set of candidates E have been eliminated from consideration, candidate i is
ranked higher than candidate j on more ballots than vice versa.

Both can be written AP > 1/2.
Finite set of such assertions implies reported outcome is right.

More than one set suffices; can optimize expected workload.
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Auditing assertions

Test complementary null hypothesis AP < 1/2 sequentially.

= Audit until either all complementary null hypotheses about a contest are rejected at
significance level « or until all ballots have been tabulated by hand.

= Yields a RLA of the contest in question at risk limit c.

= No multiplicity adjustment needed.
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Sequential tests (Wald, 1945) and martingales

Key object: nonnegative (super)martingale
Sequence of rvs (Z;), j=1,... s.t.

+ E|Z] < oo

* E(Zjl4,.... Z) = (2)Z

= P(Z;>0)=1
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Ville’s inequality (1939)

If (Z}) is a nonnegative supermartingale, then for any a € (0,1] and all J € {1,..., N},

P> < .
Pr <1r21a§xJZJ > l/a) < aE|Z)|
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ALPHA: Audit that Learns from Previously
Hand-Audited Ballots

Philip B. Stark

University of California, Berkeley
February 3, 2022

Abstract. A risk-limiting clection audit (RLA) offers a statistical guarantee: if the reported
electoral outcome is incorrect, the audit has at most a known maximum chance (the risk
limit) of not correcting it before it becomes final. BRAVO [10], based on Wald’s sequen-
tial probability ratio test for the Bernoulli distrit s the most widely tried method for

y limi It cam mmodate or stratified
sampling, which can improve efficiency and are sometimes required by law. It applies onl
ballot-polling audits, which are less efficient than comp: audits. It applies to plurality,
majority, super-majority, proportional representation, and ranked-choice voting cont

or which there are RLA methods,

nt, and ge oring rules. And while BRAVO has

owith-replacement

amples when the reported reported winner(s) really won but the reported vote shares
are incorrect. ALPHA is a simple generalization of BRAVO that (i) works for sampling with
nd without replacement; (i) can be used with stratified sampling; (ili) works not only for
ballot-polling but a ballot-level comparison, batch-polling, and

ompa
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for all

o
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NC m_\ [19], in-

h
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ALPHA: Audit that Learns from Previously Hand-Audited
Ballots

P.B. Stark

Martingale method for testing hypotheses about the mean of a bounded population, using sampling with or
without replacement.

In application to election audits, it "learns" the altemative hypothesis from the audit data, in contrast to BRAVO,
‘which uses the reported results as the alternative.

Gotofile [ Cade=
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ALPHA (Stark, 2022)

Test 6 < u against the alternative 6 > p.

= X=X, X)) Xi €10, 1]

= ;= E(Xj|X’71) computed under the null 6 = p.

= n;=n(XI7Y), j=1,..., a predictable sequence: can't depend on Xj for k > .
To =1,

. v\
nzznlujl(&fjj+(uf—><f>,;_2),J=1,.... (1)

(T;) is a nonnegative supermartingale w/ expected value <1 if § < p.

Thus if 8 < p,
P{max T; > 1/a} < a.
J
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= Set audit parameters
= risk limit « € (0,1); # cards N, sampling method, u;, 1o
= Pick n(i, X'7t) € (ui, ui], where p; := E(X;|X'~1) is computed under the null.
= Initialize variables
= j < 0: sample number
= T < 1: test statistic
= S5 <« 0: sample sum
= m = 1/2: population mean under the null
= While T < 1/« and not all ballot cards have been audited:
= draw a ballot card at random
n j—j+1
= determine X; by applying assorter to selected card
= ifm<0, T+ oo;else T + Tuj_1 (XJ@ + (uy; — )9)711:,;7_0,;,5));
= S5+ X;
= if sampling w/o replacement, m <+ (N/2 — S)/(N —j + 1)
= if desired, break & conduct a full hand count
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Comparison audits

Use system'’s interpretation of individual ballots or batches of ballots.
Like checking an expense report.

b; is ith ballot, ¢; is cast-vote record for ith ballot.

A an assorter.

overstatement error for ith ballot is
Wi = A(C;) — A(b,’) < A(C,’) < u,

where u is an upper bound on the value A assigns to any ballot card or CVR.
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v := 2A° — 1, reported assorter margin.
B(bi,c):=(1—-wi/u)/(2—v/u)>0,i=1,...,N.
B assigns non-negative numbers to ballots.

Reported outcome correct iff
B>1)2
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Stratified sampling

Cast ballots are partitioned into S > 2 strata.
Stratum s contains Ny cast ballots.

Let 74? denote the mean of the assorter applied to just the ballot cards in stratum s.
Then

=

ZN A? = Zilxg.

s=1

=2

Can reject the hypothesis AP < 1/2 |f we can reject the hypothesis

N{7a <o)

seS
for all (55) 4 st Z _10s <1)2.

Union-Intersection Test
103



Sample design

= individual ballots?

= groups of ballots?

= stratify? (law, logistics, equipment capabilities, .. .)
= sampling probabilities?

= w/ replacement? w/o replacement? Bernoulli?

= fully sequential? escalation schedule?
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Open research questions

What is the class of social choice functions that can be audited with SHANGRLA?

If there are sufficient conditions, are there also necessary and sufficient conditions?
= Are all sets of necessary and sufficient conditions equally expensive to audit?

= Can “round-by-round” sampling reduce sample sizes?
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Wrinkles

= ~20% of U.S. voters don't vote on paper
= States adopting universal-use BMDs: paper trail hackable/untrustworthy

= inadequate rules for chain of custody, ballot accounting, pollbook reconciliation,
eligibility verification, ...

= need transparent high-quality randomness
= public ceremony of die rolls, published crypto-quality PRNG
= missing ballots; imperfect manifests (Bafiuelos & Stark 2012)
= producing CVRs linked to ballots while preserving vote anonymity; redacted CVRs

= preserve privacy but ensure the public can confirm audit didn’t stop too soon
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Open-source software

= auditTools

= ballotPollTools
= SUITE

= SHANGRLA
= ALPHA

= Arlo
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https://www.stat.berkeley.edu/~stark/Vote/auditTools.htm
https://www.stat.berkeley.edu/~stark/Vote/ballotPollTools.htm
https://github.com/pbstark/CORLA18
https://github.com/pbstark/SHANGRLA
https://github.com/pbstark/ALPHA
https://github.com/votingworks/arlo

Evidence-Based Elections: 3 C’s

= Voters CREATE complete, durable, verified audit trail.
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Evidence-Based Elections: 3 C’s

= Voters CREATE complete, durable, verified audit trail.

= LEO CARES FOR the audit trail adequately to ensure it remains complete and
accurate.
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Evidence-Based Elections: 3 C’s

= Voters CREATE complete, durable, verified audit trail.

= LEO CARES FOR the audit trail adequately to ensure it remains complete and
accurate.

= Verifiable audit CHECKS reported results against the paper
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