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Democracy Dies in Darkness

WASHINGTON POST LIVE > WASHINGTON POST LIVE - October 6, 2016

EAC Commissioner: It would take an army to
hack into our voting system



Russian-Speaking Hacker Selling
Access to the US Election
Assistance Commission

1in Cyber Threat Intelligence by Andrei Barysevich on December 15, 2016




Arguments that US elections can’t be hacked:

= Physical security
= Not connected to the Internet
= Tested before election day

= Too decentralized



Arguments that US elections can’t be hacked:
= Physical security

= "sleepovers," unattended equipment in warehouses, school gyms, ...

= |ocks use minibar keys
= bad/no seal protocols, easily defeated seals

= no routine scrutiny of custody logs, 2-person custody rules, ...
= Not connected to the Internet
= Tested before election day

= Too decentralized



Arguments that US elections can’t be hacked:
= Physical security

= Not connected to the Internet
= remote desktop software
= wifi, bluetooth, cellular modems, ... https://tinyurl.com/r8cseun
= removable media used to configure equipment & transport results
= Zip drives
= USB drives. Stuxnet, anyone?
= parts from foreign manufacturers, including China; Chinese pop songs in flash

= Tested before election day

= Too decentralized



Remote Access Statement | Election Systems & Software

v

https://essvote.com/media-center/press-statements/remote-access-statement/

ES&S voting machines across the nation do not have any form of remote
access capability. ES&S has never installed remote connection software
on any vote ...




Top Voting Machine Vendor Admits It
Installed Remote-Access Software on
Systems Sold to States

Remote-access software and modems on election equipment s the
worst decision for security short of leaving ballot boxes on a Moscow

street corner.’

By Kim Zetter

Jul 17 2018, 5:00am EiShare W Tweet & Snap
ADVERTISENH

WWIll simulation gar

IMAGE: SHUTTERSTOCK

ation's top voting machine maker has admitted in a letter to a fe
that the company installed remote-access software on clection-

management systems it sold over a period of six years, raising questions

about the security of those systems and the integrity of elections that were

conducted with them.

Inaletter sent to Sen. Ron Wyden (D-OR) in April and obtained recently by

fotherboard, Election Systems and Software acknowledged that it had
‘provided peAnywhere remote connection software ... to a small number of

customers between 2000 and 2006, which was installed on the election-

management system ESES sold them,
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Voting Machine

Hacking Village

Report on Cyber Vulnerabilities in

U.S. Election Equipment, Databases, and Infrastructure

September 2017

Co-authored by:
Matt Blaze, University of Pennsylvania
Jake Braun, University of Chicago & Cambridge Global Advisors
Harri Hursti, Nordic Innovation Labs
Joseph Lorenzo Hall, Center for Democracy & Technology
Margaret MacAlpine, Nordic Innovation Labs
Jeff Moss, DEFCON
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The results were sobering. By the end of the conference, every piece of equipment in the Voting Village
was effectively breached in some manner. Participants with little prior knowledge and only limited
tools and resources were quite capable of undermining the confidentiality, integrity, and availability
of these systems, including:

e The first voting machine to fall - an AVS WinVote model - was hacked and taken control of remotely
in a matter of minutes, using a vulnerability from 2003, meaning that for the entire time this machine
was used from 2003-2014 it could be completely controlled remotely, allowing changing votes,

observing who voters voted for, and shutting down the system or otherwise incapacitating it.

That same machine was found to have an unchangeable, universal default password - found with a
simple Google search - of “admin” and “abcde.”

An “electronic poll book”, the Diebold ExpressPoll 5000, used to check in voters at the polls, was
found to have been improperly decommissioned with live voter file data still on the system; this data

12



Moreover, a closer physical examination of the machines found, as expected, multiple cases of
foreign-manufactured internal parts (including hardware developed in China), highlighting the
serious possibility of supply chain vulnerabilities. This discovery means that a hacker’s point-of-entry
into an entire make or model of voting machine

could happen well before that voting machine rolls

off the production line. With an ability to infiltrate

voting infrastructure at any point in the supply

chain process, then the ability to synchronize and

inflict large-scale damage becomes a real

possibility. Also, as expected, many of these

systems had extensive use of binary software for

subcomponents that could completely control the

behavior of the system and information flow,

highlighting the need for greater use of trusted

computing elements to limit the effect of malicious

software. In other words, a nation-state actor with

resources, expertise and motive - like Russia -

could exploit these supply chain security flaws to

plant malware into the parts of every machine, and

indeed could breach vast segments of U.S. election

infrastructure remotely, all at once.




[EF CON 27 Voting Village Report!

Posted 9.26.19
The DEF CON Voting

Village has released its
findings from DEF CON 27! ISR AI

VOTING MACHINE
This is the third year we've HACKING VILLAGE

hosted the Voting Village, AUGUST 2019
and this year we were able
to give attendees access to
over 100 machines, all of
which are currently certified
for use in at least one US :
jurisdiction. The units tested included direct-recording
electronic (DRE) voting machines, electronic poll books, Ballot
Marking Devices (BMDs), Optical scanners and Hybrid
systems.

The hackers at DEF CON once again compromised every
single machine over the 2.5 day event, many of them with
trivial attacks that require no sophistication or special

knowledge on the part of the attacker. In too many cases
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Arguments that US elections can’t be hacked:

= Physical security
= Not connected to the Internet

= Tested before election day
= Dieselgate, anyone?
= Northampton, PA

= Too decentralized
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Expensive, Glitchy Voting Machines
Expose 2020 Hacking Risks

Paper ballots may be safer and cheaper, but local officials swoon at digital
equipment.

LIVE ON
BLOOMBERG

SHARE THIS
ARTICLE

Pennsylvania’
K1 Share voter called the local Democratic Party chairman to say a touchscreen in

w Tweet rolled down the ballot, the tick-

in Post
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(Bloomberg) -- The first sign something was wrong with Northampton County,

Pennsylvania’s state-of-the-art voting system came on Election Day when a voter

called the local Democratic Party chairman to say a touchscreen in her precinct
was acting “finicky.” As she scrolled down the ballot, the tick-marks next to

candidates she’d selected kept disappearing.

Her experience Nov. 5 was no isolated glitch. Over the course of the day, the new
election machinery, bought over the objections of cybersecurity experts,
continued to malfunction. Built by Election Systems & Software, the ExpressVote
XL was designed to marry touchscreen technology with a paper-trail for post-
election audits. Instead, it created such chaos that poll workers had to crack open
the machines, remove the ballot records and use scanners summoned from across

state lines to conduct a recount that lasted until 5 a.m.

In one case, it turned out a candidate that the XL showed getting just 15 votes had
won by about 1,000. Neither Northampton nor ES&S know what went wrong.




In Philadelphia, a three-person election commission discounted cybersecurity

warnings and, in February, selected ExpressVote XL from ES&S after a massive

lobbying effort. It has a 32-inch touchscreen at a cost of $29 million, or $27.59
per voter, not including roughly $3.8 million over 10 years in fees.

But the decision raised suspicions. State Auditor General Eugene DePasquale
noted that the request for proposals appeared to favor equipment of the XL’s type
and size. An investigation by City Controller Rebecca Rhynhart later found that
ES&S had courted the tiny commission for six years, spending almost half a

million dollars lobbying it. The company paid a $2.9 million penalty—the highest

in Philadelphia history—for failing to disclose lobbying on bid documents,

according to the city controller’s office.




Arguments that US elections can’t be hacked:

Physical security

Not connected to the Internet

Tested before election day

Too decentralized

market concentrated: few vendors/models in use

vendors & EAC have been hacked

demonstration viruses that propagate across voting equipment

“mom & pop” contractors program thousands of machines, no IT security
changing presidential race requires changing votes in only a few counties
small number of contractors for election reporting

many weak links
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Security properties of paper

= tangible/accountable
= tamper evident
= human readable

= large alteration/substitution attacks generally require many accomplices
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Security properties of paper

= tangible/accountable

= tamper evident

= human readable

= large alteration/substitution attacks generally require many accomplices

Not all paper is trustworthy: How paper is marked, curated, tabulated, & audited are
crucial.
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MotherJones

POLITICS ENVIRONMENT CRIME AND JUSTICE FOOD MEDIA INVESTIGATIONS

[ JJNRUl{ 3 JANUARY 8, 2020 |

A New Voting System Promises

Reliable Paper Records. Security
Experts Warn It Can’t Be Trusted.

A just-released study says over ninety percent of errors introduced by ballot
marking devices go undetected.

()

¢ ‘ﬁ Reporter




FREEDOM TO TINKER

research and expert commentary on digital technologies in public life

Serious design flaw in ESS ExpressVote touchscreen:
“permission to cheat”

SEPTEMBER 14, 2018 BY ANDREW APPEL

Kansas, Delaware, and New Jersey are in the process of purchasing voting machines with a serious design flaw, and they
should reconsider while there is still time!

Over the past 15 years, almost all the states have moved away from paperless touchscreen voting systems (DREs) to
optical-scan paper ballots. They’ve done so because if a paperless touchscreen is hacked to give fraudulent results, there’s
no way to know and no way to correct; but if an optical scanner were hacked to give fraudulent results, the fraud could be
detected by a random audit of the paper ballots that the voters actually marked, and corrected by a recount of those paper

ballots.




Ballot-Marking Devices (BMDs) Cannot Assure the Will
of the Voters

28 Pages - Posted: 21 May 2019 - Last revised: 4 Jan 2020

Andrew Appel

Princeton University

Richard DeMillo
Georgia Institute of Technology

Philip Stark
University of California, Berkeley

Date Written: April 21, 2019

Abstract

Computers, including all modern voting systems, can be hacked and misprogrammed. The scale and
complexity of U.S. elections may require the use of computers to count ballots, but election integrity requires
a paper-ballot voting system in which, regardless of how they are initially counted, ballots can be re- counted
by hand to check whether election outcomes have been altered by buggy or hacked software. Furthermore,
secure voting systems must be able to recover from any errors that might have occurred.

However, paper ballots provide no assurance unless they accurately record the vote as the voter expresses it.




Did the reported winner really win?

= Procedure-based vs. evidence-based elections

= sterile scalpel v. patient’s condition
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Did the reported winner really win?

= Procedure-based vs. evidence-based elections

= sterile scalpel v. patient’s condition
= Any way of counting votes can make mistakes
= Every electronic system is vulnerable to bugs, configuration errors, & hacking

= Did error/bugs/hacking cause losing candidate(s) to appear to win?

24



Evidence-Based Elections (Stark & Wagner, 2012)

Election officials should provide convincing public evidence that reported outcomes are
correct.

25



Evidence-Based Elections (Stark & Wagner, 2012)

Election officials should provide convincing public evidence that reported outcomes are
correct.

Absent such evidence, there should be a new election.

25



Risk-Limiting Audits (RLAs, Stark, 2008)

= If there’s a trustworthy voter-verified paper trail, can check whether
reported winner really won.

= If you accept a controlled “risk” of not correcting the reported outcome if it is
wrong, typically don't need to look at many ballots if outcome is right.

26



A risk-limiting audit has a known minimum chance of correcting the reported
outcome if the reported outcome is wrong (& doesn’t alter correct outcomes).
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A risk-limiting audit has a known minimum chance of correcting the reported
outcome if the reported outcome is wrong (& doesn’t alter correct outcomes).

Risk limit. largest possible chance of not correcting reported outcome, if reported

outcome is wrong.
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A risk-limiting audit has a known minimum chance of correcting the reported
outcome if the reported outcome is wrong (& doesn’t alter correct outcomes).

Risk limit. largest possible chance of not correcting reported outcome, if reported
outcome is wrong.

Wrong means accurate handcount of trustworthy paper would find different winner(s)
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A risk-limiting audit has a known minimum chance of correcting the reported
outcome if the reported outcome is wrong (& doesn’t alter correct outcomes).

Risk limit. largest possible chance of not correcting reported outcome, if reported
outcome is wrong.

Wrong means accurate handcount of trustworthy paper would find different winner(s)

Establishing whether paper trail is trustworthy involves other processes, generically,
compliance audits

27



RLA pseudo-algorithm

while (!(full handcount) && !(strong evidence outcome is correct)) {

examine more ballots

28



RLA pseudo-algorithm

while (!(full handcount) && !(strong evidence outcome is correct)) {
examine more ballots

}

if (full handcount) {

handcount result is final

28



SCIENCES . sees-t
ENGINEERING 4 &3
MEDICINE '

The National
Academies of

Elections should be conducted with human-readable paper ballots. Paper ballots form a body of evidence
that is not subject to manipulation by faulty software or hardware and that can be used to audit and verify the
results of an election. Human-readable paper ballots may be marked by hand or by machine (using a ballot-
marking device), and they may be counted by hand or by machine (using an optical scanner), the report says.
\Voters should have an opportunity to review and confirm their selections before depositing the ballot for
tabulation. Voting machines that do not provide the capacity for independent auditing — i.e., machines that do
not produce a printout of a voter’s selections that can be verified by the voter and used in audits — should be
removed from service as soon as possible.

States should mandate a specific type of audit known as a “risk-limiting” audit prior to the certification
of election results. By examining a statistically appropriate random sample of paper ballots, risk-limiting audits|
can determine with a high level of confidence whether a reported election outcome reflects a correct tabulation




Risk-Limiting Audits

= Endorsed by NASEM, PCEA, ASA, LWV, CC, VV, ...
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Role of math/stat

= Get evidence about the population of cast ballots from a random sample.

= Guarantee a large chance of correcting wrong outcomes; minimize work if the

outcome is correct.

= When can you stop inspecting ballots?

= When there's strong evidence that a full hand count is pointless

31



= Null hypothesis: reported outcome is wrong.
= Significance level (Type | error rate) is “risk”

= Frame the hypothesis quantitatively.

32



b; is ith ballot card, N cards in all.

1, ballot i has a mark for candidate

1candidate(bi) = {

0, otherwise.

AAlice,Bob(bi) = (]-Alice(bi) - ]-Bob(bi) + 1)/2

mark for Alice but not Bob, Aalice Bob(bi) = 1.
mark for Bob but not Alice, Aalice,Bob(bi) = 0.

marks for both (overvote) or neither (undervote) or doesn't contain contest,
Anlice,Bob(bi) = 1/2.

33



- 1N
Aglice,Bob = N Z AAliCG,BOb(bI')'

i=1
Mean of a finite nonnegative list of N numbers.

Alice won iff Aghce,Bob > 1/2.

34



Plurality & Approval Voting

K > 1 winners, C > K candidates in all.

Candidates {wj }K_; are reported winners.

Candidates {KJ}J-C:_lK reported losers.
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Plurality & Approval Voting

K > 1 winners, C > K candidates in all.
Candidates {wj }K_; are reported winners.
Candidates {KJ}J-C:_lK reported losers.

Outcome correct iff

AP >1/2) foralll<k<K, 1<j<C—-K
ol J

w

K(C — K) inequalities.
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Plurality & Approval Voting

K > 1 winners, C > K candidates in all.
Candidates {wj }K_; are reported winners.
Candidates {/; J-C:_IK reported losers.

Outcome correct iff

A >1/2, foralll<k<K, 1<j<C-K

w

K(C — K) inequalities.

Same approach works for D'Hondt & other proportional representation schemes. (Stark
& Teague 2015)

35



Super-majority

fe(1/2,1].

Alice won iff

(votes for Alice) > f x ((valid votes for Alice) + (valid votes for everyone else))

(1 —f) x (votes for Alice) > f x (votes for everyone else),

if, b; has a mark for Alice and no one else
A(bi) = ,  b; has a mark for exactly one candidate, not Alice

, otherwise.

N O N

Alice won iff

Ab > 12, 36



Borda count, STAR-Voting, & other additive weighted schemes

Winner is the candidate who gets most “points” in total.
salice(bi): Alice's score on ballot i.
Scand(bi): another candidate’s score on ballot i.

sT: upper bound on the score any candidate can get on a ballot.

Alice beat the other candidate iff Alice's total score is bigger than theirs:

Aalice.cand(bi) = (Satice(bi) — Scana(bi) +s1)/(2sT)

Alice won iff Aghce’cand > 1/2 for every other candidate.
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Ranked-Choice Voting, Instant-Runoff Voting (RCV/IRV)

2 types of assertions together give sufficient conditions (Blom et al. 2018):

1. Candidate i has more first-place ranks than candidate j has total mentions.
2. After a set of candidates E have been eliminated from consideration, candidate i is

ranked higher than candidate j on more ballots than vice versa.
Both can be written A> > 1/2.
Finite set of such assertions implies reported outcome is right.

(Sufficient but not necessary.)
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Auditing assertions

Test complementary null hypothesis AP < 1 /2.

= Audit until either all complementary null hypotheses about a contest are rejected at
significance level « or until all ballots have been tabulated by hand.

= Yields a RLA of the contest in question at risk limit c.

= No multiplicity adjustment needed.
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Martingales and sequential methods

Sequential testing originated w/ Wald (1945; military secret before).
Key object for sequential methods: martingale.
Sequence of rvs {Z;} s.t.

: ElZ] < o0

- B(Z1lZ,.. ., Z) = 2

40



Kolmogorov’'s inequality

If {Z;} is a nonnegative martingale, then for any p >0 and all J € {1,..., N},

Pr (max Z(6) > 1/p) < pE|Z,

Markov's inequality applied to optionally stopped martingales.
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Ballot-polling audits

Sample sequentially w/o replacement from a finite population of N non-negative items,
{x1,...,xn}, with x; > 0, Vj.

Total is Nx > 0. Value of the jth item drawn is X;.
If x =t EX; =t, so E(Xy/t) =1.

Given X1, ..., Xp, the total of the remaining N — n items is Nt — 3774 Xj, so the mean
of the remaining items is

NE-Y7a % t-mXiaX
N —n 1—n/N
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Define

Xi1/t, Nt >0,
Yl(t) = /
1, Nt =0,

andfor1<n< N -1,

Xnt17 , o X < Nt,

YnJrl(t) — + 1INV y. Zj 1)( J 17y

1, ZJ’-’::lXJ- > Nt.

Then E( n+1( )‘Yl,... Y, ) =1.
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Let Z,(t) =12, V().

E|Z| < max; x; < oo and
E(Zoa(8)|21(0), - Zo(8)) = B (Yaras()Za(8)| Z1(0), . Zul1))

Thus
(Zi(t), Zo(t), ..., 2Zn(1))

is a non-negative closed martingale.

Thus a P-value for the hypothesis X = t based on data Xi,... X} is
(maxi<jcy Zi(£)H AL

a4



Kaplan’s martingale (KMART)
Let S; = Zjl;zl Xy, S;=S;j/N, and j=1— (j — 1)/N. Define

1.0 "
J

Y,,E/ Il Xi———1
0 (7[Jt—5-

j=1 j—1

+ 1) dv.

Polynomial in ~ of degree at most n, with constant term 1.
Under the null, (Yj)j’\’:1 is a non-negative closed martingale with expected value 1.

Kolmogorov's inequality = for any J € {1,..., N},

Pr ( max Yj(t) > l/p) <p.

1<j<J
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Ballot-comparison audits

Use cast vote records (CVRs): system’s interpretation of each ballot.
Like checking an expense report.

b; is ith ballot, ¢; is cast-vote record for ith ballot.

A an assorter.

overstatement error for ith ballot is
Wi = A(C,') — A(b;) S A(C,') S u,

where u is an upper bound on the value A assigns to any ballot card or CVR.
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v = 2A€ — 1, reported assorter margin.
B(bi,c)=(1—-wi/u)/(2—v/u)>0,i=1,...,N.
B assigns non-negative numbers to ballots.

Reported outcome correct iff
B>1)2.

47



Stratified sampling

Cast ballots are partitioned into S > 2 strata.
Stratum s contains Ny cast ballots.

Let /_42 denote the mean of the assorter applied to just the ballot cards in stratum s.
Then

a6 1 i Ab i Ns
A° = — N;A; = — AP,
N s=1 s=1 N
Can reject the hypothesis AP < 1/2 if we can reject the hypothesis
N -
ﬁs€$ {NSAS < 65}

for all (Bs)3_; s.t. 3224 Bs < 1/2.
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Fishers Combining Function

{Ps(Bs)}2_; are independent random variables.

If Nses {%/_4? < Bs}, distribution of

S
—2) "In Py(Bs)
s=1

is dominated by chi-square distribution with 25 degrees of freedom.

Low-dimensional optimization problem.
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Sample design

= individual ballots?

= clusters of ballots?

= stratify? (logistics, equipment capabilities, . .

= sampling probabilities?

= fully sequential? batch-oriented?

)
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Bayes/Frequentist duality

Risk of an audit for a set of cast votes and a reported outcome:

= probability of not correcting outcome if reported outcome is wrong for that set of
votes

= 0 if reported outcome is correct for that set of votes
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Bayes/Frequentist duality

Risk of an audit for a set of cast votes and a reported outcome:

= probability of not correcting outcome if reported outcome is wrong for that set of

votes
= 0 if reported outcome is correct for that set of votes
= RLAs control maximum risk.

= Bayesian audits control weighted average of the risk. The prior determines the

weights in the average.
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Wrinkles

= transparent high-quality randomness
= missing ballots; imperfect manifests
= ability to produce CVRs linked to ballots

= redacted CVRs

= preserving privacy while ensuring the public can confirm audit didn't stop too soon
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Open-source software

= auditTools

= ballotPollTools
= SUITE

= SHANGRLA
= Arlo
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https://www.stat.berkeley.edu/~stark/Vote/auditTools.htm
https://www.stat.berkeley.edu/~stark/Vote/ballotPollTools.htm
https://github.com/pbstark/CORLA18
https://github.com/pbstark/SHANGRLA
https://github.com/votingworks/arlo

Evidence-Based Elections: 3 C’s

= Voters CREATE complete, durable, verified audit trail.

54



Evidence-Based Elections: 3 C’s

= Voters CREATE complete, durable, verified audit trail.

= LEO CARES FOR the audit trail adequately to ensure it remains complete and
accurate.
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Evidence-Based Elections: 3 C’s

= Voters CREATE complete, durable, verified audit trail.

= LEO CARES FOR the audit trail adequately to ensure it remains complete and
accurate.

= Verifiable audit CHECKS reported results against the paper
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= 255 state-level pres. races, 1992-2012, 10% risk limit

= BPA expected to examine fewer than 308 ballots for half.
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= 255 state-level pres. races, 1992-2012, 10% risk limit
= BPA expected to examine fewer than 308 ballots for half.
= 2016 presidential election, 5% risk limit

= BPA expected to examine ~700k ballots nationally (<0.5%)
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Risk-Limiting Audits

= ~50 pilot audits in CA, CO, GA, IN, MI, NJ, OH, OR, PA, RI, WA, VA, DK.

= CA counties: Alameda, El Dorado, Humboldt, Inyo, Madera, Marin, Merced,
Monterey, Napa, Orange, San Francisco, San Luis Obispo, Santa Cruz, Stanislaus,
Ventura, Yolo

= Routine in CO since 2017
= Laws in CA, CO, RI, VA, WA
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C @& https://results.enr.clarityelections.com

* Attorney General (Vote For 1) Click to see the map

Counties Reporting: 100 % Percentage Votes

Phil Weiser 51.60%
m George Brauchler 45.13%

William F. Robinson III 3.28%

2,489,719
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Sampling ballots: requirements

= ballots (25% of US voters don't have)
= ballot manifest

= good, transparent, verifiable source of randomness

= 20 public rolls of translucent 10-sided dice
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