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Desirable properties for voting systems

• (strong) software independence (Rivest & Wack)

• contestibility & defensibility (Appel, DeMillo, Stark)
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• Fine to use computers in elections where:

• failures won’t stop people from casting votes
• other processes will (w/ high prob) catch and correct material errors

• Sensible threshold for materiality: altered an electoral outcome.

• “Can be checked and corrected” isn’t enough. Need “will be checked and corrected.”
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Risk-Limiting Audit (RLA)

Limit risk that an incorrect outcome will be certified.

Corrects wrong reported outcomes w/ high probability.

Never alters a correct reported outcome.

Risk: maximum chance of certifying the outcome if the outcome is in fact wrong.

RLA cannot restore trustworthiness to a poorly run election.

Leverages trustworthiness of the vote record in a well-run election to provide affirmative
evidence that the reported winners really won–or correct the results if not.
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• Origin of RLAs: 2007 California Post Election Audit Standards Working Group

• Can audits help protect elections that rely on vulnerable technology?

• Typical statutory audits: fixed percentage of batches, no consequences

• Are the machines working properly?

• Detection (state-of-the-art 2007):

• the audit should have big chance of finding at least one error if outcome is wrong
• but errors often occur even when the outcome is right!

• Affirmative evidence:
• has the audit given strong evidence that the reported winners really won?
• if not, collect more evidence or hand-count all votes in trustworthy record to see who

won

“Trustworthy” means a complete, accurate count would show who really won.
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Some records born untrustworthy: malleable or vulnerable tech btw voter & record, such
as BMDs or client/Internet/server.

To stay trustworthy, need:

• physical inventories of ballots & other materials
• demonstrably secure chain of custody
• appropriate physical security
• eligibility audits
• ballot accounting
• pollbook and participation reconciliation
• comparisons with registration
• trustworthy upper bound on # validly cast cards containing each contest

Can’t have cyber-resilience w/o some physical security
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RLA pseudo-algorithm

Input: upper bound on cards cast, card identifiers, trustworthy collection of cards

Output: strong evidence that reported outcome is correct, the correct outcome, or
statement that available cards don’t suffice to determine the outcome

while (!(full handcount) && !(strong evidence outcome is correct)) {
examine more ballots

}

if (full handcount) {
if (missing cards couldn't change the outcome) {

handcount result replaces reported result
}
else {

declare outcome indeterminate
}

}
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• Endorsed by NASEM, PCEA, ASA, LWV, CC, VV, . . .

• ~60 pilot audits in about 17 states and DK

• Laws in ~15 states—not all good

• Methods for plurality, multi-winner plurality, supermajority, proportional
representation, IRV/RCV, Borda count, STAR-voting, all ‘scoring rules’
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Assorters: connect outcome correctness to means of lists

Plurality contest. Alice is the reported winner; Bob, Candy lost.
A → 1
B → 0
C, invalid → 1/2
Alice beat Bob if mean > 1/2

A → 1
C → 0
B, invalid → 1/2
Alice beat Candy if mean > 1/2
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Scoring rule: assign at most u points to each candidate. Highest sum wins.

Alice is the reported winner; Bob, Candy reportedly lost.

List for Alice v Bob:

value for ith card = score(Alice) − score(Bob) + u
2u

Alice beat Bob if mean > 1/2.

List for Alice v Candy:

value for ith card = score(Alice) − score(Candy) + u
2u

Alice beat Candy if mean > 1/2.

Lists are nonnegative.
18



Supermajority: the issue must receive at least a fraction f of the valid votes to pass.

List to confirm that the issue won, if it reportedly won:

value for ith card =


1
2f , card shows a vote for issue
0, card shows a vote against issue
1/2, card does not have a valid vote.

Issue received more than f of the valid votes if mean > 1/2.

List is nonnegative and bounded by 1/(2f ).
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Similar way to characterize winner of D’Hondt, Hamiltonian, STAR-Voting, IRV/RCV,
. . .

Only special cases of STV so far.
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Heuristic: in a series of fair or unfavorable games, it is unlikely that your fortune will
ever reach a large multiple of your initial stake.

Example: betting on a fair coin.

• Start with $1 stake.
• Bet on the outcome of the next coin toss:

• If coin lands heads, you get back your bet, doubled.
• If coin lands tails, you lose your bet.
• Can bet up to your current fortune, but can’t borrow.
• Can use any betting scheme whatsoever

• If you go broke, you’re out.

Chance fortune ever reaches $10 is at most 10% (1/10).
Chance it ever reaches $20 is at most 5% (1/20).
Chance it ever reaches k is at most 1/k.

If your fortune reaches $100, strong evidence that the coin isn’t fair.
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Betting on ballots

Create set of repeated casino games, at least one of which is fair or unfavorable if any
reported winner didn’t really win. (SHANGRLA + ALPHA)

• Each game involves betting on the next number sampled at random from a list.
• Each game involves a different list.
• If the outcome is wrong, the mean of at least one of the lists is ≤ 1/2.
• Start with a stake of $1 in each game.
• Bet using any “non-anticipating” strategy (can’t peek into the future).
• If your fortune gets to $20 in every game, audit stops.
• If you go broke in any game, do a full hand count.
• If you don’t get to $20 in every game (or get bored), full hand count.
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Betting on the mean

µ: hypothesized upper bound on the mean.

In tth game, wager λt on the value Xt that will be drawn next. (Constraints on λt

ensure wealth ≥ 0)

µt is (upper bound on) the mean of the list after t − 1st draw, if the null is true.

Bet pays λt(Xt − µt): expected value ≤ 0

Wealth after tth wager is

Mt :=
t∏

i=1
(1 + λi(Xi − µi)), (1)

If null is true, expected to break even or lose money on each bet.
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For sampling with replacement, µt is the same in each draw.

For sampling without replacement,

µt = 1
N − t + 1

Nµ −
t−1∑
j=1

Xj

 .
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Ville (1939): In a sequence of fair or
sub-fair wagers in which you aren’t allowed
to borrow money, the chance you ever
multiply your bankroll by k is at most 1/k
At most 5% chance you get to $20 in
every game if any reported winner didn’t
really win.
Thus, RLA with risk limit 5%.
Better betting strategies → more efficient
audits: current research.
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Unlikely to make much money unless the game is favorable.

If game is favorable, what betting strategy will grow wealth fastest?
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Picking the bet λt
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Wald’s sequential probability ratio test
(SPRT)

• Developed during WWII, but seen as
so useful it was kept secret until 1945

• Error control is special case of Ville’s
inequality

• Also proved (essential) optimality
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E -value: nonnegative random variable ϵ that has expected value 1 under the null.

E -process: stochastic process (ϵt)t∈N such that for an arbitrary stopping time τ , ϵτ is an
E -value

• If ϵ is an E -value, 1 ∧ 1/ϵ is a P-value
• If (ϵt) is an E -process, (1 ∧ 1/ϵt) is a sequence of anytime-valid P-values
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Blending Bayesian and Frequentist perspectives

Rigorous frequentist error control, but can use Bayesian reasoning, priors, etc., to set the
bets.

• If the null is false, good prior helps grow wealth quickly and reject with a small
sample size.

• If the null is true, no matter how you bet, unlikely to reject the null.
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Common misconceptions

• RLAs are “tabulation audits”

• RLAs work by checking whether the vote shares in the sample “match” the
reported vote shares.

• RLAs assume that errors/malfunctions/problems are distributed randomly.

• RLAs are worthwhile even if the paper trail isn’t trustworthy.
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RLA isn’t “tabulation audit.” Doesn’t check tabulation: checks who won.

ballot 1 ballot 2 ballot 3 ballot 4 ballot 5 ballot 6 ballot 7 ballot 8
machine Alice Alice Alice Alice Bob Bob Bob none
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RLA isn’t “tabulation audit.” Doesn’t check tabulation: checks whether accurate
tabulation would find the same winners.

ballot 1 ballot 2 ballot 3 ballot 4 ballot 5 ballot 6 ballot 7 ballot 8
machine Alice Alice Alice Alice Bob Bob Bob none
reality Bob none none none none none Alice Alice

Every ballot was mistabulated, and the totals are wrong:

tally Alice Bob non-vote
machine 4 3 1
reality 2 1 5

But Alice really won, so it’s appropriate for an RLA to stop without a full handcount.
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Addressing other misconceptions

• RLAs do not work by comparing the vote shares in the sample to the reported vote
shares: they assess the evidence that the reported winners won.

• RLAs do work whether errors/misbehavior is “random” or adversarial: the risk
calculations assume “worst-case”

• Applying RLA procedures to untrustworthy vote records cannot provide evidence
that reported outcomes are correct: security theater.
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Overstatement-net-equivalence

• Any change to the CVRs that keeps vote totals the same (more generally, that
keeps assorter totals the same) does not affect correctness

• Any set of CVRs that yields in the same reported winner(s) can be used for auditing

• “Transitive” audits and ONEAudit
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Phantoms-to-zombies

• Replace any missing data with worst-case data

• Can only increase the measured risk: can’t compromise the risk Limit

• Useful for dealing with unaccounted-for ballots, unretrievable ballots, missing CVRs,
. . .
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Formalizing RLAs as an interactive proof

Trust assumptions:

• upper bound on the number of validly cast cards in each contest

• no cards altered or added (losing cards is OK)

• identifiers on cards can’t be added or changed once audit starts

Don’t need to trust that prover reported identifiers accurately, labeled every card, didn’t
re-use labels, etc.
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Abuse

RLAs increasingly used to distract from a “game-over” problem: no trustworthy,
organized, complete record of expressed preferences of eligible voters who validly cast
ballots.

E.g., GA SoS Raffensperger claimed that a (deeply flawed) audit of one contest in 2020
based on untrustworthy paper trail “reaffirmed that the state’s new secure paper ballot
voting system accurately counted and reported results.”
https://sos.ga.gov/news/historic-first-statewide-audit-paper-ballots-upholds-result-
presidential-race
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