
3KLOLS %� 6WDUN � 'HSW� RI 6WDWLVWLFV � 8QLYHUVLW\ RI &DOLIRUQLD � %HUNHOH\� &$ ����������

0U� $OH[ 3DGLOOD
6HFUHWDU\ RI 6WDWH
���� ��WK 6WUHHW
6DFUDPHQWR� &$ �����

-DQXDU\ ��� ����

&RPPHQWV RQ 96$3 VHFXULW\ GHIHFWV DQG FHUWLILFDWLRQ

'HDU 6HFUHWDU\ RI 6WDWH 3DGLOOD�

, DP 3URIHVVRU RI 6WDWLVWLFV DQG $VVRFLDWH 'HDQ RI 0DWKHPDWLFDO DQG 3K\VLFDO 6FL�
HQFHV DW WKH 8QLYHUVLW\ RI &DOLIRUQLD� %HUNHOH\� , VHUYH RQ WKH %RDUG RI $GYLVRUV RI
WKH 8�6� (OHFWLRQ $VVLVWDQFH &RPPLVVLRQ �($&�� , VHUYHG RQ IRUPHU 6HFUHWDU\ RI
6WDWH 'HEUD %RZHQ¶V 3RVW (OHFWLRQ $XGLW 6WDQGDUGV :RUNLQJ *URXS� , KHOSHG GUDIW
$%��� 6%���� $%����� DQG $%����� DQG , KDYH VHUYHG RQ \RXU ZRUNLQJ JURXS WR
GUDIW UHJXODWLRQV WR LPSOHPHQW $%�����

, ZULWH DV DQ LQGLYLGXDO� QRW DV D UHSUHVHQWDWLYH RI P\ HPSOR\HU� WKH 86 ($&� RU DQ\
RWKHU HQWLW\� 7KH RSLQLRQV H[SUHVVHG EHORZ DUH P\ RZQ�

7KH 96$3 V\VWHP KDV D QXPEHU RI VHULRXV VHFXULW\ DQG XVDELOLW\ IODZV� , GR QRW WKLQN
LW VKRXOG EH FHUWLILHG XQWLO DQG XQOHVV DOO FULWLFDO LVVXHV KDYH EHHQ IL[HG� YHULILHG WR
KDYH EHHQ IL[HG E\ DGGLWLRQDO WHVWLQJ� DQG WKH UHPHGLDWLRQV DQG WHVWLQJ UHVXOWV KDYH
EHHQ SXEOLVKHG�

:KLOH WKHUH DUH VHULRXV VHFXULW\ SUREOHPV ZLWK VHYHUDO SDUWV RI WKH 96$3 V\VWHP� EH�
ORZ , IRFXV SULPDULO\ RQ WKH EDOORW�PDUNLQJ GHYLFH �%0'��

7KH LQWULQVLF VHFXULW\ IODZV RI %0'V KDYH RQO\ UHFHQWO\ EHHQ XQGHUVWRRG DQG GRFX�
PHQWHG� /LNH DOO HOHFWURQLF GHYLFHV� %0'V FDQ EH PLVFRQILJXUHG DQG KDFNHG� 3RVW�
HOHFWLRQ DXGLWV� LQFOXGLQJ ULVN�OLPLWLQJ DXGLWV� FDQQRW GHWHFW RU FRUUHFW SUREOHPV WKDW
FDXVHG %0'V WR SULQW LQFRUUHFW YRWHV RQ WKH SDSHU UHFRUG� ,W KDV EHHQ WDFLWO\ DVVXPHG
WKDW YRWHUV ZLOO FKHFN WKH SULQWRXW WKHPVHOYHV DQG UHSRUW SUREOHPV� +RZHYHU� HPSLUL�



FDO UHVHDUFK RYHU WKH ODVW WZR \HDUV VKRZV WKDW YRWHUV WKHPVHOYHV UDUHO\ FKHFN WKH SD�
SHU UHFRUG²HYHQ ZKHQ SURPSWHG WR GR VR YHUEDOO\ DQG LQ ZULWLQJ²DQG UDUHO\ GHWHFW
HUURUV LQWURGXFHG E\ %0'V� 0RUHRYHU� UHVHDUFK RQ WKH XQGHUO\LQJ VHFXULW\ PRGHO IRU
%0'V �ZKLFK UHOLHV RQ YRWHUV WR GHWHFW PDOIXQFWLRQV DQG KDFNLQJ� VKRZV WKDW HYHQ LI
YRWHUV FRXOG EH UHOLHG XSRQ WR FDWFK DQG UHSRUW WKH YDVW PDMRULW\ RI HUURUV� WKDW ZRXOG
QRW VXIILFH WR PDNH HOHFWLRQV FRQGXFWHG ODUJHO\ RQ %0'V WUXVWZRUWK\�

5LVN�OLPLWLQJ DXGLWV RI %0'V GR QRW WHVW ZKHWKHU WKH %0'V IXQFWLRQHG FRUUHFWO\�
WKHUH LV QR WHVWLQJ SURFHGXUH WKDW FDQ LQ SUDFWLFH� 6HH 6WDUN �����E��

�� 7KH V\VWHP UHTXLUHV DOO LQ�SHUVRQ YRWHUV WR XVH WKH %0'� 7KLV XQGHUPLQHV WKH
WUXVWZRUWKLQHVV RI WKH SDSHU WUDLO� DV VKRZQ E\ 'H0LOOR HW DO� ������� $SSHO HW
DO� ������� 6WDUN �����DE�� DQG %HUQKDUG HW DO� ������� HIIHFWLYHO\ HOLPLQDWLQJ
WKH VHFXULW\ DGYDQWDJH RI D SDSHU UHFRUG RI WKH YRWHV� 8QWLO WKHUH LV D GHPRQVWUD�
EO\ EHWWHU RSWLRQ� YRWLQJ V\VWHPV VKRXOG XVH KDQG�PDUNHG SDSHU EDOORWV SULPDU�
LO\� UHVHUYLQJ %0'V IRU YRWHUV ZKR UHTXLUH DFFRPPRGDWLRQV WR YRWH LQGHSHQ�
GHQWO\�

�� 7KH GHVLJQ RI WKH 96$3 %0' LV GHIHFWLYH IURP D VHFXULW\ SHUVSHFWLYH� WKH EDO�
ORW SDVVHV XQGHU WKH SULQWKHDG DIWHU WKH YRWHU ODVW VHHV WKH SDSHU� 7KLV HQDEOHV
WKH ³RSSRUWXQLW\ WR PDUN´ IODZ�
KWWSV���VHFXULRVD�FRP�SRVWV�KRZBWKHBH[SUHVVYRWHB[OBFRXOGBDOWHUBEDOORWV�KWPO
7KH XVH RI D FDP WR OLIW WKH SULQWKHDG ZKLOH WKH EDOORW LV FDVW LV QRW DGHTXDWH
SURWHFWLRQ� EHFDXVH WKDW FDP LV LWVHOI FRQWUROOHG E\ VRIWZDUH� 7KH SDSHU SDWK
IRU FDVWLQJ WKH EDOORW VKRXOG QRW LQFOXGH WKH SULQWKHDG� 7KH EDOORW ER[ VKRXOG
EH SK\VLFDOO\ VHSDUDWH IURP WKH %0'� RU DW OHDVW QRW LQ WKH VDPH SDWK DV WKH
SULQWHU�

�� :KLOH , KDYH QRW EHHQ DEOH WR YHULI\ WKLV IURP WKH GRFXPHQWDWLRQ� WKH %0'
DSSHDUV WR KDYH DQ ³DXWRFDVW´ IXQFWLRQ� DOVR NQRZQ DV ³SHUPLVVLRQ WR FKHDW�´
ZKHUHE\ D YRWHU FDQ WHOO WKH PDFKLQH WR SULQW DQG FDVW WKH SDSHU EHIRUH WKH VHOHF�
WLRQV KDYH EHHQ SULQWHG�
KWWSV���IUHHGRP�WR�WLQNHU�FRP������������VHULRXV�GHVLJQ�IODZ�LQ�HVV�H[SUHVVYRWH�
WRXFKVFUHHQ�SHUPLVVLRQ�WR�FKHDW� ,I WKDW LV WUXH� WKH IHDWXUH VKRXOG EH HOLPL�
QDWHG�

�� $SSO\LQJ 5/$ SURFHGXUHV WR %0' RXWSXW GRHV QRW UHVXOW LQ D WUXH 5/$� EH�
FDXVH WKH SDSHU WUDLO LV QRW WUXVWZRUWK\� WKH %0' FDQ SULQW VRPHWKLQJ RWKHU
WKDQ ZKDW WKH YRWHU VDZ RQ WKH VFUHHQ RU KHDUG WKURXJK WKH DXGLR LQWHUIDFH� $V D
UHVXOW� WKHUH LV QR ZD\ WR HQVXUH WKDW LQFRUUHFW RXWFRPHV DUH �ZLWK KLJK SUREDELO�
LW\� FRUUHFWHG E\ WKH DXGLW�

�� 0DQ\ DGPLQLVWUDWLRQ IXQFWLRQV UHTXLUH URRW DFFHVV� 7KLV LV D VHULRXV VHFXULW\
IODZ� 7KH V\VWHP VKRXOG EH UH�GHVLJQHG ZLWK DSSURSULDWH UROHV DQG SHUPLVVLRQV



VR WKDW URXWLQH IXQFWLRQV LQYROYHG LQ HOHFWLRQ FRQILJXUDWLRQ DQG YRWH WDEXODWLRQ
GR QRW UHTXLUH URRW DFFHVV� 5RRW DFFHVV VKRXOG EH UHVHUYHG IRU KLJKO\ WUXVWHG
LQGLYLGXDOV ZKR JHQXLQHO\ QHHG LW�

�� , XQGHUVWDQG WKDW WKH ³PRUH´ EXWWRQ KDV EHHQ LPSURYHG� EXW , VWURQJO\ VXVSHFW
WKDW WKH XVHU LQWHUIDFH ZLOO OHDG VRPH YRWHUV WR RYHUORRN VRPH FDQGLGDWHV� $
SRVVLEO\ EHWWHU VROXWLRQ ZRXOG EH WR UHTXLUH YRWHUV WR YLHZ DOO SDJHV RI D FRQWHVW
EHIRUH DOORZLQJ WKHP WR PDNH D VHOHFWLRQ LQ WKH FRQWHVW� 7KLV LVVXH UHTXLUHV
VHULRXV� VFLHQWLILF XVHU WHVWLQJ� QRW DG KRF WZHDNV�

+HUH DUH SRVVLEOH VKRUW�WHUP PLWLJDWLRQV�

� *LYH HYHU\ YRWHU WKH RSWLRQ WR KDQG�PDUN D SDSHU EDOORW LQ SHUVRQ LQ HYHU\
SROOLQJ ORFDWLRQ� 7KLV FDQ EH DFFRPSOLVKHG E\ GHYHORSLQJ EDOORW�RQ�GHPDQG
SULQWHUV WR DFFRPPRGDWH WKH UDQJH RI EDOORW VW\OHV DQG EDOORW ODQJXDJHV /RV $Q�
JHOHV HOHFWLRQV UHTXLUH�

� 'LVDEOH WKH %0' EDOORW ER[� XVH D WUDGLWLRQDO EDOORW ER[� 7KLV VROYHV WKH DX�
WRFDVW SUREOHP DQG WKH SULQWKHDG SUREOHP� 3URYLGH EDOORW SULYDF\ VOHHYHV IRU
YRWHUV ZKR QHHG DVVLVWDQFH FDUU\LQJ D EDOORW WR D EDOORW ER[ DQG FDVWLQJ LW�

5HIHUHQFHV�

� $SSHO� $�� 5� 'H0LOOR� DQG 3�%� 6WDUN� ����� %DOORW�0DUNLQJ 'HYLFHV �%0'V�
&DQQRW $VVXUH WKH :LOO RI WKH 9RWHUV
KWWSV���SDSHUV�VVUQ�FRP�VRO��SDSHUV�FIP"DEVWUDFWBLG �������

� %HUQKDUG� 0�� $� 0F'RQDOG� +� 0HQJ� -� +ZD� 1� %DMDM� .� &KDQJ� DQG -�$�
+DOGHUPDQ� ����� &DQ 9RWHUV 'HWHFW 0DOLFLRXV 0DQLSXODWLRQ RI %DOORW 0DUN�
LQJ 'HYLFHV" 3URFHHGLQJV RI WKH ��VW ,((( 6\PSRVLXP RQ 6HFXULW\ DQG 3ULYDF\�
3UHSULQW�
KWWSV���MKDOGHUP�FRP�SXE�SDSHUV�EPG�YHULILDELOLW\�VS���SGI

� 'H 0LOOR� 5�� 5� .DGHO� DQG 0� 0DUNV� ����� :KDW 9RWHUV DUH $VNHG WR 9HULI\
$IIHFWV %DOORW 9HULILFDWLRQ� $ 4XDQWLWDWLYH $QDO\VLV RI 9RWHUV¶ 0HPRULHV RI
7KHLU %DOORWV�
KWWSV���SDSHUV�VVUQ�FRP�VRO��SDSHUV�FIP"DEVWUDFWBLG �������

� 6WDUN� 3�%�� ����� $Q ,QWURGXFWLRQ WR 5LVN�/LPLWLQJ $XGLWV DQG (YLGHQFH�%DVHG
(OHFWLRQV� 7HVWLPRQ\ WR WKH &DOLIRUQLD /LWWOH +RRYHU &RPPLVVLRQ�
KWWSV���ZZZ�VWDW�EHUNHOH\�HGX�aVWDUN�3UHSULQWV�OKF���SGI

� 6WDUN� 3�%�� ����� %DOORW�PDUNLQJ GHYLFHV �%0'V� DUH QRW VHFXUH HOHFWLRQ WHFK�
QRORJ\� OHWWHU WR WKH *HRUJLD +RXVH RI 5HSUHVHQWDWLYHV 6XEFRPPLWWHH RQ 9RWLQJ
7HFKQRORJ\
KWWSV���ZZZ�VWDW�EHUNHOH\�HGX�aVWDUN�3UHSULQWV�EPG���SGI



� 6WDUN� 3�%�� ����� 7KHUH LV QR 5HOLDEOH :D\ WR 'HWHFW +DFNHG %DOORW�0DUNLQJ
'HYLFHV
KWWSV���DU[LY�RUJ�DEV�����������

� KWWSV���YVDS�ODYRWH�QHW�ZS�FRQWHQW�XSORDGV���������96$3B%0'�SDSHU�SDWK�SGI
� KWWSV���IUHHGRP�WR�WLQNHU�FRP������������VHULRXV�GHVLJQ�IODZ�LQ�HVV�H[SUHVVYRWH�
WRXFKVFUHHQ�SHUPLVVLRQ�WR�FKHDW�

� KWWSV���IUHHGRP�WR�WLQNHU�FRP������������GHVLJQ�IODZ�LQ�GRPLQLRQ�LPDJHFDVW�
HYROXWLRQ�YRWLQJ�PDFKLQH�

� KWWSV���IUHHGRP�WR�WLQNHU�FRP������������DQ�XQYHULILDELOLW\�SULQFLSOH�IRU�YRWLQJ�
PDFKLQHV�

� KWWSV���VHFXULRVD�FRP�SRVWV�KRZBWKHBH[SUHVVYRWHB[OBFRXOGBDOWHUBEDOORWV�KWPO

6LQFHUHO\�
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