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Executive Summary

How can we determine whether vote-counting systeswne performed well in specific

elections? We need to check the evidence. Compatesystems may produce incorrect results
due to programming errors or deliberate subverdtoen hand counts may be erroneous. Risk-
limiting audits systematically check the electiatammes reported by vote-counting systems.
Specifically, a risk-limiting audit checks some @dtballots or voter-verifiable records in search
of strong evidence that the reported election autcwas correct — if it was. Specifically, if the
reported outcome (usually the set of winner(sid®rrect then a risk-limiting audit has a large,
pre-specified minimum chance of leading to a falht count that reveals the correct outcome. A
risk-limiting audit can stop as soon as it find®sy evidence that the reported outcome was
correct. (Closer elections generally entail chegkitore ballots.)

Risk-limiting audits are highly adaptable. If amgt system can be audited at all, a risk-limiting
audit is feasible. Risk-limiting audits can cheakle plurality contests, multi-winner contests,
measures requiring a super-majority, and so ork-Rrsting audits can be conducted for any
number of contests in a single election, often@isirsingle sample for greater efficiency. Risk-
limiting audits can begin very soon after the etact- perhaps even before all the votes have
been counted — or later in the process, as lotigh@sremains to correct any incorrect outcomes.

Any jurisdiction can conduct a risk-limiting audityt the following conditions must be satisfied:

1. Audit trail : The audit requires a durable record that acclyre¢éeords each voter’'s
selections — a physical ballot or some alternativilne voter has not verified the record,
then we cannot know whether it accurately recdnds/bter’s selections.

2. Preservation and security (chain of custody)To be assured of yielding correct results,
the audit trail should be preserved inviolate. Bcages are needed to ensure, and to
demonstrate, that the audit trail has been predeoreat worst that any changes did not
alter the outcome.

3. Commitment to vote subtotals, or an alternativelf the audit uses the voting system’s
reported subtotals (such as precinct vote totalsedch candidate), then the subtotals used
in the audit must verifiably be the same subtatierted by the voting system, and must
verifiably add up to the vote totals.

4. Clear standards for determining whether a vote is &lid and interpreting voter
intent: An audit can only yield reliable results if it apgs explicit, previously established
standards for what should count as a valid vote.

Generally, risk-limiting audit requirements candreacted in relatively simple legislation (or the
equivalent) that does the following:

» Defines a risk-limiting audit
» Says which election contests should be subjeaskeimiting audits, or how these
contests should be chosen



Determines the risk limit (the maximum chance #aaditing a contest with an incorrect
outcome willnotlead to a full hand count)

Sets the time frame for completing risk-limitingdits

Establishes or requires procedures for checkingntiegrity of the audit trail, randomly
selecting the audit sample, facilitating public etstion, reporting audit results, and
other aspects of the audit

(Post-election audit provisions should be harmahizgh existing provisions for recounts and
other ways of contesting or correcting electionultss For instance, it may be appropriate to
adjust the time frame for recounts, and/or to negyfull hand recounts in very close contests in
lieu of auditing those contests.)

Most audit implementation details can be estabtisheegulations and/or written procedures,
subject to public comment and made available tgti#ic. Omitting implementation details
from the legislation can facilitate improvementsisk-limiting audit procedures based on
experience, new equipment, and other changed cstaunoes.

Risk-limiting audits come in several varieties,wiarious benefits and requirements.
Understanding the choices can help in deciding wbantests to audit.

The most efficient audits aballot-level comparison auditén which the voting system
interpretation of individual ballots — typicallyaerded in Cast Vote Records — is
compared with the audit interpretation of the sdnaléots. But many voting systems
either do not record Cast Vote Records or prova@nactical way to match them with
the corresponding ballots. (Also, the use of Case\Records can raise voter privacy
concerns.) Sometimes it is feasible to performllbkvel comparison audit of a
secondary system —tiansitive audit

Comparison audits at the batch levetor instance, auditing the voting system’s
subtotals for certain precincts — sometimes areerfeasible than ballot-level comparison
audits, but they are less efficient. In smallertests (for instance, those with under 100
batches), batch-level audits may require auditamngd fractions of the ballots even when
contests are not very close.

Ballot-polling auditsbased on a random sample of ballots — withouteefe to the
voting system interpretation of those ballots — rhaymore efficient than batch-level
comparison audits, especially for contests thahatevery close.

If ballot-level comparison audits are feasible rtitemay be reasonable to conduct risk-limiting
audits in all contests, or in many of them. If emtrvoting systems do not support ballot-level
comparison audits, a jurisdiction may choose tataethtively few contests in the short term,
until it can obtain more auditable systems.



Introducing Risk-Limiting Audits

Why audit?

State and federal voting system testing and ceatibn help ensure that voting systems used in
the U.S. can count ballots accurately and secundiite protecting voter privacy. But this kind

of front-end regulation isn’t enough. It is goodhiave evidence that voting systems can perform
well in laboratory conditions, but how do we knoemhwell they have performed in a particular
election?

History tells us that election fraud can happemm@ater experts have shown that voting systems
can be hacketiBut even if we set aside fraud and tampering, m@nkthat no voting system can
operate to perfection. Neither can humans. Machimssterpret ballots; humans mismark
ballots. Errors happen, as in a 2006 lowa couritpgoy election where many absentee votes
were inadvertently awarded to the wrong candidaéesuse of faulty ballot programming; a
hand recount altered the outcome in two confeis. cannot know how widespread those errors
are — and whether they have actually altered electutcomes — unless we look. In March 2012,
a routine audit in Palm Beach County, Florida réag#hat two city council contests had been
certified with the wrong outcomeé’s!

Post-election auditdook for evidence that the original vote countseveubstantially accurate.
When (and as far as) an audit confirms the accus&tlye original count, it provides a basis for
public confidence that the voting systems perform&they should. If the audit finds errors, then
the errors can be corrected, and steps can be talpggavent or reduce similar errors in the
future.

How accurate is a “substantially” accurate votent® he answer depends on the context, but
we all want vote counts to lag leastaccurate enough to correctly determine the outcevhe:
won, or that a runoff is needed. Yet most postte@aaudits are not designed with that goal in
mind! Nineteen states have some sort of post-electiudit requirement, but most of those
procedures are somewhat arbitrary. They sometietgsre far more work than needed to

! On security issues pertaining to voting systems, useful sources of information are Californiaspfto-Bottom
Review (TTBR) and Ohio’s Project EVEREST. Theseal&s, both completed in 2007, found major sectilitys
in every system submitted for inspection. Ohio'sretary of state concluded that “no system usdahio is
without significant and serious risks to votingeigtity” (Project EVEREST Report of Findings, avhlaat
http://www.sos.state.oh.us/sos/upload/everest/@befsrysEVERESTExecutiveReport.pdf 76). Extensive
documents from the TTBR are availabléntip://www.sos.ca.gov/voting-systems/oversight/togrottom-
review.htm

2 The incident is described in Sean Flaherty, “IfAge of Computerized Voting, Is It Possible to Main Voting
Integrity?”, available atvww.votetrustusa.org/index.php?option=com_ conteas&tview&id=1460&Itemid=113
3 Jennifer Sorentrue, Dara Kam, and George Berff&tount shows wrong winners declared in two Wetiim
election races,Palm Beach Post Newslarch 19, 2012, updated March 20, 2012, at
http://www.palmbeachpost.com/news/recount-showsagiwinners-declared-in-two-wellington-2247602.html
* Here we use “post-election audits” to refer toeviatbulation audits, which check whether votes eezpreted
and tallied (totaled) correctly. Obviously otheintys should be checked after an election, as parbooader post-
election audit and/or other post-election proceslWée discuss some of those crucial checks irpéyper.
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confirm the election outcome; at other times, theyvide far too little information. Risk-
limiting auditsare designed to solve the problem of verifying tb&coutcomes.

What is a “risk-limiting audit"?

A risk-limiting audit checks some voted balfbis search of strong evidence that the reported
election outcome was correct — if it was. If thpaged outcome is incorrect, then the audit
usually will lead to a full hand count that revetile correct outcome. By design, once the audit
finds strong evidence that the reported outcomeawsa®ct, it can stop. Thus, the audit
intelligently adapts to the facts of a particulecion. (Closer elections generally entail
checking more ballots.)

More formally, a risk-limiting audit is a procedui@ manually checking a sample of ballots (or
voter-verifiable records) that is guaranteed toehavarge, pre-specified chance of correcting the
reported outcome if the reported outcome is wr@Ag.outcome is wrong if it disagrees with the
outcome that a full hand count would shé\ithe largest chance that an outcome will not be
corrected by the audit — given that it is incorrecs$ the risk limit in that audit. For instanck, i

the risk limit is 10%, then if the outcome is wrotigere isat leasta 90% chance that the audit
will lead to a full hand count that corrects it.€Thisk limit calculation is based on worst-case
assumptions; the actual chance of correcting a gvooticome may be much larger than 100%
minus the risk limit, depending on how and why dhiécome is wrong.

Risk-limiting audits generally proceed by selectarginitial sample of ballots and interpreting
them by hand, then determining whether the audgtraxpand. The number of ballots in the
initial sample depends on various things, includimgmargin of victory in the contest: the
narrower the margin, the larger the initial sampieghe most common kind of risk-limiting
audit, the audit stops if auditors find very feifeliences between the voting system
interpretatiofl and the audit interpretation of the votes on #ramed ballots.

Risk-limiting audits can lead to a full hand coufthe initial sample does not yield sufficiently
strong evidence that the reported outcome is cpitteen the audit escalates: additional ballots
are selected and interpreted by hand. Escalatiotineees until there is sufficient evidence that
the outcome is correct—or, if the evidence neveobees strong enough, until all votes have
been hand counted. If there is a full hand coumévieals whether the reported outcome was
correct. The hand-count outcome replaces the @ligimtcome if the original was incorrect.

Benefits of risk-limiting audits

Risk-limiting audits can confirm correct outcomesyefficiently, depending on the method
used. The most efficient audits use individualdiallcomparing the audit interpretation of each
ballot in the sample to the voting system interg@iienh of the ballot. This approach is much more

® Alternatively, but less desirably, the audit cae wther voter-verifiable records, as discusseoviel

® This definition assumes that the audit trail i@t — that no ballots have been added, removealtered — or at
least sufficiently intact that the outcome accogdio the audit trail is still correct.

" The voting system is the entire process by whimles are counted, so the voting system interpogtatiay
combine electronic and hand counts.



efficient than sampling precincts and countingladl ballots in each sampled precinct, a
common approach. However, it is not always possibleractical to retrieve the voting system
interpretation of each ballot. Fortunately, rigkiling methods have been developed to
accommodate a wide variety of voting systems.system can be audited at all, a risk-limiting
audit is feasible.

Risk-limiting audits are highly adaptable — and aoly in the variety of voting systems that can
be audited. Risk-limiting audits can check simglegity contests, multi-winner contests,
measures requiring a super-majority, and so ork-IRisting audits can be conducted for any
number of contests in a single election, oftengisisingle sample for greater efficierfdgisk-
limiting audits can begin very soon after the etatt- in some cases even before all the votes
have been counted — or later in the process, gsdsitime remains to correct any incorrect
outcomes.

Beyond confirming outcomes, risk-limiting auditsxcgeld extensive information about voting
system accuracy. Because risk-limiting audits agghed to check election outcomes, some
people mistakenly think that they canly check election outcomes. On the contrary, risk-
limiting audits offer outstanding opportunitiesrigorously and efficiently investigate voting
system performance, fostering high quality and iootal improvement.

Why not simply hand count all ballots in the firstplace?

Some jurisdictions do hand count all ballots, Iatt is no reason not to check their counts. Any
method of counting votes — including hand countirgan produce wrong results. Routine risk-
limiting audits provide incentives for accuracytie original counts, and the audit results may
be useful to improve counting procedures for hamthts as well as other methods.

In many jurisdictions, hand counting is time-congugnlabor-intensive, and prone to human
error, especially as fatigue sets in. Machinesraheerable to errors in their own right, but they
never become distracted or bored. Combining maatonets with efficient audits provides two
separate checks on the results, and may provideegraccuracy than either machine counts or
hand counts alone.

What is the starting point for an audit?

Any jurisdiction can conduct a post-election rigkiting audit, but the following conditions
must be satisfied first:

1. Audit trail: The audit requires a durable record that accyradelords each voter’'s
selections. This record may be a physical ballopassibly a VVPR (“voter-verifiable
paper record”) from a direct recording electrofdRE) voting machiné.If the voter has
not verified the record, then we cannot know whethaccurately records the voter’'s

8 As we discuss later, the most efficient approacauditing multiple contests depends on circumsianc

° In principle, alternatives tomapertrail are possible, including voter-verified audiodit trails (VVAAT) and
video audit trails (VVVAT). Whatever the meritsthiese alternatives, they are not widely availabke also the
discussion of audit trails below.



selections. Paper ballots marked by voters aremkle to VVPRS, which voters may or
may not review. (For simplicity, we will generaligfer to the auditable records as
“pallots.”)

2. Preservation and security (chain of custody)Eor an audit to yield correct results, the
ballots used in the audit should be the same Isatlast in the election — none added,
none subtracted, none altered. Thus, proceduresaded to ensure, and to demonstrate,
that the ballots have been preserved inviolatat @rorst that any changes did not alter
the election outcome(s). These procedures maydadballot accounting, seals and locks
to control access to the ballots, chain-of-custetyrds, video surveillance, and so on.

3. Commitment to vote subtotals, or an alternativeMost post-election audits rely on the
voting system'’s reported vote subtotals for paléicaets of ballots. (A set might consist,
e.g., of all ballots cast in a precinct — or it itipe an individual ballot.) Thus, these
subtotals must exist, and they must be committe@hat is, like the audit trail itself, the
subtotals used in the audit must verifiably bedhme subtotals reported by the voting
system, and must verifiably add up to the votelso@aommitment can pose thorny
issues, especially when sampling individual balldg¢e will discuss these issues, and
some risk-limiting audit methods that do not depené commitment to vote subtotals.

4. Clear standards for determining whether a vote is &lid and interpreting voter
intent: An audit can only yield “correct” results if it ples explicit, previously
established standards for what counts as a vat&l vo

What about other kinds of post-election audits?

Most current audit requiremenhtsall for fixed-percentage, fixed-size, or tierednples. For
instance, New York has a fixed-percentage auditirement: a random sample of 3% of voting
machines or systems used in the election is dranghall votes on all ballots cast on those
systems are audited. Wisconsin has a fixed-siagineggent: In major general elections, 50
municipalities are randomly selected to audit setagewide contests. Oregon has a tiered
requirement: The required sample depends on tletegpmargin of victory, ranging from 3%

of precincts (or batches) in most cases to 10%efipcts if the reported margin is less than 1%.
(Oregon mandates a full recount in certain casteifeported margin is less than 0.2%.)

All these audits can provide useful informationt bane is risk-limiting, and the difference
matters. Some existing audit provisions offer n@ansewhatsoever by which incorrect outcomes
can be corrected. All these provisions mandate kEsntbat are sometimes far too small to
provide strong evidence about the outcome — ovasely, needlessly large in many
circumstances. Also, they have inadequate ruleddoiding when an audit must continue —
again, sometimes too permissive to provide strafidpace about the winner, and sometimes
needlessly restrictive. Existing audit provisionssld not be indiscriminately scrapped, but

19 Comprehensive information about state audit reguénts is available via Citizens for Election Imiigg
Minnesota's (CEIMN) State Audit Laws Searchabledbalse,

http://www.ceimn.org/searchable databases/staté $awls. CEIMN also maintains a State Recount Laws
Searchable Database hdip://www.ceimn.org/ceimn-state-recount-laws-sbahte-database/search
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replacing or integrating them with risk-limiting @its can provide better results, and actually
reduce the burden in some cases.

Risk-limiting audits also can be combined wdliscretionary partial recountsr other partial
hand counts. For instance, Minnesota (which doésamduct risk-limiting audits) allows
candidates in certain contests to select up t@tprecincts to be hand-counted at their own
expense. Other states give candidates wide digorigirequest hand counts at their own
expense. Many states formally or informally pereféction officials to conduct partial hand
counts to check voting system results. Such meshenprovide ways of investigating
anomalous results that might evade the audit, eslpeif the anomalies do not bring the
outcome into question.

Implementing risk-limiting audits

Risk-limiting audits, like other policy requiremsntan be implemented through any
combination of legislation, formal rule-making, ¢igft operating procedures, and actual
practice. For instance, pilot risk-limiting auditsCalifornia were framed by a state law
(AB2023, 2010) that defined risk-limiting auditsdaget some broad parameters for conducting
pilots; the details were left to the county elestadficials and consultants who actually
conducted the pilots.

In general, we recommend legislation that carefdéfines the essential elements and
prerequisites of a risk-limiting audit system wH#aving most implementation details to rule-
making and local jurisdictions. Given the diversifyelection systems and political cultures
across the United States, we cannot give comprafeerecommendations for what should

happen at each level in every state. Accordingl/address a range of issues here that should be
of interest — to varying degrees — to state lefistaand officials, local election officials, and

other policy stakeholders who want to implemerk-lisiiting audits in their jurisdictions.

™ For information on pilot audits conducted under 283 through early 2012, see the March 1, 2012Rép the
Legislature ahttp://www.sos.ca.gov/admin/reports/2012/post-&ecaudit-report-20120301.pdEarlier pilots are
discussed in Joseph Lorenzo Hall et al., “ImplenmgnRisk-Limiting Post-Election Audits in Califoraj” paper
presented at the 2009 EVT/WOTE annual meeting)ablei at
http://static.usenix.org/events/evtwote09/tech/fodipers/hall.pdfand Philip B. Stark, “Efficient Post-Election
Audits of Multiple Contests: 2009 California tesfsaper presented at the CELS 2089Ahnual Conference on
Empirical Legal Studies, available \li¢tp://papers.ssrn.com/sol3/papers.cfm?abstract 443314




Risk-Limiting Audits: Scope and Methods

A basic question when designing and implementiskrlimiting audits is: Which election
contests should be audited in this way? Ideallgrgeontest in every election should undergo a
risk-limiting audit. But a jurisdiction may choogeaudit some contests and not otHérEime

and cost are important considerations — and the éind cost of auditing depends in part on the
specific audit method used. We now turn to somseudision of methods, then return to the
guestion of which contests to audit.

“Batch” audits and ballot-level audits

Most post-election audits — risk-limiting and othehave been “batch” audits: A jurisdiction
selects certain batches of ballots to audit, ssdha ballots cast in particular precincts, or on
particular voting machines, and counts all the setéhin each batch. Often these batches
correspond to subtotals that are already routipehbtished. For instance, many jurisdictions
publish canvass reports of vote counts in eachme@nd then audit some of the precincts.
Batches can be substantially smaller than enteeipcts.

Unfortunately, batch audits are not particularffjoegnt when the batches are large. Auditing
individual ballots is much more efficient. For iaste, sampling and checking 500 ballots from
all over a jurisdiction reveals more than coun&@@ ballots from just one precinct. The reason
is that the errors that the audit is intended tecteare by no means guaranteed to be evenly
spread across the jurisdiction. If you were teséirigpwl| of cake batter to see whether you
accidentally added a tablespoon of salt, you woolkdvant to rely on one large taste from one
corner of the bowl, because the salt might notiemly mixed. You would rather try several
smaller tastes from different parts of the bowiniarly, if miscounts are concentrated in
relatively few batches for some reason — suchaatesd programming errors, bad pens in certain
precincts, or fraud designed to evade detecti@niaudit — examining all the ballots in just one
batch, or just a few batches, easily could mismtHeis far better to sample ballots from all over
the jurisdiction. Thus, although batch audits aorerfamiliar, ballot-level auditgenerally are
more effective. Ballot-level audits do pose praadtchallenges.

Comparison audits, transitive audits, and ballot-pdling audits

Most post-election audits — risk-limiting and othenave been comparison audits: The voting
system tabulation of a batch (or its “count” ofiadividual ballot) is compared with the audit's
tabulation of the same ballots. If the results mated the audit count is accurate, then either the
voting system count was error-free, or any erréiged each other. A comparison audit offers the
best means of assessing the voting system’s agcukdzallot-level comparison audit is ideal

for that purpose: Not only is it most efficient,thiureveals the most information about which
ballots are being miscounted in what ways.

If ballot-level comparison audits are the mostaéint, why discuss any other method? Because
ballot-level comparison audits are not always faasiBallot-level comparisons entail matching

12 Even if some contests are not audited, ensuriaigathcontests are potentially subject to audiy ime beneficial.
See the discussion on page 18.



a physical ballot with the voting system interptieta of that ballot. Most voting systems today
provide no way to do that. Some voting machinesatceven record the interpretations of
individual ballots, but simply tally their intergegions. Others record the interpretation of each
ballot as a Cast Vote Recai@VR), but offer no practical way to trace a CVRk#o the
corresponding ballot; some even take measurest@pt such a trace. Also, some methods of
tying CVRs to ballots raise privacy concerns. W&edss possible solutions to these problems
later.

While batch comparison audits almost always arsilés two alternative methods reap some
advantages by using ballot-level samples. We hriafroduce these methods here.

The first is called a transitive audit. In a trdivel audit, the ballots in an election are re-
interpreted by a secondary system, in a way thamipethe secondary system’s interpretation of
each ballot to be matched with the corresponditigto’ (This may entail adding identification
numbers to the ballots, or rescanning the ballotelatively small batches such that a ballot can
be reliably identified as, say, “the"3®allot in batch #12.”) If the tabulation by thecsadary
system yields the same outcome the voting systdm dven if the vote totals differ — then we
can conduct a ballot-level comparison audit onsé@ndary results. If that audit provides strong
evidence that the secondary outcome is right, h@iso provides strong evidence that the voting
system outcome is right.

An obvious disadvantage of a transitive audit esriked to rescan all the ballots — but the
advantage of sampling individual ballots, instefdrdire batches, may justify this expense if a
ballot-level comparison audit using the systemegbrd is impossible. A transitive audit
independently retabulates the results from thetarad; if that secondary tabulation agrees with
the original, it provides some reassurance thaotlggnal is correct. A transitive audit can yield
other benefits as well, because the secondary seanise used for purposes beyond confirming
the outcome. For instance, the scanned imagesecandlyzed and compared with the voting
system counts to locate discrepancies and invéstibair causes. The scans even can be
published online, as the Election Transparencyeeton Humboldt County, California, did in
several elections — although this practice raisgenprivacy concerns.

The second approach is a ballot-polling audit,mmed because it resembles a public opinion
poll. In a ballot-polling audit, a random samplebaflots is selected and the votes are tabulated.
If the sample provides sufficiently strong evidefmethe outcome reported by the voting system
— much as a public opinion poll might provide sg@vidence that one candidate is ahead — then

13 In principle, voter-verifiable paper records cobklused in a transitive audit, although we areamatre of any
audit that has done so.

1% The audit uses the transitive property: If theéngsystem outcome is the same as the secondargroat and the
secondary outcome is correct, then the voting systgtcome is correct.

Joseph A. Calandrino, J. Alex Halderman, adeid&d W. Felten provide the first discussion kndemis of a
transitive audit (without using that name) in “MauAssisted Election Auditing” (paper presentethat2007
USENIX/ACCURATE Electronic Voting Technology Worksp, available at
http://static.usenix.org/event/evt07/tech/full_pegsealandrino/calandrino.pdf with a useful discussion of prior art.
In the specific method discussed in Calandrind.esarial numbers are added to the ballots angdhe rescanned.
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the audit can stop. This method is not a comparsatit: It does not require (or use) any
information about the voting system interpretatdhe ballots in the audit sample.

A ballot-polling audit has the disadvantage thatrdvides less information about errors than a
comparison audit does. If a ballot-polling auditl®0 ballots contains 70 votes for the reported
winner versus 20 for the runner-up, then it progidgong evidence that the outcome was correct
— but it does not reveal how many (if any) of thba#ots were initially miscounted. Also, as we
will see, ballot-polling audits are not efficienhen the margin of victory is small.

Advantages and disadvantages: expected counting, kktoad, and cost

The counting to be done in a risk-limiting audihist entirely predictable before the audit is
performed. (If we could know in advance how mangesran audit would find, we wouldn’t
have to conduct the audit!) But we can offer someegalizations. Here we compare the
expected audit burden for three audit methods ehblavel comparison audits, ballot-level
comparison audits, and ballot-polling audits —amious election scenarios.

Audit burden is a multi-faceted concept: We distiis among counting, workload, and cost.
Countingrefers to the number of ballots examined, courdethterpretedWorkloadrefers to

the person-hours invested in the au@istincludes all direct and indirect expenses. Cougntin
can be estimated before the audit if we make s@w@naptions about the accuracy of the
original count. Workload is harder to estimate,dwese jurisdictions handle their ballots and
VVPRs in different ways, and because some of tligtiag methods described in this paper are
not yet widely used. Cost adds further dimensidnsadability, including who conducts the

audit at what rate of pay, and whether there ageigpcosts such as additional warehouse space,
transporting ballots, or re-scanning ballots. Iet@audits, the reported cost to audit voter-marked
ballots has been variously estimated as ranging 8do 51 cents per vote (not ballot) audited.
Ballot-level audits generally are more expengee votethan batch-level audits, but usually
entail auditing many fewer votésCosts for auditing VVPRs typically are higher hesathe
records often are difficult to handle and to rdaeen the largest auditing costs are small
compared with other election costs, but we will atbémpt to offer specific estimates. Instead,
most of our analysis will focus on counting, but wié point out workload and cost impacts as
we go.

For any particular audit method, if the originaliobis accurate, the amount of counting required
to attain a particular risk limit depends heavitytbe margin of victory — but usually not very
much on the size of the contest. For instance ballat-level comparison audit, if the margin is
5% of ballots cast in the contest, auditing 96dialmay suffice to reach a 10% risk limit —
whether the total number of ballots cast was onagand or many millions. The good news here
is that risk-limiting audits of large contests oftequire much less counting than many current
audit laws mandate. On the other hand, in smallests, the percentage of ballots to be audited

15 Some of these estimates are referenced in Pammetl’Swritten testimony before the Committee onuise
Administration, Subcommittee on Elections, March 2007
(http://www.verifiedvotingfoundation.org/downloads#RelaSmithTestimonyFinal_2007mar20.pdHall et al.
(see footnote )igive examples of ballot-level comparison auditsweibsts of $0.35, $0.44, $0.46, and $0.51 per
ballot.
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can be very large, especially in a batch-level ag@if course, if the original count is inaccurate,
more counting may be required.)

To provide some basis for comparison, we will cdesauditing two hypothetical contests based
on actual ballot counts from California’s 2008 pdestial election. The first is a statewide
election with about 13.7 million ballots cast ine0\88,000 separate batches (averaging about
356 ballots per batch). Obviously, this electionesy large! The second election is a
countywide election in Amador County, with just 018,000 ballots in 59 batches. In most
California jurisdictions, each precinct is reportedtwo batches: one for votes cast by mail and
one for votes cast in person. We exploit this fageduce our counting burden: Smaller batches
are more efficient.

Here we report estimates of the average numbeallft to be audited under each method for
various reported margins of victory, at a 10% fiskt, assuming that there are no errors in the
original count. Most elections in most jurisdictsoare not very close, but jurisdictions should be
prepared to audit contests with a wide range aénted margins. (Small error rates do not make
much difference in most cases, as we discuss)l&educing the risk limit to 1% would require
roughly twice as much counting in most cases;ibeeases are smaller when the fractions of
ballots to be sampled are large. The technicalldetee relegated to Appendix 2, but we
emphasize that these estimates are illustrative Abte that although we use California data,
the batch-level audit modeled here does not ussithgle random sample mandated in
California’s current 1% manual tally, but insteess a more efficient method that substantially
reduces the counting burd&h.

% The batch-level audit modeled here has two adgestaver current California practice. First, instefigiving
each precinct an equal chance of being includéddrsample, it uses a more efficient method in tvihiatches that
could contain more counting error are more likelype sampled. Second, in the statewide exampddsatthes or
ballots are drawn from the entire state as a whiateer than separately from individual counties.
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Figure 1: expected audit size in California election
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Figure 1 is a conventionally formatted graph ofreated average counting for the three methods
in a statewide California election. (The smallesrgm of victory shown is 0.5%.) The graph is
somewhat lacking in detail because of the wide eaofcaudit sizes (compare Figure 2 below). A
few results stand out: (1) Ballot-level comparisarlits entail hardly any counting compared
with batch-level audits. (2) Ballot-polling audds not require examining many ballots when the
margin is greater than a few percent, but the veartklexpands rapidly for the smallest margins.
(3) Although batch-level audits require the mosirgong, theproportionalburden in a large
election can be very small — here, less than 1.f7B&ltots cast even for a margin of victory as
small as 0.5 percent, if the sample of batchesawid as described above.
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expected # of ballots audited

Figure 2: expected audit size in CA election
(logarithmic scale)
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Figure 2 offers a different look at the same analgé statewide audit burden. It uses a
logarithmic vertical scale. For instance, the diseafrom 100 ballots to 1000 ballots is the same
as the distance from 1000 ballots to 10,000 balkithiough this format is less familiar than that
of Figure 1, it provides more usable detail. We sa@ that a ballot-level comparison audit is
expected to require fewer than 100 ballots for nmzrdown to about 6%, and fewer than 1000
for margins down to about 0.6%. A ballot-pollingdéus less efficient, but still requires fewer
than 1000 ballots (in the entire state of Califalpfor margins down to about 7%. In this
scenario, a ballot-polling audit is expected tauregymanually examining fewer ballots than a
batch-level comparison audit for margins of 0.5%nore. However, because auditing (say) 300
ballots in 300 different batches requires morerétftan counting 300 ballots in one batch, the
breakeven point for workload surely is at a langargin.

In Figure 2, notice that the curve for batch-les@inparison audits has much the same shape as
the curve for ballot-level comparison audits, althlo it is much higher. This is not coincidental.
The expected number batchego be audited in a batch-level comparison audithis example,

is consistently a bit less than half the expectadlrer ofballotsto be audited in a ballot-level
comparison audit. (The numberlmdllotsto examine for a batch-level audit is much larger

how much larger depends on batch sizes and on hesk miscount each batch can hold.) A
similar relationship holds in other audits, consted by the number of batches, as in the next
example.
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(Table 1 on page 45 reports the statewide analysabular form. Again, we caution readers that
the numbers should not be taken literally.)

Figure 3 depicts average audit counting estimatesduntywide contests in Amador County,
with just 19,006 total votes. Figure 3 is displagedthe same (logarithmic) scale as Figure 2 to
facilitate comparison, but the right-hand scalevghpercentages for the county rather than the
state. In many cases, the difference in countingduis not as large as one might expect. The
expected counting for ballot-level comparison aaditpractically indistinguishable from the
statewide scenarid. The counting in ballot-polling audits is also dimifor margins greater than
about 5%. For smaller margins, the workload caimmtase as quickly as it does statewide,
because it is impossible to audit more than 100%®ballots. (At some point it would be easier
to hand-count all the ballots than to do a ballitipg audit of a great many of them.)

The counting required by batch-level audits in Aora@ounty is somewhat lower for all

margins, because the county’s batches are relpisveall. Even for a 30% margin the fraction of
ballots to be audited in a batch-level audit ibeaiarge. Although such a contest could be
audited using just 10 batches, that number reptesdout 17% of the 59 batches in the county
election. As the margin decreases, the counting fmatch-level audit flattens out, again because
it is impossible to audit more than all 59 batcl@gerall, batch-level audits are demanding for
relatively small contests, because a large prapodi ballots must be counted even for
moderately large margins. The greater efficiencigallot-level comparison audits is accentuated
in these smaller contests.

" Theworkloadis probably less, because in small contests, tsalfidl be drawn from the same batch much more
often than in a statewide audit. (It is easier,ifistance, to inspect 20 ballots from one batch tbanspect 20
ballots from 20 different batches.) On the otherdha statewide audit is spread over 58 countet)esworkload

in Amador Countyo audit a local contest is generally greater tin@ncounty’s share of the workload to audit a
statewide contest with the same margin.
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Figure 3: expected audit size in Amador election
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Election jurisdictions can be much smaller than AoreCounty. If a jurisdiction has only a few
batches, it will often have to hand-count all adrtinto achieve a low risk limit using a batch-
level audit. Ballot-level comparison audits genlgregquire similamumbersof ballots (for a
given margin) unless the fraction of total votedéoaudited is quite substantial. That burden is
often more manageable than the comparable burdentdatch audit, but full hand counts still
are more likely in very small jurisdictions thanlamger oned®

Auditing multiple contests at once

So far we have only considered auditing one cormtesttime — but many elections have multiple
election contests, sometimes dozens. What if adigiion conducts risk-limiting audits of
several contests at once? Right now we are coimsirescopeof audits, so we need not
discuss all the implementation details. The mogtartant considerations are these:

It is possible to audit several or many contesiisgua comparison audit with a single sample.
Auditing multiple contests with one sample is cdliéesimultaneous audit. Simultaneous audits
can sharply reduce the time spent locating ancewatig ballots. Simultaneous audits are

18 For instance, a statewide ballot-level compariadit for a margin of 2% is expected to take al@@ ballots. In
a contest with just 600 total ballots, a ballotdesomparison audit for the same margin is expettedquire about
236 ballots — about 40% instead of 50%. It woulob@bly be easier just to hand-count all 600 ballots
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possible in both batch and ballot-level compariagodits. They even can span contests that
appear in different jurisdictions or parts therefhough this is not always efficient.

In a simultaneous audit, each contest must beeidit all the sampled ballots on which it
appears. The counting to be done in a simultanaodi heavily depends on the smallest margin
as a fraction of all the ballots subject to theitadhis fraction is called the diluted margin.)
Therefore it can be inefficient to audit certaimtsts together in a simultaneous audit — for
instance, a very close (or very small contest) ttugrewith several contests that are not very
close, or contests that never appear on the saliog Saich contests can still be audited at the
same time using separate samples, which coulddactwiltiple simultaneous audits.

Simultaneous audits are not free lunches. Theysabaatantially reduce overall effort, but
auditing multiple contests on a ballot still takasre time than auditing just one.

Completing audits “in time”

The appropriate scope of an audit may depend dimisg — how long after the election it
begins and ends, and how it interacts with varfmoesisions of election law. By definition, a
risk-limiting audit must be capable of correctimgarrect outcomes, either directly or by leading
to a separate full hand count. In many statestiefeofficials have a limited period of time to
prepare and release certified results, followed Ipgriod of time in which candidates can file
challenges and request recounts. Ideally, eledtificials will complete all audits before
certification, but this goal may be untenable vatitrent election calendars. Risk-limiting audits
rely upon complete or almost complete preliminastevcounts (or at least ballot courlts),

which may not be available early in the certifioatperiod. Coordinating audits that cross
county or other jurisdictional lines may be difficiespecially if the audit uncovers errors that
lead to further auditing. Laws might allow an austinducted entirely after certification to lead
to a change in election outcomes, but this magmaiker legal complications. Presidential
elections pose a special challenge because the lisabor” date for choosing electors is just five
weeks after Election Day. In the final analysigcélbn calendars should never pose an
insuperable obstacle to risk-limiting audits, hay may impose short-run logistical constraints.

Choosing a risk limit

The previous analyses are for a 10% risk limitwesmentioned above, a 1% risk limit often
requires about twice as much counting as a 10%insk (This is true both for comparison
audits and for ballot-polling audits.) On the othand, a 25% risk limit often requires about
40% less counting than a 10% risk limit. On whati®ahould a risk limit be chosen?

The choice of risk limit is a prudential judgmeltit it is important to understand the meaning of
“risk” in this context. An audit with a 10% riskntiit is designed to ha\et leasta 90% chance of
leading to the correction of any incorrect electiantcome, based on worst-case assumptions
about how the votes and tabulation errors actwabydistributed. For instance, the risk
calculations essentially assume that the actuabou is a tie vote, thus minimizing the number

19 Ballot-polling audits do not rely upon vote coyrtist do require knowledge of how many voted baltbere are,
and where they can be found. See the discussidvelof manifests below.
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of votes that would have to be miscounted. Fortaehbaudit, they assume that all the ballots in
each batch may have been cast for any one of tithdaes — no matter how implausible that
might be — thus minimizing the number of batched would have to contain miscounted

ballots. A 10% risk limit does not imply a 10% chkarthat any outcome is wrong. On the
contrary, it assumes that the outcome is wrongtherway that is hardest to detect short of
subverting the audit trail — and nevertheless guaes at least a 90% chance of correcting it.
Although audits with a 10% risk limit do not offabsolute assurance that every audited election
outcome is right, they do provide strong evidence.

Because risk limits are conservative, a 10% or éwgher risk limit is not unreasonable,
especially if it allows risk-limiting audits to lextended to a greater range of contests. The
choice of risk limits should consider the likelyavall counting burden. As an extreme example,
setting a 10% risk limit to audit just one statesvimbntest may be a false economy. Unless the
contest is unusually close, the cost of the atsktfiwill be tiny (and may be dominated by
reporting overhead), and the audit will not yieldeh information about how voting systems
performed. If a state does choose to audit so wéyrdat would be reasonable to set a 1% risk
limit and/or to establish some minimum audit size.

A state may choose to set a low risk limit for et@tle contests and a higher risk limit for
smaller contests. This choice may be construethplying that local contests are less important
than statewide contests; it can also be constrsi@dcancession to practical challenges in
auditing small contests. In considering this issue should closely consider the status quo.
Currently, when states audit local contests atla#ly generally audit the same percentage of
batches as in statewide contests — which often sn@amuch smaller sample size and, in many
scenarios, little chance of even noticing miscotimé may change the outcomes. Thus, the
current “equal treatment” in these states is famfiequal in its implications for risk. Settiagy
risk limit for any contest would be a large step forward.

Implications for audit requirements

How widely to extend risk-limiting audit requirentsrultimately is a political question, but an
understanding of the available audit methods helpisform the decision.

Ballot-level comparison audits are the most effiti@pproach, but often are not feasible with
existing federally certified voting systems. Theref it may be desirable to introduce risk-
limiting audits in phases; for instance, to reqaiuglits of a few important contests in the short
run, to be extended once better voting systemplara place.

Which contests should be audited? If and when betimparison audits are possible, it may be
feasible to require risk-limiting audits of everyntest. If a contest is decided by a double-digit

percentage margin — as very many are — and ifrilgenal count was accurate, then its outcome
generally can be confirmed at a 10% risk limit becking fewer than 50 ballots, in some cases
fewer than a dozeff. To be sure, small jurisdictions (including smaiins and villages) may

20 A pilot audit in Alameda County, California auditéour contests simultaneously at a 10% risk linyit
examining just 17 ballots. See the March 1, 20p»ntecited in footnote 11, pages 12-13 (PDF pa@ge$4).
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be less sanguine about this requirement than laugedictions. Moreover, the number of
contests varies widely across the country. A statdht exempt small jurisdictions from a risk-
limiting audit requirement, or apply the requirernenly to certain contests (perhaps selected at
random). Or it might require risk-limiting auditalg in federal and state contests, including
district-based contests such as those for the Istgitdature.

Even the less efficient batch-level comparison uafifer a viable means for auditing statewide
contests in most states — arguably in every SBatteh-level audits can work well in other large
jurisdictions as well. Typically, they are affordalfor congressional contests, which often span
400 to 600 precincts or more; they may be suittdyletate legislative contests depending on the
number of batches. Batch-level audits are leagtiefit when there are few batches, as in the
Amador County example. Dividing large batches srtwaller auditable batches can increase
efficiency?*

To audit only one contest, a ballot-polling audayrbe the most efficient approach, especially if
the contest is not very close. In a large jurisdictauditing even a few thousand ballots selected
randomly from throughout the jurisdiction may bermageable; most contests would require
examining substantially fewer ballots than thatclivser contests (perhaps those with margins
under 5 points), a batch-level comparison audit beapreferable for two reasons: It can reduce
work — including the overhead of retrieving thelbisl in the sample — and it provides more
direct evidence about possible errors in the cdantery close contests, a full hand recount may
be preferred. (We say more about full recounts .Jate

Many jurisdictions seek a middle ground betweentagljust one or two contests and auditing
all possible contests. One useful approach is t@®# some contests to audit at random, or by
some discretionary means. For instance, Wisconaurdt (which is not risk-limiting) is
conducted as follows:

A minimum of four (4) contests shall be audited|uling the top candidate race
on the ballot (either gubernatorial or presidetiéhe other audited contests shall
be selected randomly by the State Elections Baard &ll other contests that
appear on the ballot, but must appear on evergtaalthe state. The State
Elections Board may, with prior notification, ditébat additional contests be
audited??

Similarly, local jurisdictions might be required ¢onduct risk-limiting audits not in all local
contests, but in some contests selected at ranoloperhaps chosen by election officials or
political parties. In this way, it can never be Wwmoin advance that a particular contest not
be audited. This approach can deter fraud and esttae credibility of the audit.

2L For instance, some jurisdictions report absentée totals in large batches of several thousanesvdt the
absentee ballots can be counted and reported ittesinatches for purposes of the audit, the regui@unting may
be much reduced.

22 \isconsin State Elections Board, “Voting SystendisiRequirements,” November 2006,
http://elections.state.wi.us/docview.asp?docid=8856did=47, page 4. (Similar language appears on page 6.)
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Preparing and securing the audit trail

Defining the audit trail

A risk-limiting audit requires evidence of the vidédntent that is presented to the voter for
verification before she casts her ballot, and atgqmted from loss, alteration, substitution, and
dilution (through the addition of invalid recordbereafter. An audit of software artifacts (cast
vote records, logs, etc.) alone may be useful &eating certain malfunctions, butcénnotbe
risk-limiting, because it cannot measure or cortneldanger that the artifacts being audited
misrepresent voter intent. The Resolution on EbedtrVVoting, endorsed by thousands of
computer technology experts, attorneys, publicgyadinalysts and others, elaborates:

Computerized voting equipment is inherently subjegirogramming error,
equipment malfunction, and malicious tamperings therefore crucial that

voting equipment provide a voter-verifiable auditlt by which we mean a
permanent record of each vote that can be checkext€uracy by the voter
before the vote is submitted, and is difficult mpiossible to alter after it has been
checked. Many of the electronic voting machines¢pg@urchased do not satisfy
this requirement. Voting machines should not belpased or used unless they
provide a voter-verifiable audit trail; when suchcehines are already in use, they
should be replaced or modified to provide a voenifiable audit trail. Providing

a voter-verifiable audit trail should be one of #ssential requirements for
certification of new voting systenfs.

The Association for Computing Machinery, the waldirgest and oldest organization of
computer professionals, has since 2004 taken #iqguogi favor of voter-verified physical
records:

Voting systems should also enable each voter feertsa physical (e.g., paper)
record to verify that his or her vote has been eately cast and to serve as an
independent check on the result produced and shyrélge system. Making those
records permanent (i.e., not based solely in coempuemory) provides a means
by which an accurate recount may be condutted.

By far the most efficient known means of providaguitable audit trail is to base the election

on paper ballots marked by the voters, either tiree through the use of a ballot marking
device. Paper ballots are relatively durable, ifdie| and easily handled. When voters mark their
own ballots, they can verify their votes at thedithey mark them, and again before casting their
ballots. Some voters are unable to mark their tmaectly, or have difficulty doing so. Voting

% Resolution on Electronic Voting, availablehatp://verifiedvotingfoundation.org/article.php #6328
24 «E_Voting,” policy statement of the Associatiorr fBomputing Machinery, available at
http://usacm.acm.org/evoting/category.cfm?cat=14&fing
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systems should provide ballot marking devices,rapdns of verifying the ballots those devices
produce, that are accessible to as many voteresssite.

As an alternative, electronic voting machines egegowith_voter-verifiable paper records
(VVPRsY° may provide adequate records for a risk-limitingiaif voters in fact check the
VVPRs, and if the records are complete and intatiteatime of the audit. Both these conditions
are problematic. Research studfdsave found that many voters fail to check VVPRs] tail to
notice deliberately introduced errors even whewy tteecheck. (The term voteerifiable paper
audit trail underscores that the records may ne¢ lieeen verified.) Unfortunately, this danger is
not merely abstract: Security reviews of currediyployed voting systems have demonstrated
the feasibility of attacks that produce false VVPRs

Moreover, even when the VVPRSs are correct in pplecithey may not be usable due to printer
failures or subsequent damage. A collaborative fumalf audit of a 2006 election in Cuyahoga
County, Ohio, found that almost 10% of VVPRs wes#ter destroyed, blank, illegible,

missing, taped together or otherwise compromiéé@ften VVPRs are produced on long spools
(sometimes derisively called “toilet paper rollfiat make it hard to read and handle individual
records, impairing their usability even under tlestixircumstances.

If it is found that VVPRs or paper ballots have mheé@amaged or compromised, a risk-limiting
audit should treat the evidence in the most pessitrpossible way — for instance, by assuming
that a true and correct paper record would revesldll those ballots showed votes for the
runner-up. If so many VVPRSs or paper ballots aresinig, damaged, or compromised that these
pessimistic assumptions would alter the outconmen the outcome should be deemed inexorably
uncertain. Whether to order a revote in such cistances, or to make do with some alternative
resolution, is a policy question beyond the scdpéie paper.

In principle, it is possible to deploy voter-vesaifile audit trails that are not paper. These records
could be usable in risk-limiting audits provideathoters generally verify them and that they
are amenable to auditing. It has been arguedn$tamce, that Voter-Verifiable Audio Audit
Trails — audible to voters and simultaneously rdedronto write-once DVDs — could help voters
detect errors. The prospect of auditing possiblions of hours of audio records without heavy
reliance on software is daunting; at any rate,ugh systems have been deployed. It is unknown
when and whether viable alternatives to paper-baadd trails will be available.

Securing the audit trail

No matter how attractive the inherent propertiearofiudit trail, it is only as reliable as it is
secure. Past elections have been tainted by atbegat and even strong evidence — of ballot box
“stuffing” after the election; anecdotes aboundballots gone lost. Auditing or recounting an

% VWPRs sometimes, confusingly, are called VVPATeoter-verifiable paper audit trails”). “VVPAT” pragply
refers to the complete set of VVPRs that documetgsvin a particular election.

% For instance, Sarah P. Everett, “The Usabilitlefctronic Voting Machines and How Votes Can Be i@l
Without Detection,” Ph.D. dissertation, availabténtip://chil.rice.edu/research/pdf/EverettDissedafpdf

2" Marc L. Songini, “Paper Trail Flawed in Ohio Eliect, Study Finds.Tomputerworld August 21, 2006,
http://www.computerworld.com/s/article/9002610/Pafdeail Flawed in_Ohio_Election_Study Finds
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untrustworthy audit trail yields untrustworthy résuMoreover, it is highly desirable not only to
assert that the audit trail has been securedpth# ible to demonstrate that it has. Some
analysts speak of a compliance audit to verify thatpreconditions for a risk-limiting audit have
been satisfied.

A comprehensive discussion of audit trail secustigeyond the scope of this paper, but the
following points should be considered. These sugge®quirements are based on the work of
Roger Johnston of the Vulnerability Assessment TaaArgonne National Laboratory.

The first group of points addresses issues to heisized in a compliance audit or concurrent
with the risk-limiting audit.

A random sample of machines or containers &hiadl closely scrutinized for evidence of
tampering. (This sample could be coterminous withdample in a batch-level
comparison audit, or it could be separate.)

Ballot containers shall be sealed with tamper-iating seals. When ballot containers
(and similar packages) are opened, the seal semabers shall be carefully compared
with the numbers on the data logs.

In a ballot-level audit, the ballots in the conamthat are opened for the audit (or some
minimum number thereof) shall be counted for consparwith the reported counts. Any
discrepancies in these counts can be incorporatdeeirisk calculations.

A chain of custody log shall be kept for each badlantainer; each recipient of the asset
shall sign the log and legibly print his or her rgralong with the date. The chain of
custody log shall be reviewed for each ballot coiaopened during the risk-limiting
audit (and/or for a sample of containers seleatdtie compliance audit).

The next set of points addresses policies thattoedgcure the audit trail.

Poll workers shall take an oath to defend the miggnd security of the election process.

Poll workers and election officials who open lockdamper-indicating seals on voting
machines or ballot containers shall have trainingpow to detect tampering with the
locks or seals. This training shall involve at leE®-20 minutes per type of seal used, and
shall include both photographic and hands-on exasngl tampering.

Locks on voting machines shall not all open with same key.
Data logs of seal serial numbers shall be secured.

Used seals shall be thoroughly destroyed on a pioesicdate after the election.

2 Our use of “shall” reflects the recommendatiort thase points be required, although we do notigeogtetailed
implementation language here.
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Additional security procedures are not integrali$&-limiting audits per se, but can be beneficial
in forestalling attacks.

Each jurisdiction shall convene an Election SeguBivard, independent of election
officials, to review and analyze election securgch jurisdiction shall appoint a Chief
Election Security Officer (who may also have ottieties).

Each jurisdiction shall randomly select 1% of vgtmachines and intensively examine
them for evidence of tampering — idedbigforethe election, otherwise within six weeks
after the election.

Each jurisdiction shall conduct background cheobgeated every 3 to 5 years, on all
election officials, technicians, contractors, olwieers who prepare, maintain, repair,
test, inspect, or transport voting machines or degubstantial amounts of election
results.
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Trustworthy audits: the virtue lies in the details

Risk-limiting audits are easy to define, and ind@t@utline they are fairly easy to implement:
Draw a sample, look at the ballots in the sampdes@me math to see if more counting is
required. However, some implementation details reaedful attention.

Public observation and transparency

Risk-limiting audits provide one means for citizéasnonitor how well election systems are
functioning. Audits provide valuable informationetection officials, but crucially, they inform
the public and provide evidence as to whether tegaglection outcomes are correct. The
Principles and Best Practices for Post-Election #sfd state the case as follows:

Elections belong to the public. The public mustbewed to observe, verify, and
point out procedural mistakes in all phases ofaldit without interfering with
the process. The following conditions must be met:

a. Detailed auditing procedures are developediweatlvance of elections, with
reasonable opportunities for public comment. Thesede procedures for
selecting audit units [i.e., ballots or batchebeaudited], sorting the paper
records and counting the votes, and determiningwahere units need to be
audited and when the audit can end. There is atieqotice to allow the public
to witness and verify each phase of the audit.

b. The public is given sufficient access to witnasd verify the random selection
of the audit units as well as the manual count wetisonable opportunities for
public comment. Election officials have the authoto prevent the public from
hampering the proceedings.

These principles impose important responsibilitieth on election officials and on public
observers. When all parties take these resporigbikeriously — but not grimly — audit
observation builds positive relationships betweentsn officials and the citizens they serve.

Good audits are confidence-building exercises;soegood audits are more like sullen
skirmishes. In the past, some audit observers anddabe observers have reported events like
these: never receiving advance notice of auditpitéestatutory or regulatory requirements;
being confined in one corner of a room with no niregiiul opportunity to observe; receiving no
information about the procedures to be used; havingpportunity to ask basic questions;
witnessing unambiguous violations of written praged but being unable to persuade officials
to refer to, or conform with, those procedures. t@iwise, many other observers have reported
interacting cordially with election officials andovkers, in some cases politely making
suggestions that were immediately adopted, andrgiynérming a favorable opinion of the

# principles and Best Practices for Post-Election AsjdSeptember 2008, available at
http://electionaudits.org/files/bestpracticesfirftapdf (Here we quote from page 6.)
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audit and other election proces&€lear written procedures, made available in adeaic¢he
audit, help observers and other interested citimaerstand how the audit evinces the integrity
of the results.

Some states provide for partisan observers inioegtaction audit processes. We recommend
that audits be explicitly open to non-partisan obses as well. All interested individuals and
groups should be permitted to observe the audadga®to the greatest possible extent. Effective
audit observation can increase public confidendderaudit and in the integrity of elections, by
making the process more transparent and providingdependent verification of the results.

Observability includes not only direct public obsson of audits, but clear reporting of the
audit findings. Election officials should systengatly report audit results, identifying any
differences between the audit and voting systemmtspand explaining them if possible. These
reports need not be long in order to be informative reassuring. The audit results should be
forwarded to state election officials, who in twmould compile a summary statewide report —
perhaps within 30 days of completion of the auliihong other things, this report should
integrate results from local officials in a coneigt comprehensible, searchable forfi@uch a
report may enable state officials to detect pastefrerror they otherwise may have missed, or
simply to document how well voting systems perfadm@ national database of audit results
would give additional information.

Basic elements of public observation of auditsludimg notice, access, and reporting, probably
belong in statute. Procedural details can be hdridlgarious ways. Questionnaires for
observers designed by the Verified Voting Foundgdfiand Citizens for Election Integrity
Minnesotd* provide useful criteria for evaluating observatipncedures.

Committing to auditable results

To conduct effective post-election audits, the ssagy election result data must be exported
from voting systems in a format that is easy fahhmeople and software to “read.” These data
should be committed to, that is, declared in a reatimt prevents them from being undetectably

%0 David Wagner’s “Thoughts on the Nov 16, 2006 1%nht Tally in Yolo County” (available on Yolo Couyfts
election website dittp://www.yoloelections.org/news/snews/reactiodf.pxemplify constructive interactions
between election officials and observers.

31 As an example, consider Cuyahoga County’s (Ohis}-glection audit summary for the 2010 generaitigie.
The one-page summary (available at

http://boe.cuyahogacounty.us/pdf boe/en-US/1102264ElectionAuditSummary.pdfreports 7 discrepancies out
of 34,996 ballots audited, and offers the bestlalibd explanation for each discrepancy. The accoyipg detailed
spreadsheet report, and other audit reports andhswies, are available at
http://boe.cuyahogacounty.us/en-US/audit-mate&sis

%21n North Carolina, William Kalsbeek, the indepentstatistician charged with supervising the autis
routinely produced both a written report summagzamd characterizing the results, and a spreadslithetetailed
results in a common format, available on request.

33 «“Observing the Manual Audit, Precinct Version,”rifeed Voting Foundation, available at
http://www.verifiedvotingfoundation.org/downloadsiéitQ-Precinct.pdf

34 «Appendix C: Audit Observation Report Form,” pag®s45 in Mark Halvorson and Sarah Martyn Crowgiles
on the Vote Count: Non-partisan Observer Reportgliohesota’s 2008 Post-Election Audit and RecpQitizens
for Election Integrity Minnesota, availabletdtp://www.ceimn.org/files/ceimn.report_color.pdf
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changed later. (This property is sometimes desgr@sadelible commitment.) Data reporting is
a challenge in itself, but some audit methods ire@aiditional challenges.

Election data problems are complicated becausé@iscare complicated. Currently, many
states have heterogeneous voting systems withietyaf vote capture devices. Even within a
given precinct, there are often multiple types atievcapture devices; there might be ballot
scanners to tabulate voter-marked paper ballotslmadt recording electronic (DRE) voting
machines at the same polling place, and centrattdmailot scanners for absentee and
provisional ballots. Current election data systsmsetimes cannot report detailed results
intelligibly. Some export the details only in forteauitable for printing tables for human
readers, but inconvenient for further quantitagwvalysis.

Unreadable or inscrutable election data are inabler and not only for audits. Detailed election
results must be provided in a single standard¢tirad, machine-readable format that is easy to
export and then analyze. The data should be cldadymented to facilitate analysis. The format
should be the same for all makes of equipmentjlidedl jurisdictions will adopt a common
standard such as the Election Markup Language (ERIPjoviding data in a common format
not only facilitates auditing but also enablesriested citizens to analyze and understand the
results.

If all audits were batch-level comparison auditsdzhon the commonly reported results — most
often precinct totals or precinct subtotals by \gtee — then we would have little more to say
about the reporting issue: The detailed electisnlte would be directly usable for the aufit.
Unfortunately, several complications can arise.

Some jurisdictions’ heavy use of vote-by-mail balloan complicate batch-level audits.
Typically, these ballots are counted by centrahseass in large batches as they are received, but
the canvass results are reported by precinct. Td these ballots at all entails some way of
harmonizing what is reported with what can be adliEither the ballots must all be sorted by
precinct, some other means must be found of rétigeadl mail ballots for selected precincts, or
the election data system must be able to repauttselsy physical batchs well asby precinct.

Then the mail ballots can be scanned and repantbdtches of any desired size. Sorting mail
ballots by precinct is feasible in many jurisdicso(and already required in some), but better
election data systems provide valuable flexibility.

% The IEEE Standards Association’s Project 162 @&ied for Voting Equipment Electronic Data Intenche, has
the long-term purpose of attaining a common de€iniof election data. (See the group page at
http://grouper.ieee.org/groups/1632hitial efforts have focused on extending the®)3 Election Markup
Language (OASIS EML) standard to support electrdistribution of blank ballots.

% However, we must warn that some jurisdictions enify report precinct subtotals that can underruivter
privacy, as further discussed below. If a canvapsnt indicates that five voters in a precinct qasvisional
ballots, and all five voted for a particular caratiel then anyone who can determine the identitiiase voters also
knows how they voted. Election officials shoulddalare, as the U.S. Census Bureau does, to ppeepte’'s
privacy when reporting geographic details.
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It is important to commit to the number of ballatseach physical batch — which, again, may not
correspond to the (typically precinct-level) resutt a canvass report. These counts comprise the
ballot manifest, which is further described in ffgetion on random selection.

Committing to ballot-level results raises considierss that merit their own section.

Voter privacy and other concerns in ballot-level conparison audits

Conceptually, a ballot-level comparison audit i@y a special kind of batch-level comparison
audit. Suppose that every ballot has a preprintégue identification number, and that scanners
read these numbers and store them as part of 8te/8te Records (CVRS) that record ballot
interpretations. Then it should be relatively sienfi select a random sample of CVRs, retrieve
the corresponding ballots, and check whether tlig auerpretation of the ballot matches the
CVRs. All the CVRs could be published online sa ti@yone who wants can confirm that they
add up to the announced vote totdl€onceivably, actual digital images of the balletsr at

least the audited ballots — could be publishechabpgeople can draw their own conclusions. Is
anything wrong with this picture? Many people thgtk

Publishing CVRs — especially with preprinted baltntification numbers — and/or publishing
digital images of the ballots, would greatly ingedhe available information about the election,
but at the cost of undermining voter privacy. Opirg differ about whether this cost, or part of it,
is worth paying. Voter privacy has two aspects. @s@ect is whether and to what extent voters
involuntarily reveal their votes to others. For instance, predrered ballots linked to CVRs
presumably allow pollworkers to note which balltitey have given to whom, and thereby to
determine how individual voters voted. The secospkat is whether and to what extent voters
canvoluntarily reveal their votes. For instance, if images ofliakots are published, then voters
could put some distinctive marks on the ballots ewen write their names—unless the images
are somehow “cleaned” before publication. Involuptaolations of privacy may be construed
as worse than voluntary violations, but both amneceons. If | can voluntarily reveal how | voted,
then not only can | sell my vote, but conceivabbah be coerced to cast it in a particular way.
Free elections may benefit from denying voters‘tteeedom” toprovehow they have voted.

CVRs pose a tradeoff between observability andgogivto publish or not to publish? If the
CVRs are not published, then only a limited nuntfgzeople can confirm that the CVRs used in
the audit add up to the reported vote totals. (El@ng that is not a trivial problem; we discuss
it below.) If the CVRs are published, then voteiligithbe able to reveal their identities through
pattern voting: casting votes for a combinatiorcarfdidates that is very likely to be unique
within a precinct or batch. If a ballot has ten tests with three candidates per contest, a voter
can vote as directed in one contest and vote tier oine contests in almost 20,000 distinct
ways — even without allowing for write-ins. Theseai path between these alternatives, called
SOBA (briefly discussed below), which has its owawbacks but is worth considering.

3" The remaining challenge, discussed below, is matestrate that the published CVRs are the CVRs imsttd
audit.
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Some people argue that the danger of pattern viingrth accepting on one or both of two
grounds: that large-scale vote-selling and/or doaraould be too complex to evade detection,
and that the wide use of mail ballots already ftatés vote-selling and coercion. Reasonable
people can disagree about these issues. Here Weowsider both CVR publication and
alternatives.

A ballot-level comparison audit entails some maansompare a CVR with the corresponding
physical ballot. One approach, described earbes, transitive audit. A transitive audit reduces
the privacy compromise because it does not requinéing identifiers on the ballots before the
ballots are cast. This solution does not resoleadifemma of whether to publish CVRs, but at
least it protects privacy better than preprintidgntification numbers on ballots. An alternative
is to add embossers to the voting system scamnstbat the ballots are imprinted with
identification numbers at the time they are casinibers that cannot be linked to the voter
identity. Note, however, that using serial numk{@rsiumerical order) — or even publishing the
CVRs in the order in which votes were cast — maym@mise voter privacy, especially if voters
are required to sign a list at the polling place.

How can an election official commit to a set of C3/Rithout publishing them? One approach is
to copy the CVRs to a write-once DVD and to caltaicryptographic hash for the set of
CVRs. A cryptographic hash (or hash value) is &érdisve digital “signature” based on a set of
data, using a particular hash function. Changingpant of the data — even swapping two non-
identical pieces — radically alters the hash. ltulddoe difficult to prove physically that a DVD
has not been altered, but it is relatively simpl@rove that a set of CVRs has not been altered: If
it produces the same hash, it is essentially cettabe the identical data. So, in principle,
observers can borrow the DVD (or a copy thereobhdalestroyed at the end of the audit) and
verify that it contains the same CVRs being usetthénaudit and that those CVRs match the
reported results. Of course, to verify those facéy require some technical savvy — and if
observers have the technical means to independesily a hash and a vote count, won't they
also have the means to copy the CVRs? It seemadgrdharantee that voter privacy will not be
compromised, but this approach certainly is morgicas than publishing the CVRs.

A more elaborate effort to protect voter privacyheut compromising transparency is called
SOBA, for Secrecy-preserving Observable Ballotdeuedit.*® The basic idea behind SOBA is
that the CVRs are published in pieces — one vategoerd, instead of an entire ballot per record
— along with a cryptographically shrouded link thasociates each piece with the corresponding
ballot. Because all the votes are published, anganeverify the contest results. The shrouded
links, by themselves, do not allow people to retrares which votes came from the same ballot.
However, when a ballot is sampled, election offgci@veal additional information that, when
combined with the shrouded links, proves that paldr CVR pieces indeed came from the same
ballot. Perhaps the biggest problem with SOBA esdffficulty of explaining in a few sentences
how it works. People who did not actually particgoan the audit — and perhaps some people
who did participate in the audit — might well félet a published set of individuabteswith

3 Josh Benaloh et al., “SOBA: Secrecy-preservingeDlable Ballot-level Audit.” Paper presented at20é1
EVT/WOTE annual conference. Availablehdtp://static.usenix.org/event/evtwotel1/tech/firidds/Benaloh.pdf
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shrouded links is less convincing than a publistetdf complete ballot interpretations. Also
note that SOBA (per se) does not solve the prolokitentifying physical ballots, through
numbers or otherwise. Nevertheless, SOBA does affeay to publish very detailed data
without compromising voter privacy.

The various complications in implementing ballotgrarison audits must be weighed against
the large efficiency advantages.

Randomness: “too important to leave to chance”

Risk-limiting audits crucially depend on random gées. Formally, the statistical calculations
assume randomness, rather than “cherry-pickingiquéar ballots or batches. (It is perfectly

fine for a risk-limiting audit to include some caisusly chosen batches, but these must not be
treated as if they were selected at random.) Indtigmpeople — quite rightly — find audits most
credible when no one can control which ballotsaardited, and when the ballots are inspected as
soon as possible after they are selected.

Unfortunately, some methods used to draw “randomditessamples are flawed — some fatally so.
Here is how an observer of the 3% partial reconmnie Ohio county after the 2004 general
election describes the county’s selection procethakyear (other counties have sometimes
used similar procedures):

The total number of votes cast in Morrow County W8$594. Three percent of
this would be 501. They [election officials] pickeidrmony Township [North] to
do the hand count on because it has 517 ballots cas

At this point Observer S. spoke up and said thaptiecinct had to be selected at
random.

He explained that he felt that random was somethikegutting 36 precincts'
numbers in a bowl and pulling one, if it was sHoft3%], we would have to pull
another one.

This was not well taken. They said that they felvithey selected was random
and that the board had the right to choose. Thewstl us in writing where they
were getting this, and of course it is all in thefpretation of "randont®

In reality, “the right to choose” is roughly thet#inesis of random selection, not an
interpretation of it. Perhaps the officials medr#ttthey had not selected the precinct before the
election, so the selection was effectively randBut. regardless of when the officials made their
choice — a datum that observers could in no wayerit was anything but effectively random.
This preference for selecting a precinct of a ced&ze arbitrarily exempted most precincts from

39 Morrow County, Ohio 2004 Ballot Recount ObservepBrt, December 17, 2004: Report by Green Party
Observer, available attp://www.iwantmyvote.com/recount/ohio_reports/aties/morrow.php
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any chance of selection. In the worst case, ackastacould anticipate and exploit this preference
to subvert the election while evading detectionb@st, this approach undermines the
representativeness of the sample and the credibflithe partial recount. Since 2004, Ohio state
election officials have worked to prevent similasimterpretations.

While some failings of random selection methodg lefi the page, others are more subtle. Some
methods are demonstrably biased toward auditingesates rather than othéfsSome random
selection procedures may work reasonably welljtiatimpossible to know or to prove that they
did. For instance, some jurisdictions have priritexlprecinct names on slips of paper, mixed the
slips in a box, then drawn slips. But how can obser be sure that every precinct name
appeared on exactly one slip? And how can anyorseifgethat the slips are fully mixed?

A good random selection method has a few essgmbakerties. Nobody should be able to
influencethe selection to favor certain ballots or setbaifots over others. Nobody should be
able topredictthat certain ballots or sets of ballots will bedeed over others, except to the
extent that the audit method deliberately doe¥ #md the preceding factors should be
observable As many people as possible should be able tarconifiat the selection method was
fair.

One approach to creating samples with these piepastto use a single source of randomness
that is considered to be unpredictable and immtora fnfluence. Certain websites provide
sequences of random or quasi-random numbers thattinciple, should be beyond anyone’s
capacity to influence or to predict. These showtlbe used in audits because they fail the
observability criterion: How can observers be darthat the numbers they obtain using a
website really are random? What is to prevent soiémm hacking the sequence? Similarly,
software programs such as Microsoft Excel shoutdoeaelied upon. A reasonable alternative
may be a ping-pong ball machine such as many siatétteries use to choose their winning
numbers. These machines can be used for audit eanfgtakeholders trust them. However, it
may not be obvious how to demonstrate that a pdatienachine is fair, and it may not be
practical for all jurisdictions to obtain such macss.

An alternative approach is to use multiple souafgshysical randomness under the limited
influence of multiple observers. For instance, igapthat several observers at an audit — some
who represent the candidates, others who are indepé— each roll two translucent ten-sided
dice (of different colors), and the digits are camelol to form a random number. If the dice are
not perfectly fair, the number may not be perfecéigdom. However, if the dice are “fair
enough” that the observers cannot detect any thias,any departure from randomness — even if

0 For instance, one audit procedure mandated listiirpe municipalities in a county in alphabetioadler,
randomly choosing a municipality to start with, @hdn selecting one precinct per municipality igtsence until
the audit quota was filled. Of course, this mehat targe cities and small villages received royghé same
attention in the audit although most voters werthencities. (“Biased” is a statistical term of,ave do not think
that anyone consciously intended to favor villagees over city votes.)

“*1 The most efficient batch comparison methods hayesater chance of selecting batches that coulthtomore
error than others. Colloquially, this fact is attea of these methods, not a bug; it cannot beoéegl to undermine
the effectiveness of those methods.
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it is known — may well be difficult to exploit. Baase multiple observers participate, none of
them can control the outcome without the collusball the rest. (Combining this approach
with the PRNG method described next can providetiaddl protection against influence.)

For audits with relatively small samples, ping-pdradjs or die rolls may suffice. For larger
samples, such methods can be used to provide a-deedely speaking, a starting point —to a
pseudo-random number generator (PRNG) that usebl&ly known, reliable computational
algorithm. Given a particular seed, a PRNG alwagsipces the same numbers in the same
sequence. In this respect, it is not “random” (leethe “pseudo” in the name) — and this feature
is in fact useful for observability. If an audite announces that it used, say, the well-known
SHA-256 hash algorithm in a particular Wawith a seed of 592907385202 to produce a
sequence of 78 numbers, everyone who can use @) wiprogram that implements SHA-256
can reproduce the sequence. A good PRNG has tlieydbat a small change in the seed
produces a large change in the sequence, greatigloating any attempt to influence the
sequencé® The PRNG based on SHA-256 is a very good wayddyre 256-bit pseudo-
random numbers (that is, numbers with up to 78ndakdigits). Longer seeds are preferable to
shorter ones.

Ping-pong balls, dice, and PRNGs produce randomgeudo-random) numbers; these numbers
need to be “translated” to particular batches ¢iotsa The computational details are a bit too
dense for this white paper, but have been descalsetvherd? Auditors and observers need a
ballot manifest that explains where each ballot biears the contests being audited can be found.
The ability to produce and distribute this ballamfest is an important prerequisite of the audit.
(As we sketch below, a similar requirement apgielsatch comparison audits.)

For instance, suppose that all the ballots forlactien are contained in three ballot boxes: A, B,
and C. The ballot manifest might report that bogohtains 400 ballots, box B contains 250
ballots, and box C contains 500 ballots — makingOliallots in all. We can say, then, that A
contains ballots 1 through 400; B contains balidt$ through 650; and C contains ballots 651
through 1150. (These numbers are not serial nunmvengd on the ballots.) Now, for each
ballot to be audited, a random number is convededballot number between 1 and 1150; each

“2 Ron Rivest has proposed a simple and robust meHtiednethod is implemented in an interactive Jepsweb
page ahttp://statistics.berkeley.edu/~stark/Java/HtmIZGG&Rand.htmand in the “audit tools” page
http://statistics.berkeley.edu/~stark/Vote/auditffddm Rivest's own Python implementation, with exteasiv
explanatory comments, is laitp://people.csail.mit.edu/rivest/sampler.py

3 For instance — to illustrate the idea — suppoaegbmeone attempts to subvert an audit by tamgpeviit the
results in low-numbered precincts and loading tice do that they disproportionately produce higditdli(7, 8, and
9). If a good PRNG is used, this attack fails beeaa high-digit seed is no more likely than a ldgitdseed to
produce a sequence with high numbers. The numbtkely” sequences is reduced, but that does ttecker little
good because the likely sequences have veryilittemmon.

4 Arel Cordero, David Wagner, and David Dill, “TheIR of Dice in Election Audits — Extended Abstradyne
26, 2006, available #&ttp://www.cs.berkeley.edu/~daw/papers/dice-woted explains a general approach of
mapping from random numbers to ballot batches. NMartkeman and Philip Stark, “A Gentle IntroductimnRisk-
Limiting Audits” (IEEE Security and Privagyorthcoming;preprint of March 16, 2012, available at
http://statistics.berkeley.edu/~stark/Preprintsiigdr®.pd) explains the use of ballot manifests.
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number is equally likely to be select€dSuppose one such number is 443: This number
corresponds to the #dallot in box B. Provided that the auditors caenitify and retrieve the

43% ballot in box B — and so on for the other baliotthe sample — they should obtain a fair
simple random sample of all the ballots. (This sample with replacement: Each ballot can be
selected more than once. If so, the ballot is amdpected once, but it counts as many times as it
is selected.)

For efficient batch comparison audits, the procedsibroadly similar but more intricate. In
addition to enumerating ballots, the manifest emates the error bounds — a measure of how
much miscount possibly could be found in each hatttich depends on the number of ballots
and the vote counf§.Before the sample is drawn, each batch is assigagdf the range from 0
to 1 based on its error bound: The more erroratdoontain, the larger its share of the range. To
identify the sample, each random number is congdde fractional number between 0 and 1,
and the batch whose range contains that fractiealexted” (Again, a batch can be selected
more than once, but is only audited once. Howeagy,errors found in a batch “count” as many
times as the batch is selected.) The details candmy depending on the numbers of batches,
contests being audited, and candidates in thogestsn- but they all boil down to simple
arithmetic operations, and can be computed in sowéand checked by observers

The preceding discussion assumes that all the narsdonpling for an audit is conducted at a
single central site. If it is preferred for mulegurisdictions to draw random samples
independently, the details become more complicdtetnot intractably so. (See the discussion
of multiple jurisdictions below.)

How large is the audit? When can it end?

There are two basic strategies for determining wahask-limiting audit can end. The most
common one is often called auditing in stdgéalthough usually there is only one stage); the
alternative is a sequential audit.

To audit in stages, the auditors select an irsgahple size large enough that if that sample
shows a sufficiently low error rate, the risk limiill be attained and the audit can stop. This
sample size largely depends on the smallest pexgembhargin (as a proportion of ballots cast:
the diluted margin). It can also be adjusted faioress degrees of error tolerance: auditing a
somewhat larger sample in the first stage may alleaudit to reach the risk limit in one stage

“ In this example, one could simply divide the ramdwumber by 1150, take the remainder, and addripfaatical
purposes, if the random number is sufficiently lothds gives each ballot number an equal chanselettion.
“®In one simple approach, the error bounds are rekin net votes. For instance (in a two-candidatgest), if a
batch contains 50 ballots and the apparent wirgegived 7 more votes in that batch than the apphoser, the
error bound would be 57: the difference betweemtivig” the batch by 7 votes and losing it by 50egot
*" For instance, if precinct 1A’s error bound was294lof the sum of error bounds, and precinct 1B‘erdsound
was 0.26% of the sum, then precinct 1A might béyassl the range from 0 to 0.0012 (because 0.12%61Q),
and precinct 1B could be assigned the range fr@®1@. to 0.0038 (because 0.12% + 0.26% = 0.38%638)0
Thus, if the random fraction is 0.002432..., thercpret 1B would be selected.

(Ranges cannot overlap; in this example, ifrdrelom fraction is exactly 0.0012, then precinctwldild be
selected.)
8 Sometimes it is called a “staged audit,” but weteravoid that double entendre!
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even if errors are found. These sizes may be datedthrough simple formulas (for examples,
see [1a] and [2] in Appendix 2), or even pre-cated in tables. After examining the first-stage
sample, typically the auditors do a computatiorhwatr apply a rule to) the results to see if the
risk limit has been attained and the audit can.tdjne details of such computations are outside
the scope of this white paper, although many aitlaee very simple; they depend on details of
the method being uséd.

If the risk limit hasnot been attained after the first stage, then thetansdcan proceed with a
second stage, and possibly additional stagestafierProceeding to additional audit stages often
is called escalation. At any time (at least in gipfe) the auditors can switch to a full hand

count, if additional stages seem unlikely to ereldhdit efficiently.

In a_ sequential audit, instead of choosing anahgample size, the auditors simply choose one
ballot or batch at a time, audit it, and then detee (using an appropriate computation or rule)
whether the risk limit has been attained or morenting is needed. Again, the auditors can
switch to a full hand count at any time. (One dank of a sequential audit as an audit by stages,
where each stage is very small and the numberngéstcould be large.)

Auditing in stages generally works well in batclddrallot comparison audits, because the
necessary sample sizes are relatively predictabenwerror rates are low. That said, there must
be some plan for the possibility of escalation.r€at (not risk-limiting) audit requirements often
havead hocescalation rules. For instance, New York’s auelijjulation (6210.18) calls for up to
three audit stages — comprising 3% of voting systean additional 5% of systems, and an
additional 12% of systems — plus a possible futicheount, based on errors found at each stage.
Whatever the merits of such rules, fixed-percentsgalation is not an efficient way to conduct
risk-limiting audits. If the first stage comes valpse to attaining the risk limit, there is no dee
to require an equally large or larger second st@getrariwise, if the first stage finds large esror
that clearly raise doubts about the outcome, it beynore reasonable to conduct a full hand
count than to continue checking smaller samples.

It is probably best to allow election officialsesercise discretion about how large a second
stage (if any) should be, given the results fromfitst stage, in order to afford a good chance of
attaining the risk limit without undue complicationexpense. The crucial rule is that counting
cannot stop until either the risk limit has beedniaed, or all the votes have been counted by
hand.

The timing of the audit must allow for the posstlibf additional stages, including any
necessary coordination among jurisdictions andparfic notice requirements. Further
discussion comes below.

“91n some cases no computation is needed; a simglsuffices. For instance, if the original audiieswas chosen
to accommodate a certain number of errors, andore than that number of errors was found in theétaaanple,
then the audit can stop.

0 A Gentle Introduction to Risk-Limiting Audits” (sgfootnote 35) discusses some of these methods.

33



For a ballot-polling audit — especially in one gdiction — a sequential audit may be best,
because ballot-polling audits are less predictdida comparison audits when error rates are
low. The auditors could choose an initial sampte $hat is very likely to attain the risk limit (if
the original count was accurate), but this approaalg require much more work than is actually
needed. However, it is perfectly feasible to candhallot-polling audits in a series of stages
where very little time is needed between stagesirfstance, auditors could choose to audit 100
ballots in a first stage, see that they are gettlage to the risk limit, and immediately decide to
audit another 20 ballots to see if that sufficésen switch to auditing ballots one at a time as in
a sequential audit.

The specific computations or rules for determinvtgether audits must continue can be handled
in various ways. A web page maintained by PhilisBark* provides various tools for ballot-
level comparison audits, including a “calculatas? fvhether more ballots must be sampled; the
calculation is simple enough to be done by handgithr a four-function calculator. (Stark is
preparing another web page with similar tools faltdi-polling audits.) For its batch-level
comparison audit pilot discussed in the next sact@tuyahoga County, Ohio, created a
Microsoft Excel spreadsheet to automate the conmipataof whether the audit could end.

Audits in Boulder County, Colorado in 2008 and 2@0&@d Neal McBurnett's open-source
ElectionAudits software. Many other approachespassible.

We discourage stating particular computations oalesion rules in law, because these may
“lock in” particular risk-limiting audit methods iplace of more efficient alternatives developed
later. However, the computations should be statedle or formal procedure subject to public
comment before the audit, both to facilitate publservation and to allow them to be vetted for
validity.

Specifying audit procedures

Our previous remark about whether and how to cambiyputations and escalation rules gets at
a fundamental design issue: how to foster predidiglobservability, and verification without
locking in requirements that do not suit all juritobns or that impede innovation and
improvement.

In general, we favor a model of partial delegatiéor. instance, in New York, the legislature
enacts laws, and authorizes or explicitly requinesState Board of Elections to create formal
regulations consistent with the laws. The statedida turn, can allow or explicitly require
county boards to create written procedures comgigigh state law and regulations. Either the
legislature or the state board can state outriginidates where necessary; offer “safe harbor”
procedures in other cases, allowing county boargsdpose alternatives subject to approval;
and delegate reasonable discretion to county bppragided that their procedures are clearly
documented and subject to public comment. Likeolicymaking model, this one does not
work perfectly — and we might change some spectiddew York’s implementation. Even so,
partial delegation offers the most scope for dedat@ublic officials and concerned citizens to
promote continual improvement in election processes

*1“Tools for Comparison Risk-Limiting Election Audit http:/statistics.berkeley.edu/~stark/Vote/auditfdum
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As an example of “safe harbor,” Ohio’s current pelsction audit directive, promulgated by the
Secretary of State, describes procedures for a &#uat audit, but explicitly allows counties to
propose alternative procedures, including risk4iingi procedures? The directive thus enables
and tacitly supports innovations at the county llemech as Cuyahoga County’s pilot testing of
risk-limiting audits in 2012 Although we hope that eventually Ohio wisiquire risk-limiting

audits at least in some contests, allowing procddwriation and innovation with accountability
is a valuable approach.

*2 Directive 2012-12, “Post-Election Audits,” Febry@4, 2012, available at
http://www.sos.state.oh.us/SOS/Upload/electionsftiives/2012/Dir2012-12.pdf

%3 For information on Cuyahoga County’s pilot, see Board of Elections’ summary at
http://boe.cuyahogacounty.us/pdf _boe/en-US/2011/MOBENAuditSummary.pdénd the detailed report at
http://boe.cuyahogacounty.us/pdf boe/en-US/2011/MOBENAuditReport.pdf
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Timing, Coordination, and Integration with Recounts

As we noted earlier, risk-limiting audits can bieky to integrate with existing elements of
election law. In many cases it may be best to altesting laws to accommodate and leverage
risk-limiting audits. Because election laws varynsoch across the nation, we offer points to
consider rather than definitive recommendations.

Auditing before finalization of results; coordinating multiple jurisdictions

In order for a risk-limiting audit — or any audite-correct an election outcome, it must be
completed before the official results are finalizéthere candidates have recourse to request
recounts or to challenge election results in oteys, audits should be completed before
candidates have to decide. In many states, recegoests and other challenges can begin after
formal certification of the election results. In those states, risktiing audits should be
completed prior to certification if at all possible

Conducting a risk-limiting audit before certificati may seem to verge on self-contradiction:
The audit checks the outcome based on the votisigsycounts, yet the voting system counts
are not officially determined until certificatioAs a practical matter, it may be easy to conduct a
risk-limiting audit before certification — but nsb easy if some votes are being counted late,
multiple jurisdictions have to coordinate, and #uelit may expand into multiple stages. Several
approaches can ameliorate those complexities.

In general, risk-limiting audits depend on unof#iidinal results — vote totals and subtotals that
are believed to be complete and correct, subjettted@udit and, perhaps, recounts and other
challenges. (However, it is possible for the atmlibegin before all ballots are counted.) Many
jurisdictions do not presently produce unofficialal results — subtotals, in particular — prior to
certification, but could do so with straightforwgstbcedural changes. Thus, adding an
intermediate deadline for unofficial final resulpsior to certification, will facilitate audits in
some jurisdictions.

A risk-limiting audit needs to take all ballotsardccount, but in some cases it can begin before
all ballots have been counted. If almost all thkolehave been counted — particularly if the
number of uncounted ballots is small in comparistith the apparent margin — then an audit can
begin among all the other ballots, provided thaerprivacy is not compromise€d The simplest
approach is to make a worst-case estimate of hawy inallots may be pending, make the worst-
case assumption that all of them will contain vdteshe apparent runner-up, and subtract them
from the apparent margin. In many cases, thosetwase assumptions will have little effect on
the workload.

>4, for instance, a jurisdiction were to publishaificial final results by precinct, and then tadasmall numbers of
absentee ballots to the precinct totals, thenutdtbe possible to determine how some absenteesviotel voted.
Some jurisdictions presently avoid this problenréyyorting all absentee votes in one or more batsbparate from
the precinct results.
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If many ballots (for instance, mail ballots) areinted well after Election Day, the worst-case
approach just described is not feasible. Nevertiseiéit is desirable to begin auditing the
Election Day ballots before the late ballots arented, this can be done using a stratified
audit® — perhaps beginning with a modestly conservatitienate of the final margin, and
making adjustments if necessary.

When multi-jurisdictional contests are to be autlibeginning prior to certification, the counties
or other jurisdictions involved must be able toata their pre-certification results. In the
conceptually simplest case, each jurisdiction wquit/ide detailed results (batch-level ballot
counts and vote subtotals, or vote totals and badbmifests as explained earlier) to a state
election office; then the state election office Ydorandomly select the first-stage sample, under
public observation, and would immediately notifglegurisdiction which ballots or batches to
audit. However, if it is difficult to combine theethiled results, or if it is preferred to draw
random samples at the jurisdictional level (perhapgirisdictions can begin their audits on
different days), an alternative is feasible. Thésjlictions only need to provide vote totals; the
state election office only needs to tell each flicon how large a first-stage sample to seféct.
Subsequently, of course, the jurisdictions musinmity report their audit results in sufficient
detail for state officials to determine whetheriéiddal auditing is required.

It may be reasonable to stipulate that onlyfitst stageof a risk-limiting audit must be

complete before the certification deadline. If ngtsystems are performing as intended, only the
first stage should be necessary; if they are het it is appropriate to take additional time to
investigate what has gone wrong. Of course, theliira for continuing the audit must be
harmonized with other provisions of election law.

Recounts and election contests

Risk-limiting audits can greatly reduce the neadré@ounts and election contest litigation.
(Strong evidence that the voting system outconeeligect often constitutes strong evidence that
there is no point in demanding a recount!) Theesfstate laws and procedures governing
recounts and legal actions to contest electiortseshiould be modified to allow candidates and
the public to wait for completion of the risk-linmg audit before filing for a recount or election
contest.

States that set a statutory deadline for filingekaetion contest or requesting a recount will need
to amend statutes accordingly. For example, idéedline to file is within five days of the
completion of the official canvass (California)eththe law should be amended to allow for
filing within five days of the completion of anysk-limiting audit, but not before the audit is
completed.

%5 Some of the relevant methods are discussed inadich Higgins, Ronald L. Rivest, and Philip B.r8t4Sharper
p-values for Stratified Post-Election Audit§tatistics, Politics, and Policg, 1 (2011). Elaboration would be
needed for the case where the audit begins belldreaesults are known.

* This could be done using either a two-stage safugiere the state election office draws a randampéa to
determine how large each jurisdiction’s sample fhbe) or a stratified sample where each jurisditd sample
size is directly based on its vote totals. (Thatsted approach involves more complicated math@sasee
footnote 44.)

37



In states that presently have automatic recountslése vote margins, it may be desirable to
lower some automatic thresholds (making automatounts less common) in contests subject
to risk-limiting audits. As a separate matter, awitic recounts in these contests might be
replaced byiscretionaryrecounts (perhaps subject to a fee, perhaps raitgém be requested
within a specified periodfter the audit is completed. Judgments about thesessane likely to
vary from state to state, depending in part orsthe of the state. For instance, a contest with a
statewide margin of 0.5% or even 0.25% is relagiealsier to audit in a large state than in a
small state, so large states may prefer lower aaticmecount thresholds.

On the other hand, states that currently do nog¢ lsayomatic recounts for close margins may
wish to adopt them for contests subject to riskitlimg audits. Unavoidably, for unusually close
contests, the random sampling required to confirenelection outcomes may amount to, or
closely approach, a full hand count — and, in soases, may actually be more diffictit.
Moreover, if a state’s recount law contains pravisi such as ballot challenges that are not also
contained in the audit law, then it may not be gadego use the audit results in the recount.
Thus, it may be expedient to proceed directly teaunt in the closest contests.

The audit procedures and timing should be intedrafi¢éh recount law to gain efficiencies where
possible. For example, if it is feasible to useghme standards and procedures for evaluating
votes in an audit as in a recount, then any vatested during an audit do not need to be hand
counted again in the recount. (However, these voBsbe subject to additional candidate
challenges during the recount.)

" For instance, many jurisdictions might prefer &améi-count 1000 ballots rather than to randomly sarapd
interpret (say) 900 of the ballots. Similarly, itbatch-level comparison audit, a jurisdiction magfer to hand-
count ballots from 1000 precincts rather than ramgsample and count ballots from 900 precincts.
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Moving Ahead with Risk-Limiting Audits

Risk-limiting audits offer an important step forwan election verification. In combination with
other best practices, they provide a rigorous,iflex efficient approach to confirming election
outcomes. They help election officials and citizemsheck how well the voting systems are
functioning, and to make informed improvementswih other innovations, careful planning
and implementation — with judicious use of pilotsiér phased implementation — will help to
reap the full benefits of risk-limiting audits atalminimize costs.

Risk-limiting audits have some outright requirensgiaind some desiderata that can make them
much simpler and/or more effective. A jurisdictisimould consider these criteria in deciding how
quickly and how widely to implement risk-limitingidits.

» Paper ballots or a voter-verifiable audit tr&ih audit (or recount) that lacks such an
audit trail cannot provide strong evidence thatted® outcomes are consonant with
voters’ intentions. [Pages 20-21.]

» Evidence that the audit trail was preserved inv@l&he reliability of the audit trail
should be demonstrated, not assumed. [Pages 21ff.]

* (For batch-level comparison audits:) Timely, coneanreporting of auditable “batch”
subtotals. It may be necessary to upgrade eleotemmagement systems in order to report
vote totals for auditable batchiBsin a data format convenient for auditing (espécia
when audits are coordinated across jurisdictidnsgome cases, ballot handling and
storage procedures should be revised.

* (For ballot-level comparison audits:) Cast Vote &tds matchable to individual ballots.
The following may be necessary or helpful:

o Upgrade voting hardware to add identifying numhersallots as they are cast, so
that ballots can be matched to Cast Vote Recorttewi compromising voter
privacy. (Alternatively, implement a transitive digising a secondary system that
achieves the same goal [page 10].)

0 Upgrade election management systems to report\@astRecords, including
ballot identifiers. (The Cast Vote Record may bbélisied, or handled in some
other way to address the voter privacy concerrsudied earlier)

0 Revise ballot handling and storage procedurescititéde retrieving the particular
ballots selected for audit.

%8 «Auditability” is relative. Some jurisdictions psently report the subtotals for many thousandbeéatee votes
in just one absentee “batch.” Certainly it is pbksto audit the absentee ballots by hand-countiam all, but
dividing the absentee ballots into smaller bata@sgreatly reduce the auditing burden.
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* An appropriate timeline for completing audits. lwtance, it may be reasonable to add a
new deadline for reporting unofficial totals, andi@ delay certification deadlines to
provide more time to finish audits. The timelin@sll appropriately accommodate the
possibility that the audit will uncover problemsthequire additional auditing or
counting. [Pages 36ff.]

 New procedures for reporting and combining unadfitdbtals and subtotals. In order to
coordinate audits over multiple local jurisdictipitanay be useful for local jurisdictions
to send unofficial final results to central elentiofficials in a common data format.

» Procedures for managing the “math” of risk-limitiagdits and determining when an
audit can end. As described above, individual glicisons can use various software tools
— or, in some cases, even hand calculations —tevrdme whether an audit can end [page
34]. If a central election office is coordinatingdits across multiple jurisdictions, then
jurisdictions must supply audit results to the calnbffice (in an appropriate format) so
that it can make that determination.

» Procedures for collating and reporting audit restlhe complete results of an audit
should be reported and interpreted [page 25].

Conceptually, none of these points is insuperabiymicated or difficult. Nevertheless,
jurisdictions may find it impractical to addressrsoof them in the near future. Moreover,
depending on the scope of the changes to be ntadayibe prudent to spread them over time,
rather than implement many changes within one ielectycle.

Pilot audits, such as the program authorized inf@ala under AB2023 (see page 8), can confer
several advantages. Pilots allow for relativelypensive experimentation with audit
procedures. This hands-on experience can revedlpubeedures work well and what should be
revised or improved before audits are implementecerwidely. Pilots can effectively integrate
local election officials into the process of autksign, promoting better design decisions and
stronger buy-in from the officials.

Phased implementation of risk-limiting audits —dyrally broadening their scope — offers further
advantages. Risk-limiting audits in selected statewontests would complement pilot audits,
which typically start on a smaller scale. As we sanlier, risk-limiting audits — batch-level
comparison audits in particular — astatively more efficient (i.e., typically require smaller
percentages of ballots to be audited) in largeesiatthan in small contests. Auditing one or a
few statewide contests allows local jurisdictionstart risk-limiting audits with minimal

burden, and allows the state to experiment withrdioation across jurisdictions, without waiting
upon changes that may be needed for ballot-levapesison audits. Moreover, because
statewide contests often are especially importarbters, risk-limiting audits of statewide
contests can immediately bolster public confideswoeé generate support for more extensive
audits.

Prudent initiatives to implement risk-limiting at&lnow will offer immediate benefits for
election administration now, and will yield everegter returns in the future.
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Appendix 1: Schematic summary of risk-limiting audis

Comparison audits and ballot-polling audits follsemewhat different paths, as sketched below.
They share a basic iterative logic:

* Randomly select and examine some ballots.

» Determine whether those ballots (plus any ballogésipusly examined) provide strong
evidence that the originally reported outcome isexd. If so, stop the audit and accept
that outcome.

» If the ballots examined so far dot provide strong evidence that the originally repadrt
outcome is correct, either return to the first stege., randomly select and examine more
ballots — or proceed to a full hand count. The tecaitinues until it finds strong
evidence for the original outcome, or until alllbtd have been counted by hand.

All audits

o Before the election, determine which contests ellaudited, at what risk limit(s). (Some
contests may be selected for auditing after thetielg, as discussed at page 19.)
Establish the rules used to interpret valid voaes] the statistical method(s) and rules
used to determine whether an audit can stop asaselihether it should proceed to a full
hand count.

0 After the election but before the audit beginsdoice a ballot manifest that details where
all the ballots (or audit records) can be found.

o Through a compliance audit or similar procedurefsgck that the audit trail has been
preserved inviolate. If the audit trail has beempmmised, respond appropriately (see
page 21).

Comparison audits

1. Commit to vote totals (vote counts for each canmida position), and to vote subtotals
for each batch or ballot. The subtotals must sutheédotals. Publishing the totals and
subtotals is the conceptually simplest commitmeeathmod. For ballot subtotals (i.e., Cast
Vote Records), it is possible to use an alternatie¢ permits public observation of the
audit (see page 28).

2. Typically, determine an initial sample size. Geflgrthis initial size is such that, if no
more than an expected small number or rate of®ersasbserved in the sample, the risk
limit is attained and the audit can stop, certifythe outcom&?

*9 |t may be feasible, instead, to conduct the aefjuentially — randomly selecting and auditing baieh or ballot,
then deciding whether to select and audit another.
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3. Under public observation, select a random samplatifhes or ballots — the initial
sample, or an additional sample to be audited esmdaed at step 5. In a sequential
audit, the sample typically comprises just one Ibatcballot. (If the audit uses a pseudo-
random number generator [PRNG, see page 31], tluona seed used with the PRNG
only needs to be chosen once; additional samplebeaelected by using the PRNG to
generate more numbers from that sé€8d.)

4. Retrieve the batch(es) or ballot(s) in the samelected in step 3; inspect the ballot(s)
and determine the valid votes. For each batch ltmtheompare the vote subtotals from
the audit to the corresponding voting system saldo{The specific comparison depends
on the statistical method used, but generally g2an the number and kind of
discrepancies between the voting system subtatalshee audit subtotals.)

5. Based on the comparisons in step 4, determine whédh the risk limit has been attained
and the audit can stop, accepting the voting systaicome; (b) additional batches or
ballots selected at random should be audited;)a ¢omplete hand count should be
undertaken. If additional random auditing is nee(®dthen repeat steps 3 through 5
until either the risk limit has been attained drtla¢ ballots have been counted by hand.
(The size of any additional sample depends onuldé procedure being used.)

Ballot-polling audits
In asequentiaballot-polling audit:

1. Randomly select one ballot; examine it to determwhech candidate or position, if any,
it bears a valid vote for.

2. Based on the determination in step 1 (and prewletsrminations), compute a test
statistic. (Typically, this test statistic initiglequals 1.0; each time through step 2, the
current value is multiplied by some number, whieipehds on the valid vote if any, to
find the new value of the statistic.)

3. Based on the statistic in step 2, determine whet)ehe risk limit has been attained and
the audit can stop, accepting the voting systeroamng; (b) at least one additional ballot
selected at random should be audited; or (c) a tmmpand count should be undertaken.
(The audit procedure may specify some maximum numbleallots to examine before
proceeding to a complete hand count.) If additisaalom auditing is needed, then
repeat steps 1 through 3 until either the risktlimais been attained or all the ballots have
been counted by hand.

A batchballot-polling audit has essentially the same s&pa sequential ballot-polling audit,
except that each random sample (step 1) may coathitrarily many ballots. The audit
procedure specifies how to decide the number dbisaih each sample.

%0 |f a contest involves multiple jurisdictions, sesfeapproaches to random sampling may be possibkefage 34,
including footnote 56).
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Appendix 2: Methods used in estimates of audit couimg

The batch-level estimates are based on data frdifoé’s 2008 election archived at the
Statewide Database hosted by the University off@aia at Berkeley, at
http://swdb.berkeley.edu/d00/g08.htr8Bpecifically, the analysis here uses the staeWsDV
by svprec” file at

http://swdb.berkeley.edu/pub/data/G08/state/st@@ spv_data by g08 svprec.fip DBF
format). Most jurisdictions report each precindlection Day and vote-by-mail counts as
separate “svprec” returfis.

The batch-level estimates consider only the nurobeotes cast in each batch, plus the reported
margin of victory in a given scenario (ranging frém% to 30%). The maximum possible net
miscount (error bound) in each batch is imputedhftbe margin. For instance, for a 10%

margin, it is assumed that each batch reportedsiaees of 55% for the apparent winner and
45% for the apparent loser, so the error bound dveglial 110% of votes cast in the batch. (That
is the difference between winning the batch by H#b losing it by 100%.) Thus, the error
boundproportionis simply 100% plus the reported margin. (The relo@und is measured in

votes, rounding up if necessary.) The number oivdria the sample is estimated using a formula
from Aslam, Popa, and Rivést

ceiling(lna/In (1 -M / E)) [1]

whereaq is the risk limit (here 0.10M is the reported margin in votes, dads the sum of error
bounds (the total maximum possible net miscoufit): (neans natural logarithm, a common
function available on scientific calculators andgpreadsheets; “ceiling” means always to round
up.) Because the sum of error bounds depends andhgin, this formula can be rewritten as

ceiling(lna /In (L —m/ (1 +m))) [1a]

wheremis the reportegroportional margin (for instance, 10% = 0.1 in the examplevapo
Expression [1a] gives the expected number of diithe audit finds no miscounts, or if the
miscounts are small. Then the number of balloteénsample is estimated by computing each
batch;g probability of inclusion in the sample, andltiplying by the number of ballots in each
batch:

®11n this data file, data from Siskiyou County areaeously reported, such that some units haveausible total
vote counts. These were replaced with the totalbarrof valid presidential votes, resulting in acdépancy of 95
votes between the statewide totals used in thiysisaand the official statewide totals. With ou& million votes
cast in the election, the handling of Siskiyou hey little impact on the results.

62 Javed A. Aslam, Raluca A. Popa and Ronald L. Rjv&n Auditing Elections When Precincts Have Diéfat
Sizes,” paper presented at the 2008 EVT/WOTE cenfsx, available at
http://static.usenix.org/event/evt08/tech/full _pegp@slam/aslam.pdfeq. 13)

83 Batchi's probability of selection in one drawiis’'U, wherey, is the error bound in batétandU is the sum of
error bounds. Thus d is the number of draws in the sample, as givefotiula [1a], batcli's probability of
inclusion in the sample jg= 1 — (1 —u; /U)". The expected number of ballots to audit is theesFbip, =

Yhi(1 - (1 - /U)%).

43



The number of draws in the ballot-level compariaadit is estimated simply as
ceiling(6.2 /m) [2]

wherem s the reported proportional margin, as in [1dje Value 6.2 (which assumes a risk
limit of 0.10) would allow the audit to terminatethe initial sample finds no more than one one-
vote overstatement, i.e., an error whose correcgdnces the margin by one vote. (“A Gentle
Introduction to Risk-limiting Audits,” cited in fdaote 35, provides further explanation, and
shows how to easily calculate values other tharidagzcommodate other kinds and amounts of
errors.) The number dfallotsin the sample is estimated in the same way asdtwh-level

audits, except that each ballot is a batch. Thelbaurof ballots differs from the number of draws
only for the smallest margins in Amador County.

In the ballot-polling audit analysis, which followse approach in “A Gentle Introduction” (AGI)
(but is slightly more conservative), the two vobares are set to total 1 (i.e., 100%) given the
reported margin. Where the apparent winner’s vogeesisW (equivalent tes in AGI) and the
tolerance is set at 0.001, the estimated numberants is

In9.9 +In (W_O—%OOl) /2
W —0.001\" (1 — (W — 0.00D)\"™" 3]
" [( 05 ) ( 05 ) ]

where 9.9 is a threshold value corresponding00.1 and3 = 0.01, as explained in AGf.The
number of ballots (and, therefore, votes) in thea is computed in the same way as for the
ballot-level comparison audit.

Table 1 on the next page provides some selectettsdsr the statewide analysis (corresponding
with Figures 1 and 2).

% The formula here, with the second In term in thearator, is slightly more conservative than theraach in
AGI.
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Table 1: estimated audit burden, California statewdle elections

batch-level ballot-level | ballot-
comparison audit comparison| polling
% audit audit
margin | batches ballots ballots ballots
0.5% 462 | 225,900 1,240| 216,751
1.0% 232| 114,002 620| 47,760
1.5% 155| 76,292 414 20,789
2.0% 117| 57,636 310 11,618
2.5% 94| 46,328 248 7,417
3.0% 78| 38,456 207 5,146
3.5% 67| 33,041 178 3,780
4.0% 59| 29,101 155 2,895
4.5% 53| 26,145 138 2,289
5.0% 48| 23,681 125 1,855
6.0% 40| 19,737 104 1,290
7.0% 35| 17,272 89 949
8.0% 30| 14,806 78 728
9.0% 27| 13,326 69 576
10.0% 25| 12,340 62 467
12.0% 21| 10,366 52 325
15.0% 17 8,393 42 209
20.0% 13 6,418 31 118
25.0% 11 5,431 25 76
30.0% 9 4,444 21 53
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Definitions

Auditing in stages: Auditing an initial sample, vithe possibility of escalation to one or more
additional audit stages depending on the resultiseoinitial sample. Cf. a sequential audit,
which has no predetermined “initial sample.”

Ballot-level comparison audit: An audit in whichdimidual ballots are sampled and the audit
interpretation of each sampled ballot is compargh the voting system interpretation of the
ballot.

Ballot manifest: A list that indicates how thelb#d (or VVPRS) in an election are organized
and where they can be found. For instance, a sibgllet manifest might list the ballot bags
used for an election, and the number of ballotsich bag.

Ballot-level audit: An audit in which individual bats are sampled and inspected. Ballot-level
comparison audits and ballot-polling audits arddbdével audits.

Ballot-polling audit: An audit in which individuddallots are sampled and interpreted, much as in
a public opinion poll, seeking strong evidence thatoriginal outcome is correct (e.g., that the
reported winner received the most votes). Balldtipgpaudits do not depend upon (or use) the
voting system interpretations of the ballots in shenple.

Cast Vote Record (CVR): A record of the machineriptetation of the votes cast by a particular
voter, possibly containing additional informatiaentifying the ballot corresponding to the
CVR, such as a ballot identification number.

Commit(ment) to vote subtotals: The act of repgrtimote subtotals indelibly, i.e., so that the
subtotals cannot be altered undetectably latedighilg the subtotals is the simplest
commitment mechanism, but may undermine voter pyivaspecially if subtotals are reported
for all contests on individual ballots.

Comparison audit: An audit in which the voting gystcount of a batch (or the voting system
interpretation of a ballot) is compared with thelig#ia count/interpretation of the same batch or
ballot. Cf ballot-polling audits, which aneot comparison audits.

Compliance audit: In general, an audit designechtck whether required procedures have been
followed; in this context, a procedure (or set miqedures) designed to check the integrity of the
audit trail as a prerequisite for the validity ofisk-limiting audit.

Cryptographic hash: A digital “signature” calculdtey applying a cryptographic hash function

to a set of data. Small alterations to the datecadlgl alter the hash value; it is extremely ditfic

to find two sets of data with the same hash. Thashes can be used to provide strong evidence
that data such as vote subtotals have not beardlte

CVR: see Cast Vote Record.

46



Diluted margin: The smallest margin (between anmynivig and any losing candidate; in the case
of a simultaneous audit, in any of the contestadpaudited) as a fraction of all the ballots
subject to the audit. This is called the “dilutedargin because, unlike typical margin
calculations, it includes ballots not counted asgdor any candidate. Including those ballots
accounts for the fact that the audit might finddralotes where the voting system reported
overvotes or undervotes.

Escalation: In an audit in stages, expansion ohtiat beyond the first stage (or, more
generally, to an additional stage or a full handnth A decision whether to escalate generally
depends on the audit results so far.

Fixed-percentage audit: An audit whose initial skngize is a predetermined percentage of
precincts, voting systems, or some other unit.

Fixed-size audit: An audit whose initial sampleesiz a predetermined number of precincts,
voting systems, or some other units.

Outcome: The winner(s) in an election and/or ogwdastantive conclusions (for instance,
whether a runoff is necessary and, if so, whicrdaates will participate).

Pattern voting: Casting votes across multiple csistan a predetermined pattern in order to
reveal one’s identity. The possibility of pattemting is a pitfall of publishing Cast Vote
Records because it compromises voter privacy.

Risk limit: The largest chance that a risk-limitiagdit will stop short of a full hand count when
the original outcome is incorrect. The risk lingtdhosen before the audit is conducted.

Risk-limiting audit: A procedure for checking a gamof ballots (or voter-verifiable records)
that is guaranteed to have a large, pre-specihadae of correcting the reported outcome if the
reported outcome is wrong (i.e., if a full hand ebowould reveal an outcome different from the
reported outcome).

Sequential audit: An audit that inspects one baltdiatch at a time, then determines whether
another ballot or batch must be audited. In cohtraauditing in stages, sequential risk-limiting
audits minimize the number of ballots or batchepétted in order to attain the predetermined
risk limit.

Simultaneous audit: An audit of more than one cginising the same audit sample.

SOBA (Secrecy-preserving Observable Ballot-levetlifu A ballot-level comparison audit
method in which records of individual votes — n@is€Vote Records for complete ballots — are
published, along with cryptographic hashes thataklection officials selectively to
demonstrate that particular vote records belorsggarticular ballot. SOBA is designed to allow
ballot-level comparison audits while protectingergprivacy. For details, see the reference in
footnote 38.

Stage: see auditing in stages.
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Stratified audit: An audit in which samples arevanaseparately from non-overlapping “strata.”
For instance, each county could comprise a strabutallots cast on Election Day and those
cast by mail could comprise strata.

Tiered audit: An audit whose initial sample sizelétermined from a table based on the reported
margin. (For instance, in Oregon, the initial seengike is a percentage of precincts or batches
that depends upon whether the margin is less t#@rai least 1% but less than 2%; or at least
2%.)

Transitive audit: An audit that checks voting systeutcomes indirectly, using a secondary
system (for instance, software that independentbrprets the original ballot scans). If the
secondary system outcome matches the voting symiesome, and a risk-limiting audit of the
secondary system confirms the secondary systerometat some risk limit, then it confirms the
voting system outcome at the same risk limit. (B@ckground, see footnote 14.)

Unofficial final results: Vote totals and subtot#tat are believed to be complete and correct,
subject to an audit and, perhaps, recounts and otiadlenges.

Vote tabulation audit: A post-election audit thhecks vote tabulation — i.e., how votes have
been interpreted and aggregated into vote totals.

Voter privacy: The attribute that a voter’s choicasnot be linked to the voter. Voter privacy
can be compromised if ballots can be traced torsateing identifying marks, or if Cast Vote
Records can be traced to voters (perhaps via patt#¢ing).

Voter-verifiable paper record (VVPR): A paper ratof a voter's selections that the voter had
an opportunity to verify before casting her votedi@arily the term “VVPR” refers to records

produced by voting machines, as distinct from haradtked paper ballots. (Some sources call
these “voter-verified” paper records, althoughtbeords may or may not have been verified.)

Voting system interpretation: How the voting systeincluding electronic voting equipment
and any other methods and procedures prior toutii¢ a interpreted the votes on a particular
ballot or set of ballots.

VVPAT: A voter-verifiable paper audit trail, typilta consisting of voter-verifiable paper
records and/or hand-marked paper ballots. (Condlysisome sources use “VVPAT” to refer to
individual voter-verifiable paper records.)

VVPR: See voter-verifiable paper record.
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